


Taint analysis, functional safety, cybersecurity, and you
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applications. He has worked on many significant industrial and commercial projects in
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security-critical environments, working with standards such as DO-178, IEC 61508, ISO 26262,
IIRA, and RAMI 4.0. Mark earned his Bachelor of Science degree at Trent University, Nottingham,
and he has been a Chartered Engineer for over 20 years. He now works as Technical Specialist
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DO-178C (First published 1992)

IEC 61508 (First published 1998, Updated 2010)
EN 5012X (First published 2001)

IEC 61513 (First published 2001)

1ISO 26262 (Published 2011)

IEC 62304 (First published 2006)

IEC 61511 (First published 2003)
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https://www.checkpoint.com/cyber-hub/cloud-

security/what-is-shift-left-security/

What is Shift Left Security?

Shift left refers to moving security sooner in the
development process. Graphing the process of application
development, with time as the X axis, the process begins
with recognition of a need that a technology or service will
fulfill, whether it's an application being developed for sale
to paying customers or for internal use. As the solution

moved through the stages of conception, design, develop,
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Shift left is the way to remedy these problems.
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CWE, CVE, and the

automotive software stack
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CVE & CWE -lfE551% (Vulnerabilities) & 55 A (Weaknesses)

Vulnerability Details : CVE-2023-46813

handler reads it,

Vulnerability category: Gain privilege

Published 2023-10-27 03:15:08 Updated 2023-11-07 20:42:03 Source MITRE

Exploit prediction scoring system (EPSS) score for CVE-2023-46813
Probability of explaitation activity in the next 30 days: [

Percentile, the propartion of vulnerabilities that are scored at or less:

EPSS Score History  EPSS FAQ

CVSS scores for CVE-2023-46813

Base Score

Base Severity CVSS Vector

Exploitability Scol

HIGH CVSS:3VAVILIACH/PRIL/UEN/S:U/C:H/EHIAH

Deafrarnnenne far AVIE TNND _AS019D

ZMld CWE TOERADHIT. MesgExi8h
HWESIZT 2= EET NERRDERA

https://cwe.mitre.org/data/definitions/1121.html

An issue was discovered in the Linux kernel before 6.5.9, exploitable by local users with userspace access to MMIO regi
checking in the #VC handler and instruction emulation of the SEV-ES emuiation of MMIO accesses could lead to arbitrar|

memory (and thus privilege escaiation), This depends on a race condition through which userspace can replace an instri

D (CNDIFEE Linux I—2=J)L) DFFFEDRIZED EREA

https://www.cvedetails.com/cve/CVE-2023-46813/?2q=CVE-2023-46813

Common Weakness Enumeration

¢ Community-Developed List of Software & Hardware Weaknesy Hipes

V-

Hame > CWE 1ist > OWE- Individual Dictionary Definition (4.13)

i
CWE-1121: Excessive McCabe Cyclomatic Complexity

Weakness ID: 1121

Abstraction: Base
Structure: Simple

View customized information. ( Conceptual ) (0..:.

¥ Description

Mapping
Friendly

) (e ) ) (=~ )

The code contains McCabe cyclomatic complexity that exceeds a desirable maximum.
- . . . ‘

This issue makes it more difficult to understand and/or maintain the product, which indirectly affects security by makin

vulnerabilities. It also might make it easier to introduce vulnerabilities.

¥ Relationships

) ¥ Relevant to the view "Research Concepts" (CWE-1000)
Nature Type ID Name
ChildOf C)

1120 Excessive Code Complexity

) ¥ Relevant to the view "Software Development” (CWE-699)
Nature Type ID Name
MemberOf @ 1226 Complexity Issues

¥ Weakness Ordinalities

Ordinality Description
Indirect

(where the weakness is 8 guality issue that might indirectly make it easier to introduce security-relevant weaknesse]

LDRA B
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Vehicle-software components (illustrative example, simplified)
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https://www.mckinsey.com/industries/automotive-and-assembly/our-insights/the-case-for-an-end-to-end-
automotive-software-platform
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https://www.motorauthority.com/news/1026505 modern—
luxury—vehicles—claimed—to—feature—more—software—than—a—

fighter—jet/
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An issue was discovered in the Linux kernel before 6.5.9, exploitable by local users with userspace access to MMIO
registers. Incorrect access checking in the #VC handler and instruction emulation of the SEV-ES emulation of MMIO

accesses could lead to arbitrary write access to kernel memory (and thus privilege escalation). This depends on a
race condition through which userspace can replace an instruction before the #VC handler reads it.
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Swiss cheese...
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UNCOVER SOFTWARE VULNERABILITIES ACROSS YOUR COMPLEX
SUPPLY CHAIN

It's challenging to understand software composition and vulnerability exposure of embedded systems—especially in industries such as automotive, medical
equipment, and aerospace and defense, where you need to navigate complex supply chains and stringent regulatory requirements.

BlackBerry Jarvis scans binary images or files you upload and generates reports that include graphical views of third-party files, third-party licenses and
groupings of detected vulnerabilities by severity.

directinsight.co.uk/blackberry-jarvis-static-binary-checker/
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Taint considerations

at design time
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Taint considerations
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ARIZR/BT BE MBRBERORFBRIC DL DAREELH S

4. LIR—PLTEMEZRELS: RRESIRVZERT DO OB GRKEFLDHEMNTED LI, 5%
EHET Do CNISFE. I—FDBE. AAREDEM, T—HY =S/ XFIBDBELEN EEND
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TAVREHRTOER

l

—>( Step 1: ;FLT—XDHEF

|

TA U MEHRLR—F

Step 2: T—270—M 1B

l

Step 3: BEMGTEXY)
TADHBREHFTE

E#a—IL &
J0—[X]
BTN
EREFEMT AL
A—T427
MYFvy

1

Step 4: LA R—FL THEME
#iELD

|

h\Lbyo, az=ybk TRk,
tXal)T4 LiR—k
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Step 1: ;BT —RDEH

BREIRRATIZRY . LT D KO7E,
EEETELELVYW— X4 ER
J—AMLD ., [FEEINT-]
T—3%7 AT HFEZTIEMH
A—Y—AN
FYRT—IONLZIELI=T—43
IN—T 13 ERIE
WEBEDZELXZZITHAEEDH
HFDMDT—43

.
=] LDRA tool suite Taint Analysis Overview Report
System Set: thsdemo

Date of Analysis Report Produced on LDRA Version
16 2023 09:3705 The Mar 16 2023 09:37:12 0.1
Taint Sources
Taint Source Line Procedure File
bsdermn
scam
Taint Sinks
aint Sink ne Procedure e
prnttype hodemn?
printtype bsseml
ttype hsdern
printtype bsdem
bedemn !
bedem !

TAVMEN T —3DFRRE, TDT 2Dk FEZELR—F
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Step 1: ;BT —RMEEH] ARINC 653 THHI

= ARINC 653 (Avionics Application Standard Software
Interface) [&. T—T40)T4hILIERE|ISN
R EFHBONEL T LOBRE

- ThlE. ACavEa—4 R—RETEFSNT Y =
L\é ARINC /§_7_'4°/EI“/FEE]'C*‘)“‘J12—°)§§¢@ ( APEX Interface
T A=DIERATESD/ NN —T 1 aVHEE 4 N
. Core Softw
(IPC) AH=_RXLEEET S ore Software

© CORIGEN—T4 AV EBRIEDEBTEVHL
[2E2TIN—T42aVICADTRTOT—H2IF.
BREINTWSERGTRENHD -
= CREATE_SAMPLING_PORT(PortID, MaxMessageSize, MaxMessages);

= SEND SAMPLING MESSAGE(PortID, MessagePtr, MessageSize);
" RECEIVE_SAMPLING_MESSAGE(PortID, MessagePtr, MessageSizePtr);

Layer
System Specific
Functions

= CREATE_QUEUING_PORT(PortID, MaxMessageSize, MaxMessages, MaxMessageQueueSize);
= SEND _ QUEUING_MESSAGE(PortID, MessagePtr, MessageSize);

= RECEIVE_QUEUING_MESSAGE(PortID, MessagePtr, MessageSizePtr); a3



Step 2: T—47A—D:EHf

= EFINT-T—AN
- ECABAY.

- ECICEET A0E
LHK—bERA TS

= EAHROMUHELETO— | AL
DEIL. TOEBEOEE | s
ERITRT LZOICER |2
nd T

Source

10 |  scanf(*%d" ,4n);

Potential Tainted Variables

e - |stemp

A2 MBI LA e

|
'
:
|
J
:
|
'
:
|
i}
datanoma (int 2) - B s o1 Faet)
E
'
:
|
'
:
|
:
:
|
i




Step 2: T—4A2270—0BEHH [ DRA I

RBTOAEDNTI—FRIZRITT I ERET D121 TEL,
ETNULDRABZITOICENEER

Variable 1/0 View
. v 4 E = N Y Value Name Type se &E?_ajéMETé:_p'i
[ ] HB 0) ﬁ% Eq ﬁg *ﬁ J_ ) L [j: 2N i 1|0U - aKey ug:t)ﬁz_;g - ::put plarameter applied through local EﬁX:—j’GEEﬁéhs 7_-X|~
I—FARBICFAETINE |5 e wi —— PANLRFREANTES
/t\ll-d_éh\ %(if%*ﬁm t N"'")e e B :;:oduct e c 7 - N

e B TAMr—R%
MIAEUEIZT E7GL s < L v—HURIEm

endSession

i 4 generateTicket

v ias identifyProduc

I aBarcode wint32_t
|$ .L\ v a6 removelastProduct

- /ﬁ / h\ b y i é $1$ 7 X I\ I scannedProducts 50 a3l

O scannedPraducts 0 Test Case View

—_— > @7 rnSessi
lj: . /ﬁ é *L T IE 7‘- d‘ 9 v ilis sct:sm:si;o; barcode | Test Case Regression P/F Procedure
— ; | A
{ aCode 0 ‘ 31 PASS addProduct
- H é ;ha % 75 % . i @2 PASS countProducts
75\ t 0) J: j ( L i \ ¥ .91 it g:‘h'eg'm"“"“' 3 PASS endSession
_ o o "  seua state Active B4 PASS generateTicket
T L/ 'lj‘ ,_I_\ I\ )( jj 2 z 3 75\ 2 O scannedProducts 50 5 PASS identifyProduct
” O state state_ldle 6 FAIL removelastProduct
v @o Cashregister_code @7 PASS startSession
2N I state state Active :
X )] % E’] z % é — t 0 ) EE aich o @s PASS Cashregister_barcode
L thefascoda a 9 FAIL Cashregister_cancel
% ]:E 1 -a— é ~\ @10 PASS Cashregister_code
/7 \ . S Cashregister_end
TR I“/ \ *Xifﬁhjz l/ 12 PASS Cashregister_key
ai \’r)béhg_’]-‘y [ T%ﬁ 13 PASS Cashregister_start
14 PASS Productdatabase getProduct
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Step 3: BEMNG X LT/ OBRZETE

- @@ﬁ’ﬁﬁli;:’%lﬁﬁ

[CEET.
. BMBRFTEELTIIE THECERT C 9
T EE RO SECURE, oD

= EXaATI—T4UTHE b
WETEBRTAIEL
BIREETIEHDH. | Vst
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Step 4 LAR—ML TEEFIEKZELS [ DRA I

= HLT DS FMESNTOEWNMES(E, MLRLTETAN S
" IARTHT—REEYTREL TSI EEERTENIEL, TNETRT
BEUEIE T RELTRIMTRANDANLYUETRERZANS

# Home Y
> W Code Review = LDRA tool suite Test Case Coverage Overview Report
> @ Quality Review System Set: Cpp_tunnel_lighting_system

> @ Code Coverage
~ @ Unit / Module Tests

> @ Analog_Test ]

v @ Cell Overall Result PASS

B
=)

% TC 3 Date of Analysis Report Produced on LDRA Version
Man Jan 20 2020 10:3%:03 Mon Jan 20 2020 10:41:09 10.0.0

B ca
Bws
B s
=| Dynamic Data Flow Coverage
> @ MC/DC Test Case Planner Test Case Regression Summary Table

Statement Branch/Decision MC/DC

Test Case Procedure File Inputs Outputs Status (%) (26 (%) 37
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—_— L =l

BRER O ITIEEREHC X HEMICRILD

TAVNENTIX. BELONT=FHEEMN
+HTHAINEIIETANT S

R ERREEELAR—M &, IR (RTOS,
INAIN—INAY—F) IZIGCTRETES
M+FEIhf->TE—FT49UT1HIL
BT I r—a  CEREIFSh TS H i
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Need morefinformation?

SIOISPYCHS

LDRA Software Technology LDRA Limited @ldra_technology LDRA Tools

Leading the way in Software Testing since 1975 39


https://www.facebook.com/ldratechnology
https://www.linkedin.com/company/ldra-limited
mailto:info@ldra.com?subject=Wish%20to%20know%20more%20about%20TBexclude
http://www.ldra.com/
https://www.youtube.com/user/ldraltd/

ﬁ FUJI SETSUBI

LDRA RAUA —REBEIEXIETAMNY—IL
https://www.fuji-setsu.co.jp/products/LDRA/

ELEEIEM®) EFRHFEEDD
https://www.fuji-setsu.co jp
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