LDRA



Principal field application engineer and Multicore Lead,
LDRA

Alex is a Principal Field Application engineer, Multi-core lead at LDRA. Over the years he
has worked closely with industry leading companies in automotive, aerospace, and other
safety critical domains. Alex has driven innovative solutions with LDRA’s customers in ADAS
systems, helped real-time operating system vendors and silicon vendors achieve safety and
security goals, and worked closely with avionics suppliers to meet the latest

standards. Alex also works with LDRA customers and distributors to bring LDRA solutions
and international safety and security standards to emerging markets. He represents LDRA
on industry bodies and has delivered presentations at numerous events including several
autonomous vehicles conferences, Digital Avionics Systems Conferences, and Future
Airborne Capabilities Environment Technical Interchange meetings. Over the course of his
career, Alex has worked at the Space and Missiles System Center on safety and mission
critical Flight Safety and Flight Management software, and designed autopilot simulations
for UAVs.

https://autonomousvehicletechnologyexpo-usa.com/speakers/alex-lim-
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Automotive Industry Trends

 [nnovation is causing market disruption
* Increasingly, a product’'s DNA is its software
 Innovation requires learning fast, deciding fast, acting fast, delivering fast

* Products are becoming part of connected loT solutions
* More partners, more standards, more interfaces, more emergent behavior
* Inherently more failure modes, including OTA update failures

* Products are becoming much more autonomous
« More software, more technology, more ‘intelligent’
« Advanced driver-assistance systems: lane departure warning, blind spot
monitoring, adaptive cruise control, automatic parking, collision avoidance

* The global advanced driver-assistance system (ADAS) market is expected to grow
19% annually, reaching USD 67.4B by 2025 - Grand View Research

e https://www.grandviewresearch.com/press-release/global-advanced-driver-assistance-
systems-adas-market February 2018 ;
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« Automotive Industry Trends

« Challenges to Achieving Software Compliance

« Overcoming the Challenges



Goals of ISO 26262 [ DRASO
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Essential Capabilities for Overcoming Software [ DRASO
Compliance Challenges ATASKING Compary

* End to End Traceability and Transparency

* Insightful Impact Analysis and Change Management
» Cross Discipline Collaboration
» Rapid lterative Development

 Efficient and Predictable Tool Qualification and Software Certification



Traceability and Transparency LDRASO
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Traceability in TBmanager with ALM tools

* Integration with
many ALM tools

* Also word, excel,
pdf, csv, ReqlF
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Traceability

* What is the big
advantage
with LDRA
tools.

* Deep analysis

* Dynamically
trace all the
way down to
the function
level

* Map tests to
requirements
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Full Project Tree Report [ DRA0

LDRA

A
E LDRA TBmanager Project Report

Project CHLDRA Versionsy 1ML DRA Workarea_C_CPP_104.00ExarmplesiToolsuite\ Tunnel 3. 2500173 Tunnel_Stbp  Date 06/18/25 022728 Version 104.0

System Level Requirements ‘ High Level Requirements High Level Tests, Low Level Requirements High Level Tests, Low Level Tests, Other

R [HLR_D020] Input option photometer nominal
range

R [SYS_0010] Display R [LLR_0280] Photormeter input interface

T [TCLO020] Generated lamp output data will indicate that
the ..

R [HLR_D030] jhput options photometer input out of R [LLR_0282] Input options photometer input out of
bourds bounds

R [LLR 0287] Input options days since cleaning out of
bounds

T [TCL0030] For Hhl selection, photometer input, days
since cl...

R [HLR_D08] Input options exit R [LLR_0284] Input options exit T [TCLO345] Text case data needs to be updated

R [HLR_DO50] | t opti d i leani . . . .
IHLR 00301 Input options days since cleaning R [LLR _0286] [nput options days since cleaning nominal

norminal

T [TCLO050] After setting the number of days since

cleaning th..
R [HLR_0070] Input options poweer failure R [LLR_0288] Input options powver failure

R [LLR_0289] Input options powver failure

T [TCLO060] After setting the pouwer failure state, the

tunnel ..,

T [TC15220] “Werify that Lamp:SetlurmensOutput outputs the
R [HLR_0100] Display Lumens R [LLR_0130] et Lumens Output [h - 1 fy P P P
L nurmb...
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Full Project Tree Report

LDRA

b
E LDRA TBmanaqger Project Report

Mumber . [HLR_D030]

Status Mot Yerified

Type ¢ High Level

Group ¢ High Level Requirements

Mo 1 Input options photometer input out of bounds

Body 1 The software shall handle out of bound range inputs
Safety 1 True

Upstream Impact
R [SYS_0010] Display system Lewvel Requirements
R [SYS_0040] Photormeter System Lewel Requirements

Traceability

Maone

Tests

T [TCLO030] For HAAI selection, photometer input, days since cl..,

R [HLR_0030] Input options photometer input out of bounds

Downstream Impact

R [LLR_D282] Input options photometer input out of bounds Low Level Requirements

R [LLR_0287] Input options days since cleaning out of bounds Low Level Requirements

Downstream Traceability

Sint_32 rmaind; Main.cpp

High Lewe| Tests

R [HLR_0100] Display Lumens

S e e

T [TCLO060] After setting the pouwer failure state, the
tunnel ..,

T [TCL5220] ‘erify that L nSetl Output outputs th
R [LLR_0130] et Lumens Output [h - 1 Verify that Lamp::Setl umensOutput outputs the
nurnkb.,
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Full Project Tree Report [ DRA0

LDRA

A
E LDRA TBmanager Project Report

Project CHLDRA Versionsy 1ML DRA Workarea_C_CPP_104.00ExarmplesiToolsuite\ Tunnel 3. 2500173 Tunnel_Stbp  Date 06/18/25 022728 Version 104.0

System Level Requirements High Level Requirements High Level Tests, Low Level Requirements High Level Tests, Low Level Tests, Other

R [HLR_D020] Input option photometer nominal
range

R [SYS_0010] Display R [LLR_0280] Photormeter input interface

T [TCLO020] Generated lamp output data will indicate that
the ..

R [HLR_D030] Input options photometer input out of R [LLR_0282] Input options photometer input out of
bounds bounds

R [LLR 0287] Input options days since cleaning out of
bounds

T [TCL0030] For Hhl selection, photometer input, days
since cl...

R [HLR_D08] Input options exit R [LLR_0284] Input options exit T [TCLO345] Text case data needs to be updated

R [HLR_DO50] | t opti d i leani . . . .
IHLR 00301 Input options days since cleaning R [LLR _0286] [nput options days since cleaning nominal

hatninal
T [TCLO050] After setting the number of days since
cleaning th..

R [HLR_0070] Input options poweer failure R [LLR_0288] Input options powver failure

R [LLR_0289] Input options powver failure

T [TCLO060] After setting the pouwer failure state, the
tunnel ..,

erify that Larnp:Setl Dutput outputs th
R [HLR_0400] Display Lurnens R [LLR_0130] Set Lurnens Output erify that LampiSetlumensQutput outputs the
R,
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Full Project Tree Report

(LDRA

T [TCI 5220] Verify that Lamp:SetlumensQutput outputs the number of lumens per lamp

Mumber o [TC1L5220]

Status i Mot Yerified

Typs : Low Level Test (Integration Unit/Module Test)

Froug i Low Level Tests

TCF . Lamp.tcf

Descnption $ Werify that LampaSetlumens Qutput outputs the number of lurmens per lamp
Erxpected Resuits : Stdio is receiving output data for the number of Lurmens per lamp

Test inputs ¢ LurnensRequired=0

mThisLarmpTypelD=Erightest
Tipes of data to be recorded @ Regression Report, Dynamic Cowverage Snalysis Report

Critzna for svzivating resuits @ Expected and actual values for outputs rmust rmatch, Review TBrun regression report

Test Procedurs Outline : TBrun sequence
Preregquisite Conditions ¢ Larmp constructor has been invoked previously in the sequence
Level ¢ Loy Lescel
Test Case feview ¢ Initial creation
TvpeClass ¢ HM Inputf Qutput
Catzgory of test : Unit
Parents

et Lurnens Dutput Lowr Level Requirements

AssetsfArtifacts

Larmp tcf Asset

0 C i nurrb..,
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Full Project Tree Report ATASIING Conmary

(LDRA

LDRA

R [LLR_0150] Get Minimum Lumens

fumber . [LLR_0150]

Ptatus @ Mot Yerified

Tips 0 Lowr Level

Growgy 0 Lowr Level Require ments

Mame 0 Get Minimum Lurmens
Body 2 When queried, a lamp object shall be provide the minimurm lurmens it can support

Upstream Impact Downstream Impact

B [HLR_0160] Larp Selection High Level Requirements Mone

R [S¥Y5_0030] Output Calculation System Lewel Requirements

Traceability Downstream Traceability

Float_84 TunnelData:Larmp:Gethlinimurmburmens; Lam p.cpp Mone

Tests

T [TCLS5240] Verify that LarmprGethinimumbumens () returns the m.., Low Lewel Tests
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Import and Export to ALM

« Can import and
export to ALM
tools

« Can export back
test case status

« Can export
traceabillity all the
way down to the
function level
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Highlight
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Impact Analysis and Change Management

What do we mean by Impact Analysis and Change Management?

* Impact analysis provides insights into the up/down stream impact of a
potential change, enabling more informed design decisions to be made

 Change management shows up/down stream items suspected to be affected
by a change, guiding the development team in making sure all related artifacts
are reviewed and updated appropriately.
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Objectives Tracking

1975-2025

3 Setect Standads 10 Import 0 x
Stancard Details oAl
I ARP 47544 v L IS0 26262 AS1LD

' pO-1788 v O |SO 26262 ASIL D - Road Vehicies Safety Standara

I DO-1788 - Poputated v © Pan & - Product Devalopman | Software Level

(I} DO-178C v © Secton S - Initiation of product development at the ..

" DO-179C - Populated v © Table 1 - Topics to be covered by modeiling and ...

L. PO-331 v O 13- Enforcement of low complexity

[ €N 50128 e 40104 D100 304 cOding Quidelings Docy

I 1EC 61508 Edition 2.0 - English
I 1EC 61508 Edition 2.0 - Frangais

([ 1£C 62304 Edition 1.0 - English | Project Tree Al 3 B o (M o Suha o »
(" 1£C 62304 Edition 1.0 - Frangais v O Table 5 - Mechanisms for eeror handling at the software architectural level

L2 150 26262 - SAE 13061 O 14 - Static recovery mechanism - Partial

i! 150 26262 ASIL A ‘ © 10 - Gracetul degradation - Partial 13 Otijectves

II" 150 28262 ASIL B © 1d - Correcting codes for data - Partial o AN 3D & barsal 112) | Lk
Eg:::g ;x::::g eeeveceeane D . - et et e e eeete eoe © Table 6 - Methods for the verification of the software architectural design - alvatec eberhi o (
T e et M i e s L e s e | v 0 Section i - Software unit design and implementation - Unfullitied

1L MISRA-C-1958 | © Table 7 - Notations for software unit design - Unfulfitied

I MISRA-C-2004 © Table 8 - Design principles for software unit design and (mplementation - |

' MISRA-C:2012 © Table 9 - Methods for the verification of software unit design and implems

[l MISRA-C2012_ AMD1 v D Section 9 - Software unit testing - Partial

(I- MISRA-C2012 AMDY_IC1 | © Table 10 - Methods for software unit testing - Unfulfilled

' MISRA-C2012.ED03 | © Table 11 « Methods for deriving test cases for software umit testing + Unfulf:

I MISRA-C2012_TC1 v O Table 12 - Structural coverage metrics at the software unit level - Partipl

[ Sample € and €« + Obgectmes O 14 - Statement coverage - Partial < 1 asset, 1 artifact

© 1b - Branch coverage - Fulfilled
© 1¢ - MC/0C (Modified Conaition/Decision Coverage) « Fulfiled
© Section 10 - Software integration and testing - Unfulfitled
© Section 11 - Veritication of software safety requirements - Unfulfilled
— W Requirements (2/24 Veritied)
L3 SystemRequirements
L3 SoftwareTests
L3 SonwareRoquirements v

Artifacts and assets can be linked to objectives to reduce risk and cost during
the audit process
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Test management [ DRA3SO

e Static Analysis

e . TCL_e090: Adkherence to MISRA-C+ +:2023
FEA Output: Call Diagram - Programming Standards far Cpp_tunnel_lighting_system (Stifact)
~ 4 Code Review Report &rtifact Placeholder fulfilled by 1 itern
_f\f Cpp_tunnel_lighting_systerm_indexhtm
@ Mone of "&l' MISRA C++:2023 Yiolations

 Code Coverage

hd “ TCI_6110: Structural Coverage
@ 100% Staternent Coverage
@ 100% Branch Coverage
@ 100 Modified Condition / Decision Coverage
PR Output: Call Diagram - Pass/Fail + Coverage for Cpp_tunnel_lighting_systern (Srtifact)
4 Dutput: Dynarmic Coverage Report Artifact Placeholder

Test Case Mumber  Description Test Inputs
(] i i LumensDemandPerhdetre=5000
U nlt TeStlng [# Tci 5140 Lowe Lewel Requirernents based tests CellSpacing=20
Inputs:
TC1_ 5090 Marne: Soiling factor calculation for dirgy.., mbayssinceCleaming= 91

rmDaysBetweenCleaning= 182

SoiledEfficiency= 50

Inputs:

rnDaysSinceClearning= 0

mOaysBebieenCleaning= 182

SoiledEfficiency= 30

LurminaireSetSize=0

plampTypelDs=(Dynamically Allocated variable) ldra_gg_lv_3
UniqueCelllD=0
=

TCI_5080 Marne: Soiling factor calculation for dirby...
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Impact Analysis

LDRA

Impact analysis

Summary
* Show’s what T )
requirements a ENT————
source code .
Chan?e would w7

affec

 Highlights _
requirements with

Procedure Impact Analysis

n O m a p p I n g Procedure File
Loy Lewvel High Lewel Spstem Lew
TunnelDatazCellzCell Cell.cpp LR 0010 | " FE HLR_0360 | 2" "™ gy go3o | X0 Y
Requirerments Requirerments Requirerner
SYS D020 Systerm Lew
- Requirerner
. Loy Lewel High Lewel Systern Lews v Lewel High Lewel Systerm Lew
TunnelData:LampAttributes:Airea Larmprro LLR_0200 : HLR_0170 . 5Y5_0030 yote! g o i |HLRO360 | . s | SYS-0030 Ry .
Requirerments Requirernents Requirerner fAUIrements equirements quirerner
svs_poz | oI Lev
TunnelDatazSquarelamp:SquareLlamp Larnprmaodel.cpp - Requiremer
Lo Leweel High Lewel Systern Lewn v Lewel High Lewvel Systermn Lew
TunnelData:LampType:InitialiseLam pType Lamptype.cpp | LLR_0230 . HLR_0180 an 5¥Y5_0130 yste! N | HLR_0360 | = °° sys_o030 | XY
Requirerments Requirernents Requirerner quirements Requiremnents Requirermer
Systern Lew SY¥S_0020 E}’S_temff"
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Improved Decision Making
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Relationships

(0) tem to Mappings (1) Two-Level Requirements to Procedures (£

<>[-|| sdex [tone +] (12) Requirements 1

<] -] sdect [tone + (8) Requirements 2

<[> select [None ~] (11) Procedures

& SRS-2685786, Carhon-fiber plastic structures
& SRS5-2685787, Spring rate

EJ SRS-2685788, Wheel rate

& SRS-2685789, Weight transfer

& SRS-2685790, Default: Continuously variable
& SRS-2685791, Optional: Dual clutch transmission
& SRS5-2685792, Meet Emission Standards

& SRS-2685793, Zera Emission

B SRS-2685794, Charger

& SRS-2685795, Inductive Charging

B SRS-2685796, Quality attributes

& SRS-2685797, Navigation Interface

15 SOFTREQ-2685638, Provide Points of interest (waypoints)

& SOFTREQ-2685639, As a driver, | want to have a software in my car that i...

74 SOFTREQ-2685641, MP3

5 SOFTREQ-2685642, WAV
& SOFTREQ-2685643, ACT
5 SOFTREQ-2685644, WMA
5 SOFTREQ-2685645, AAC
& SOFTREQ-2685646, AIFF

% Bool Navigation:CheckMP3Valid(const Sint_32 PercentageDemand);
v Bool Navigation:GetMP3TrackName();

| |% Bool Navigation:GetMP3TrackTime();
v Bool Navigation:InitialiseWaypoint{const Sint_32 LuminaireSetSize, const ...
© Float_64 Navigation:CalculateWaypoint(Float_64 LumensDemandPerMetr...

v model Navigation:GetWaypointlcon(const Sint_32 ThisLamp);

+ void Navigation:InitialiseMP3(Sint_32 * pMP3Data, const Sint_32 Unigue...

% void Navigation:zMP3();

v void Navigation:SetWaypointlcon{const Float_64 LumensDemandPerMetr...

© void Navigation:SetWaypointLocation();
v void Navigation:Waypoint();
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Cross Discipline Collaboration

Collaboration Management

E Project Setup ? X
User Email Role =\ Roles
& Wilson, Jane  jane.wilson@Ildra.com Project Manager Role
£ Cody, Bill Bill.Cody@Idra.com Developer
& Lawrence, Sarah Sarah.Lawrence@ldra.com Lead Engineer 2 DE"‘TEIGPE'
2 Riley, Shawn Shawn.Riley@Ildra.com Test Engineer & Project M_anager
2. Black, Jason Jason.Black@I|dra.com System Engineer & Lead E"E""E‘E"
2 Lee, Peter Peter.Lee@Ildra.com QA & Test Engineer
£ System Engineer
2 QA ;
,B ! X
Role Edit Requirements Verification Override Map Procedures Apply Verification Grou Edit TCI Propertie
& Developer ] ] ] ]
& Project Manager
£ Lead Engineer [] [] [] [] []
2. Test Engineer [] [] [] L] ]
2 System Engineer [] [] L] L] ]
2 QA [] [] [] []
< >
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Rapid Iterative Development

Shift Left — Test Early and Often, Apply Principles of Cl and TDD

@ Requirements (0/24 Verified) Source View Confiure Website Links Help = Dynamic Analysis
e gonetace |08 0 53 4k s SEUCANANYSIS oo orecesom coimiessD
3 . ‘ — rhoio = - =
! | Fibe View § X Results View | Percentage Percentage Change  Success Limit
& SOFTREQ-2685645, AAC - i 4 Code Revien : MPALepp : C44 - MISRA-C4++:2000 Madel (3 v W Cpp_tunnel_lighting system
> & SOFTREQ-2685644, WMA g | | Fe.Sxplonr v = Combined Coverage Run Falled
y _ @ MPacpp - CALD,.. - mm: R « R 100
> |5 SOFTREQ-2685643, ACT ™) ' v 4 MP3cpp - C:\LORA_Wonmea\Examples\!oolsu-le\fml_s.z) *  Branch/Decision Coverage 64 -6 100
v & SOFTREQ-2685642, WAV : v & Included file not protected with #define, i z. Modified Condition / Decision Coversge 2 *2 100
SOFTTC-2685754: &t * Included file nat protected with #define. AR — p——
v 14 SOFTREQ-2685641, MP3 ¢ Included file not protected with #define. = Statement Coverage n -7 100
= ) ) * Included file not protected with #define. » Branch/D Covenag = &3 100
v :SOFTTC 2685753 %) + Included file not protected with #define. | he Ps
{@& None of ‘All' MISRA-C++:2008 * Included file not protected with #define. ¥ &} TunnelData:SystemData-SystemData (Code Coverage results f...
€ Output: MP3_33.frmhtm (Artif3 * Included file not protected with #define. M e
. = ¢ Included fil h adet Statement Coverage ) 100
m ncluded file not protected with #define. De SAEE
v Ll Header Files fodit 7 D o
d 4 MP3In ‘ ~ &) TunnelData:SystemData: = (Code Coverage results from Zone...
v ¢ Navigation:MP3-MP3 v = Combwned Coverage Run Failed
i * No brackets to loop body, ‘ Statement Coverage 0 100
v & Navigation:MP 3zInitialiseMP3 ‘ it i
& Assignment operation in expression. v & ToaiDetaTone?
#include "Config.h" . 4 Amay has decayed to pointer. i S :_'":w;n:"cfw:f;m —
#include "Lampmodel.h"™ 1< == Statement Coverage " . 100 100
#_'!.I'lCllldE "La.mp .h" ™ Log Wind ‘ - Uun.-;vh‘Dr:vL-r,-j Coverage 100 - 100 100
#J..I'I.Clllde "Lamptype.h" ‘ ¥ A TunnelDsta:Zone:InitialiseZone
#include "Systemdatg@h" Code Review Started - MP3.cpp - C:ALDRA_WorkarealExamplestTool v = Combined Coverage Rin Passed
$¢include "Cell.h" Sendards modelis) implemented ‘ S AN SN - Ge s
A T ——— m= Heranch/Decision Coverage o « 1% 100
¥ 111-.-1L1'-j.'-:1 MP3. h Code Review Completed ‘ tecified " i 7 E
v & TunnelData:Zone:CalculateOutputFormula
. . . = v = Combined Coverage Run Fadled
?a.mespace Navigation b | 3 Closs V.. Extornal Process Log Window TBvision Log Window ! e S = - o
MP3::MP3 (void) Pass > 1 Metric Passed 1 Metnc Passed Fal Fad (Unexecuted)

/* Constructor*/
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Efficient and Predictable Compliance Management

Complete audit trail and objectives artifacts

captured automatically

Project Tree

<

> @ Requirements (2/24 Verified)
> SystemRequirements

> SoftwareTests

» SoftwareRequirements

Project Tree

w 1 Table 5 - Mechanisms for error handling at the software architectural level -
4 1a - Static recovery mechanism - Partial
4 1b - Graceful degradation - Partial
4 1d - Correcting codes for data - Partial

» & Table 6 - Methods for the verification of the software architectural design -

~ £ Section 8 - Software unit design and implementation - Unfulfilled

» €3 Table 7 - Notations for software unit design - Unfulfilled
» €3 Table 8 - Design principles for software unit design and implementation - |
» & Table 9 - Methods for the verification of software unit design and impleme

v 1 Section 9 - Software unit testing - Partial

» €3 Table 10 - Methods for software unit testing - Unfulfilled
» € Table 11 - Methods for deriving test cases for software unit testing - Unfulfi
w 4 Table 12 - Structural coverage metrics at the software unit level - Partial
4 1a - Statement coverage - Partial - 1 asset, 1 artifact
& 1b - Branch coverage - Fulfilled
& 1c - MC/DC (Modified Condition/Decision Coverage) - Fulfilled
» € Section 10 - Software integration and testing - Unfulfilled
» 3 Section 11 - Verification of software safety requirements - Unfulfilled
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LDRA TBmanager Project Coverage Summary

Objectives Pie Chart

H B B8

Project CLDRA_Werta iy itand I gk wian iy
Project Summary
Fropet Coverage 2%
Lz |hll < Total Nurmoes of RequrerenyTest Cses ®
Total Numoer of Covesbie Regqurenants 2
bt of Goowges) 4
93 Obje
u Fulfiled (22) weaglP2) wunfufiled (s8)  SYStemRequirements
& e " -> Wy
Spsevless -
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Tool Qualification and Software Certification LDRA0
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Tool vendors provide tool qualification certificates along with artifact

packages and qualification services to reduce the effort and risk of the
tool qualification process

$65_ 5 -\
T/ = o
CERTIFICATE NO FS/71/220/15/0105 PAGE 111 & CERTIFI C ATE '
LICENCE HOLDER MANUFACTURING PLANT " No. 2101609 84753 0
:;‘“:’"“" :n:: ; Holder of Certificate: LDRA Ltd.
ROJE_(EENOIQ ICENSED TEST MARK ERY, REPORT g Fmory“.s):
xxxxxxxx P 1C20008 E Certification Mark:
Ppeatins snos%‘g:%%g e g Product:
. 2 625042006 S Model(s):
Suitable for development of safety-related software acc. to: &
e [SO 26262 up to ASIL D, %
e |EC 61508 up to SIL 4, class T2 tool o e
e EN 50128 up to SIL 4, class T2 tool . - AR AR ARG
i 3 -sozmzigz)
e |EC 62304 up to SW safety Class C I N
e |EC 60880 for category A functions = I e
s ume 2 /MK § V:I‘I:"u:: i m?‘o:
5 : :
https://Idra.com/iso-tuv-certification/ 2 A o T A, L
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* The automotive industry is being disrupted by software-driven
iInnovation that leverages autonomy

* Product complexity is growing along with the risk of failure, making
compliance with functional safety and security standards more
challenging

» Using a Code Quality and Verification Management solution simplifies
and automates many aspects of system and software development
and verification required by ISO 26262, removing cost and risk,
allowing companies to accelerate business value by taking advantage
of the opportunities in the ADAS landscape
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@ LDRA Limited O LDRA
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. 20
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