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CAST

CERT

CMSE
CONFORM
CWE

Customer Sample
DERA

EADS
FSB582-C

GJB

HIS

JPL

Legacy
MISRA-AC
MISRA-C:1998
MISRA-C:2004
MISRA-C:2012
NETRINO
RUNTIME
SEC-C
Standard
TErun Requires
UML

VSO0Ss

No Standards Model

4 ) Table A-5 4 - Source Code conforms to standards - Partial - 2 assets, 7 artifacts
4 4 Code Review Report Artifact Placeholder fulfilled by 1 item

LE Cpp_tunnel_exe.frm.htm

4 ] Design and coding guidelines document fulfilled by 1 item

“X] Misra ¢ 2012.pdf

4 Output: Code Review TCI's (Artifact)
4 3 Programming Standards Flowgraphs fulfilled by 5 items

Flowgraph - Programming Standards for Float_64 TunnelData:Lamp:GetMaximumLumens(};

Flowgraph - Programming Standards for TunnelData:Lamp:Lamp();

Flowgraph - Programming Standards for void TunnelData:Lamp:SendPowerToLamp{const Sint_32 PowerSetting);

Flowgraph - Programming Standards for void TunnelData:Lamp:SetLumensOutput{Float_64 LumensRequired);

Flowgraph - Programming Standards for Float_64 TunnelData:Lamp:GetMinimumLumens(};
\.+4 LDRA Report File Editor - CALDRA_Toolsuite\c\creport.dat* =N R <"
File Edit View Help

Qual Report | Qualsys Lieoru Hungarian I' waon | user ve JTMCSFVA |

Static | Complexiy | DataFlow | CrossRef | Info Flow

L L |

Rule Default
Mumber Strength
1 C
2 M
3 M
4 M
5 C
6 o]

7 C
8 C

4

Procedure name reused.

Label name reused.

More than *** executable reformatted lines in file.

Procedure exceeds

Empty then clause.

Procedure pointer declared.

Jump out of procedure.

Empty else clause.

MISRA-C = MISRA-C

L d -
Description CAS CERT = WE HIS J L MISRA-AC MISRA 2004 2012

#** reformatted lines.

= = = =
O000O0O0O OiSHE

| |
]
]
]
]
]
]
]

SRR === O <)
OO0Ooi=iOonOOO
OooooooiE
OO0Oooooi<iE
OO0Oooooi<iE
OooooooiE

= =]

e

ETRINO SEC-C |j

[ |
[ |
[ |
[ |
[ |
[ |
[ |
[ |

KO OO 0O 0

Report File (PC): Section 1 read (24 Models)(24 Modifiers)...Section 2 read (866 Rules)..Section 3 read..Section 4 read...Penalty File (PC): read

Automate coding standards compliance to eliminate defects early in the lifecycle
MISRA-C:1998 ,2004, 2012, MISRA-C++:2008, CERT C, IPA/SEC ESCR

LDRA Ltd. (c) Copyright 2019. All rights reserved.
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Code Quality View (Maintainability)

P Design and coding guidelines decurnent fulfilled by 1 item

@ Complexity_Guidelines from Acme_ceding_standard.dec

A\

*Eﬁjz‘ lﬁ**ﬁ Ca—k EO)R&
i+ Zone.cpp

4 €3 Table A128 - Limited size and complexity of Functions, Subroutines and Methods - Fulfilled - 1 asset, 1 artifact I 4 | I[§ Clarity 190%'

4 N Code review report fulfilled by 1 item
.!,“' Mingw_c_cashregister.frm.htm

LDRA

B{Procedure Calls

GetOptimum
Lzmalec_DecodeReal
Lzrnalec_TryDurmmy
GetOptimurnFast
Lzmalec_DecodeTolic
LzmaEnc_CodeCneBlock
main
LzmaEncProps_Mormalize
Decode?

Hed MatchFinder_GetMatches
Bt4_MatchFinder_GetMatches
MatchFinder_Create
GethMatchesSpecl
LzrmaEnc_Alloc

BtGetMatches
LzrnaEnc_5etProps
SkipMatchesSpec
MatchFinder_ReadBlock

Hr GetbdatchesSnec

NN N NSNS N NN NN NN NN NN

Iy C].rclomati:: Complexity [y Knots

0a
a2

14
14
14

e e S S & &

10
110
I 10

: (Fail)
: (Fail)
6l:
a1 :
30 :
a0
23:
20:
14:

(Fail)
(Fail)
(Fail)
(Fail)
(Fail)
(Fail)
(Fail)

: (Fail)
: (Fail)
: (Fail)
13:
12:
11:
11:

(Fail)
(Fail)
(Fail)
(Fail)

P

e EEEE e & &

15:
12:
17

114 : (Fail)
76 :
04
38
57:
32:
28
7 (Fail)
15:
9 (Fail)
9 (Fail)
& (Fail)
14
& (Fail)
11:

(Fail)
(Fail)
(Fail)
(Fail)
(Fail)
(Fail)

(Fail)

(Fail)
(Fail)
(Fail)

(Fail)
(Faill

¥ Executable ref. Lines 147
1 Depth of Loop Mesting 1
I Total LCSA s 46
I Unigque Operands 105
4 Average Length of Basic Blocks 4.03%
Comments in Headers 53
4 [[j Maintainability 1003
3 TNUTTTIET UT FTULCEUUTES ¥
! Unreachable Branches 0
1 Unreachable Lines 0
4 Maximum LCSA) Density 4
! Unreachable LCSA)s 0
) Total LCSAs 4B
I Vocabulary 119
I Cyclomatic Complexity 9
1 Knots 23
4 Essential Cyclomatic Complexity 1
4 [y Testability 100%
# Fan Qut 7
I File Fanin 0
4 MNumber of Procedures 7
[[d Procedure Exit Paints i1
4 MNurnber of Loops 5
! Unreachable Branches 0
! Unreachable Lines 0
A Maximum LCSA) Density 4
! Unreachable LC5A)s 0
I Total LCSA s 46
4 Total Operands 286
! MNumber of Basic Blocks 36
¥ Executable reformatted Lines 145
I Cyclomatic Complexity 9

Quickly assess code quality to reduce cost of development and verification

LDRA Ltd. (c) Copyright 2019. All rights reserved.
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4 ) Table A-7 8 - Test coverage of software structure (data coupling and control coupling) is achieved - Fulfilled - 2 assets
4 4] Software Verification Results fulfilled by 2 items

- { e
( ,U' DataCouplingReport.html ;

Requirement based
Test case

Unexecuted code for
the given test case

Variable I/O View
Value |Name | Type
I CALCULATE_CMD command S_Ul6
I **Value Retained **  airspeed S_U32
00 airspeed S_U32
31 void runAirspeedCommand (5_Ulé command) void
32 { runAirspeedCommand (
3 S_U16 command )

33 switch (command) {
34 { switch (
3s case CALCULATE_CMD: §°”‘"‘"”d
36 calculateAirspeed (airspeed): {
37 break; case 1:
38 case DISPLAY CMD: 8 ;‘?'E‘;i{‘e“" speed (airspeed) ;
39 displayAirspeed (airspeed): case 2 :'
40 break; 8 displayAirspeed ( airspeed ) ;
4 } break ;

1 B 3
42 ¥ 2 )

Unexecuted data reference for the given test case

|
| Variable Name | File
[
|

[ Procedure | TypeCode | Attribute Code
airspeed |AizspeedCommmds.cpp |nmAnspeedCommmd |G !R
I I I " oni
On line 39 the reference to
command AirspeedCommands.cpp roAirspeedCol  airspeed by displayAirspeed is [T
| | | not executed with this test case [T]
|factor |AitspeedCalculate.cpp |ﬂlculat i

l—r TunnelData::Lamp:

Analysing Control
Coupling

TunnelData: :Lamp: :Set umensOutput

Dramatically reduce the effort required to achieve
data and control coupling objectives

LDRA Ltd. (c) Copyright 2019. All rights reserved.

:SendPowerToLamp

5 LDRA

TunnelData:: Tunnel:: AdjustLighting

TunnelData: :Tunnel: : AdjustPoweredLighting

TunnelData: :Zone:: AssignPowered CellsOutput

TunnelData::Cell::SetPoweredCutputl evel

TunnelData::Cell::CalculateCellQutput

12
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4 ) Table A-7 7 - Test coverage of software structure (statement coverage) is achieved - Partial - 1 asset, 3 artifacts
4 ¥ Code Coverage Callgraphs fulfilled by 1 item
PN Callgraph - Pass/Fail + Coverage for Cpp_tunnel_exe

4 ¥ Code Coverage Flowgraphs fulfilled by 1 item
Flowgraph - Pass/Fail + Coverage for void TunnelData::Cell:SetPoweredQutputlevel(const Float_64 LumensDemandPerMetre, const Float_64 CellSpacing);

4 & Code Coverage : Cpp_tunnel_exe : Dynamic Configuration - DO178C Level A [ |

Percentage Percentage Change Success Limit
4 Ty Cpp_tunnel_exe 1.xd System View: Coverage Pass/Fail+ Callgraph of set: Cpp_tunnel_exe E’E
4 4 = Combined Coverage Run Failed File View Options Configure Highlight Focus Website Links Help
= Statement Coverage 77 +75 100 2R R R R R [A] ] £ o
= Branch/Decision Coverage 69 + 56 100
* Modified Condition / Decision Coverage 30 +30 100 J: |
4« TunnelData:Zone:Zone
4 = Combined Coverage Run Passed m ﬂ
== Statement Coverage 100 + 100 100 T
== Branch/Decision Coverage 100 + 100 100 m )
Modified Condition / Decision Coverage
Pass > 1 Metric Passed 1 Metric Passed
ThisLamphodel ;
e 1 Sint_32
ExitSignSpacing =
(Systembatztnstance 0 ->
GetEaitSignspacing () ) ;
Y _— B snt32
__— SirenSpading =
A ( SystemData::Instance () ->
6 ( ThisLamp % - GetsirenSpacing () ) ;
~|SirenSpacing) == 0 (
D (
0. ( ThisLamp %
— ExitSignspacing ) == 0
A aa
( TisLarp % o""'—-, [[ThlsLamD %
: )==0 T B Srenspacng) == 0
o )
= % Pass/Fail Code Coverage View & %
q a }Th\sLsmpMude\ =Duo;
~{(ThisLamp %) else Procedure Calls Statement(100%) Branch/Decision(100%) MC/DC(100%) Display Number
Sirenspacing) ==0 ’
D lf[ :w TunnelDatazLampT itialiseLampType == 100 62
Uncovered B (ThisLamp % ‘w TunnelDatazCell:Cell == 100 == 100 12
statements Fer =0 % TunnelData:Tunnel:InitialiseTunnel = 100 24
=S . .
o (Th\sLampMnde\=Gu\de, ‘w TunnelData:Zone:Zone == 100 == 100 2
e w TunnelData:DatalnzGetData = 35 = 8] = 36 14
\’f ‘w TunnelDatazLampType:GetMinimumLumens == 100 58
Uncovered - !  TunnelDatazCell:CalculateCellOutput
Branches g‘rh\ssLamD w)
irenSpacng ) ==
| BN Pass: DO178C I 1 Metric Passed - Failed
a ThisLampMode! = Announcer ;
else
g }Th\sLamDModE\ = Lightsalo ;
5] }
Y B B}

Automate all levels of code coverage across a
wide array of embedded environments 13

RA Ltd. (c) Copyright 2 All rights reserved.
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4 £} 747 - Software design and development - Software medule testing
4 Input Assets

4 CQutput Artifacts

4 {4 software module test specification fulfilled by 1 item
xE] Low_Level_Tests.xlsx

4 ] Code review report fulfilled by 1 item
& Cpp_tunnel_lighting_systern frm.htm

4 9 software module test results fulfilled H

24 C/C++ TBrun Version 9.4.5 © 2014 LDRA Ltd.

Customer ID : 13739

Source Sequence

& Cpp_tunnel_lighting_systermn.frm.
4 2 verified and tested software modules

Test Case Run Driver Stub Management Global Variables Dictionary Extreme Test

% int TunnelData:Lampéttributes:He
% TunnelDatanSquarelamp::Squarela

Log View
U

4

E Interface Information - SpecifyArrow

arm=none-eakf

arm-none-eaki—gos —00 —g —w -5 ~DTUT ORIAL -1
arm-none—eaki-gcs —00 —g —w —¢ ~DTUTORIAL |

arm-none—eaki-goc —00 —g ~w —c ~DTUT ORIAL —

6 =00 g —w —c ~DTUTORIAL - J§ TRACE32 ARM SIMULATOR

b nie ¢ ” ™ HEx 8 8 06a 806G BB B8

Obpot: | % G Sourse Code -]
Sequence UT Gashregister (G) - Filss 2 - Tast Casss 28

& X Fils View 8 x

Results Configure View Website Help

Sequence Files

Functi arm—-none—eakbi-goc —mopu=cartex—a% —o "Source File Edit View Var Break Run CPU Misc Trace Perf Cov Window Help
unction Restaring Source Files started
. Restoring Source Files finished M|+ e rn|E 2 o
| | 4 & SpecifyArrow
Harness program was buillt successfully o -
4 El{ Calls Executable Name : C¥LDRA Warkarea¥Examples 8 8::Break List
EE ccanf 2Kelete Al |[© Disable All[@® Enadle Al @ it ][ & impl.. |[SE store... | 2 Load... |[ K Set...
EE intf Building harness program finished far. aﬂ::sséooccc lti‘r’r.;;?am ;EIFJF hc:[‘gss FI[QUIT " Tarathrun cTose
0 pnn CeLDRA W rkare ¥ Examitle ¥ rkeha pe¥Sa uroe NR: 00009648 | Progr am SOFT  WRITE #1 v.string(ldra_message) R | Tdra_upload
l EE UpdateDispIay NR:000097C0j|Program SOFT OPEN #1 Thrun.top /Create R| ldra_port_init
4 == Local Variables Executing harmess program started
wa MaxChoice - int - static Running Harmess Sequence Statu Pz *
- K
| Count - int Running os system commard t32mamexe ~ Thn («t
s Choice - enum Action Start in Directory : c¥T32¥simarm¥ (e
o P Spawned application is not a consale B::
5 Return Type void Piping to log window will be cancelled. ile "C:\LDRA_workarea\Examples\Workshops\Sourcery_CodeBench_ARM_workspace'\Sourcery_CodeBench_ARM_Cashregister\Sourcery_t (e
I LE' Quality Review Using Merged Ervironment = = =
I [ emulate || tigger |[ devices || tace |[ pa |[ wvar |[ us ][ perF || Svstem |[ step || other || previous |
4 = Combined Coverage Run <m fuing | | data UP |
== Statement Coverage - 100% Test Case View
I w Branch/Decision Coverage - 75% Test Case Regression P/F Procedure  Object Name / Description * || value Name Type Use
l Madified Condition / Decision Cwerage -0% 1 addProduct El M Double-click to access Managed Stubs  Stubs Test Case Property Shortc
| 4% Code Review (MISRA-C:2004) 2 addProduct T NULL aProduct struct Pro-++  Input parameter app--- Assign
i [ oae Quality Qualification Results 3 addProduct 10 scannedProducts LDRA_uint--- Input global Assign
* pe oy "4 ddProduct scannedProducts LDRA_uint-+ Output global
> % Fault Qualification Results adarrodu
f b A S ity Qualificaticn Result a5 addProduct
aa ECUflt_‘,‘ ualmcatien Results 6 countProd-+ L
| < | n »
For Help, press F1
h

Achieve structural coverage objectives, verify low level requirements
and greatly reduce verification costs 14
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Software High-Level

Software Low-Level

jll System Requirements Requirements

Relationships

B Requirements

& A

(0) Three-Level Requirements to Mappings £ | ‘

<}3] | select/None ~] (13) Requirements 1 BBBSeIect None | (34) Requi ts 2 E]E]E]Seiect None | (58) Requi ts 3 BE]E] Select/None  ~] (47)M

| BSYS_0010, Display , (2 Notes) 0010, Starting display software, (1 Note) = 13 LLR 0010, Instantiate Cell ~ | |v Bool TunnelData::Cell:InitialiseCell(const Sint_32 Lu/ ~
IR 0020, Initialisation and configuration & HLR_O ut option photometer nominal ran... | |18 LLR_0020, Initialise Cell , (1 Not ‘ v Bool TunnelData::Dataln::GetData(TunnelData: Tug..

:E SYS 8030, Output Calculation , (1 Note) & HLR_0030, Inpu ions photometer input out ... 19 LLR_ 0030, Set Emergency ou evel = |¢ Float_64 TunnelData:Cell::CalculateCellOutputfloa...
iE SYS_0 Photometer, (1 Note) & HLR_0040, Input options = |15 LLR_0040, Set Powel putLevel . (1 Note) o Float_64 TunnelData::Lamp::GetMaximumLyfnens();

;E SYS_0050, §laank i LD AASA L = = paning no... 13 LLR 0050, Cal . B I T |D tarC " Initi l C " tSint 32 L mens();

\ : ¢ =Cell::

ig Zz:_gggg E SYS_OOlO, Dlsplay ] (2 Notes) , (2 Notes) , g ttﬁ_ggsg ge: OOl lunneilLata:Cellinitalisele (COI'IS Int_. u } umLLum,_,

R e —— . = . | _ , e’ 0 .. o . umLum...
| svs.o0so, B SYS_0020, Initialisation and configuration ! B e Bool TunnelData::Dataln::GetData(TunnelData::Tun... ey
& 5v5.0090 /| i SYS_ 0030, Output Calculation , (1 Note) 13 LLR 0090, Get]| ¥ Float_64 annelData::CeII::CalculateCelIOutput(FIoa...J bMaxim...
| B SYS_0100, = ' ' , (1 Note) 13 LLR 0100, Gej ® N R 2 . bMinim... E
: & svs. o110, B SYS_0040, Photometer, (1 Note) Betommion T Float_64 Tl].:}welData..Lamp..GetMaxnmumLumensO, vy
& svs5.0120, I} B3 SYS 0050, Cleanliness factor LR 0120, Inity ¢ Float_64 TunnelData::Lamp::GetMinimumLumens(); [equired(...
A SYS_0130, = . . , (1 Note) 13 LLR 0130, Set o 3 ) etween...

H SYS_0060, Lighting control unit , (1 Note) nd Calcul... _ | 18 LLR 0140, Get]| * Float_64 TunnelData::LampType:GetMaximumLum... Fnspadm

R SYS_0070, Luminaries = ¢ Float_64 TunnelData:LampType::GetMinimumLum... [PowerR..
= . . i pacing();

R SYS_0080, Sirens and Signs, (1 Note) S | Py Float_64 TunnelData::SystemData::GetEmergencyL...

- . th f imum | o 3 :

e R SYS_0090, Failed Power Supply Y priate ot for | |and zero for the od ¢ Float_64 TunnelData::SystemData:GetLampMaxim... !

1o . ibed in th e %

[H SYS_0100, Lighting Adjustment e ¢ Float_64 TunnelData::SystemData::GetLampMinim... gt .

[8 SYS_0110, Lamp output units ¢ Float_64 TunnelData::SystemData::GetSoilingFacto...

R SYS_0120, Lamp sizes . (1 Note) ¢ Sint_32 TunnelData:LampType::GetPowerRequired(... |, funn
¥ SYS_0130, Required luminance at ground level ¢ Sint_32 TunnelData::SystemData::GetDaysBetween... femP
¢ Sint_32 TunnelData::SystemData::GetExitSignSpaci... |}t Tugnel
mplfiod..

¢ Sint_32 TunnelData::SystemData::GetLampPowerR...
¢ Sint_32 TunnelData::SystemData::GetSirenSpacing();
¢ Sint_32 main();

¢ TunnelData::Cell:Cell();

Requirement Body x

external file and take into account tunnel dimensions, zones,
spacing for signs ,and efficiency factor

\l‘The Tunnel Lighting system shall be configurable via an

ZH~a—r  TRAFETEEDAV /NI R Y TE

LDRA Ltd. (c) Copyright 2019. All rights reserved.
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Appendix F  Process and tools checklist [ 138% F ILHBFTYIUARR |

This Appendix provides a checklist of the development process and tool use guidance that need to be
followed in order to claim MISRA C compliance as described in Section 5.3.

3. A choice has been made between C90 and C99

4.2 There is a process for dealing with deficiencies in the Cimplementation

5.31 The translator has been configured to accept the correct version of the Clanguage

5.31 The translator has been configured to generate an appropriate level of diagnostic information

531 The translator has been configured appropriately for the target machine

531 The translator's optimization level has been configured appropriately

533 There is a process for investigating and resolving any diagnostic messages produced by the
= translator

53 There is a compliance matrix showing how compliance with each MISRA C guideline is to be
' checked

532 The analysis tools have been configured to accept the correct version of the C language

53.2 The analysis process can deal with any language extensions that have been used

537 The analysis tools have been configured for the implementation, for example to be aware of
“ the sizes of the integer types

533 There is a process for investigating and resolving any diagnostic messages produced by the
“ analysis tools

54 There is a deviation process for recording and approving deviations

591 There is a process for ensuring that the program has sufficient resources, such as processing
- time and stack space

591 There is a process for demonstrating and recording the absence of run-time errors, for

example in module designs
20
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5.5 Claiming compliance
Compliance cannot be claimed for an organization, only for a project.

When claiming compliance with MISRA C for a project, a developer is stating that evidence exists to
show:

A(compliance matrix)has been completed which show'__s_lhow compliance has been enforced;
AV TSAT ANV A %25EEE S
All the C codein the ; rojectis compliant with the guidelines of this document, or is subject to

approved deviations;

There is a record of each approved deviation;

4. The guidance given in this section, as well as that given in Section 3 and Section 4, has been
adopted;

5. Staff are suitably skilled and have a sufficient range of experience.

Note: when claiming that code complies with the guidelines, the assumption is being made that the
tools or reviewers have identified all non-compliances. Since other tools or reviewers might identify
different non-compliances, it is important to recognize that compliance claims are not absolute, but
depend on the checking process used.

A summary of the guidance referred to in point (4) is provided in the form of a checklist in Appendix F.
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IR EES TR YA Ry Guideline — complers — — —

Checking tools

Manual review

Dir1.1 Procedure x
L. Dir2.1 no errors no errors
5.5 C(Claiming cor
Compliance cannot be cla|_ Rule 4.1 message 38
Rule 4.2 warning 97
When claiming complianc{ Rye 5.1 | warning 347
show:

Acompliance mat@has been completed which shows how compliance has been enforced;
AVTSAT 2 ARMIVRAZZHIES
2. Allthe Ccodeinthe ; rojectis compliant with the guidelines of this document, or is subject to

approved deviations;

There is a record of each approved deviation;

4. The guidance given in this section, as well as that given in Section 3 and Section 4, has been
adopted;

5. Staff are suitably skilled and have a sufficient range of experience.

Note: when claiming that code complies with the guidelines, the assumption is being made that the
tools or reviewers have identified all non-compliances. Since other tools or reviewers might identify
different non-compliances, it is important to recognize that compliance claims are not absolute, but

depend on the checking process used.

A summary of the guidance referred to in point (4) is provided in the form of a checklist in Appendix F.

22



FHICLSE. MISRADY TS517 R [ DRA I

J-FHIRTHIRS1Y51Y LAIE')?’J‘
REBSEHELN, 25 THRWFRICYR-FXELINTNS

Vi)

ZA0inaE, &) (XELSnkER]) HEEN3
N-FI17LRGETZI-FRE

23




&Rt | OFERTE., ER]ZFICETRIYSBIRAIDEFEEZSELEEDT
VSR EHYZS

=1 -
EL\EEE RUIRBLA B EBFISH?
BEEDIRNMI?

BEENEATS
« BRI TESH?

- BiftIcTEEh?
- AREFICIBHEINZD?
cIDES 2—ILEDFZRDHDIZ?




ED&SILTIAYFSAT Y RERIET 502 [ DRA I

s RFEDORANTOCLRAEmBRIAERED—ETH SN
=

(RS I E AR )

CERTOERREEING~S ) | TVAERETS
REEIC&STRRTOEA
- REJOCRGEHBICRETN AT | |00 b0CHoCRE

- ERIFLE2a—Sh3ART

FROZDEYTHWND,
= Etc SERLICR> TULVER LY

= LD AV TSA7 2 RFIFEACTRFEES N TLVRLY!

25



EDESLTAVTSAIT Y RZ B ? [ DRA I

= —RICHHEEICKBIFLACIRILO LV E LS (R/)\D)
KA -22TFA47 2 ADERIFEDFFERAIND
NEIDHD| BN B LTE, TREI K- BERNOEECIRENEE |

= MISRA Compliance:2016 TIIMHBLEINZ3HDZEFEV D

[T TWL5S wﬁﬁo)wsm'@lﬁi\
~ . A REINTLE
- EBEOTE YR EERLAT MRS AL o )

- 3)7’5’(7‘/Z(DE'§EH¢§IEMG:E’)73‘793(1'}1’1.‘1 MISRA Compliance:
AN Sy A A \2016 TRAREICLE. )

» DRIRICKDOATFAT7 2 RUITFRICZLDENZET B!

26



MISRA Compliance:2016 wm I
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MISRA Guideline Enforcement

MISRAB TR S 1 > DLET

*MISRABG TR S 1> TId . ENENR/NROIEITX 53255 E

= Mandatory, Required, Advisory
(W7E) (WE)  (EER)

COXFEAIRSAVERTHZIDESD DERID B E
THEIDZEERI D

WA NERIIFRLTEFIN AL
NERIINERIDBNITFTFEIND

NER IS DD &M 617FER

[3-FORMEBIRIBREDDT, LYSLOXE, TOLAFLE]
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MISRA Compliance:2016
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MISRA Compliance:2016
LDRA B

[ MISRA C:2012¥°MISRA C++: 2008DAV T 5147 I AY MUY IAERU ]
HARZ 1> AV NS BRI —IL FHFIvo

Dir 1.1 Procedure “A”
Dir 2.1 IS>—HEEL

Rule 4.1 Message 38

Rule 4.2 Message 97

Rule 5.1 Warning 347

Rule 12.1 Message 79

Rule 12.2 Message 452 Procedure “B”

Rule 12.3 Message 103

Rule 12.4 Message 27

[ MISRATY 7517V 2DplaniZELHEEED |
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MISRA Compliance:2016
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MISRA Compliance:2016
— ARSI DESE [LDRA I

» BOfEEBICEFRAISNAXAIEMISRALT AR 1 TERE
INBPFEICEH>TE DS

MISRAX 53 EHEZODXS

WA WA
WE WA WE
e WA WHE HELE FEE A

* BORAICEDMISRAF AR S 1 TRET BLANILIK TT
DTSR | DIZEICRDESTES
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MISRA Compliance:2016
LDRA B

HARS 1Y TERDES

Dir 1.1 BB WA
Dir 2.1 WE WE
Rule 4.1 WE W
Rule 4.2 HELZ JEE
Rule 5.1 [ = -
BOEIHIEEL TS |
Rule 12.1 HELZ WAZH
Rule 12.2 WE WE
Rule 12.3 HELE HELZ

Rule 12.4 HELE HWE
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MISRA Compliance:2016
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MISRA Compliance:2016
s A LDRA |
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MISRA Compliance:2016
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FEEI - ]

Rule 13.7 Boolean operations whose results are invariant shall not be
. DEHL

permitted.
BRIF : fERE. V-, FFRION-I3Y |

Permit / MISRA / C:2004 / 13.7.A1
The result of a logical operation is invariant in a particular build configuration.

Reason Code quality (Reusability) \ii@_ﬂfﬁﬂ',‘ﬁ— FOFHOI1-AT-R ]
Background <[ FFRISNBIEHOMEREA, 5+ ]

Invariant operations are often introduced when software is designed to be built under different
configurations for a product line. For example, a logical operation which is “always true” in a particular
configuration may evaluate to “false” in a different build.

When developing source code which is to be configured in different ways, it may be preferable to
tolerate some logical operations which are invariant in a particular build configuration in order to
make the code easier to understand and maintain.

Requirements

1. The reason for the invariant operation shall be justified and documented.

Notes

1. The presence of the invariance will introduce unreachable code in violation of Rule 14.1,
requiring a deviation supported by Permit / MISRA / C:2004 / 14.1.A.1. It is acceptable to use
a single deviation record to cover the Rule 13.7 and Rule 14.1 violations.
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MISRA Compliance:2016
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MISRA Compliance:2016
R LDRA |

[ #BiE. BREI-FRTHTTEENEL THIBAICOBBIANGNS |

RIRDZIFANSNEWGEEIE?
= BHICHRBICE>TEFICHRS
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UL (Rule 11.8) ] (<X
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RRALIHEOLDLNEEESREL ¢ & [BYA consti&

Tﬁ'f‘/’)’"@?ﬁ'bz—?én\
=B H 5 constEERP
volatilefE&fiZ XY R

- \ SNIFRIADINA
u ] S \VAN -
YAR-FTREAD SN 5 | BOATITIk
_ . e e LN FIIVTI IV
- FREDRAMTHIMERRE DA %) Al it

(Rule 7.4) IC&31RE

k’éi‘ﬁ LTL&ES /

40



MISRA Compliance:2016
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MISRA Compliance:2016
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MISRA Compliance:2016
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MISRA Compliance 2016
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MISRA Compliance 2016
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MISRA Compliance:2016
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MISRA Compliance:2016
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MISRA Compliance:2016
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MISRA Compliance:2016
LDRA B

Dir 1.1
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Rule 4.1
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MISRA Compliance:2016
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= MISRA C++ — Activity, AUTOSAR, Roadmap
MISRA C++ — &), AUTOSAR, A—k<v 7

= MISRA C — Activity, Roadmap
MISRAC — &8, O—K< v

* MISRA Compliance — Activity
MISRAZVTSAT VR — [EEY

= Future ideas — Compliance and Adopted Code
FEADRME — AV TSATURERAT—F
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A Quick History — MISRA C

* MISRA-C:1998 (aka MISRA-C1)

- “Guidelines for the use of the C
language in vehicle based
software”

- Compatible with ISO/IEC
9899:1990 (aka C90)

’ Ar

MISRA-C: 2004

Guideline
A for the us A
B of the
Yy C languag MISRA C:2012
H in critical
systems

« MISRA-C:2004 (aka MISRA-C2)

- “Guidelines for the use of the C
language in critical systems”

- Remains compatible with
ISO/IEC 9899:1990 (aka C90)

« MISRA C:2012 (aka MISRA-C3)
- Adds compatibility with
ISO/IEC 9899:1999 (aka C99) T —
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MISRA C++ — A Quick Summary

* MISRA-C++:2008

- “Guidelines for the use of the C++ language in
critical systems”

- Compatible with ISO/IEC 14882:2003

MISRA C++:2008

it
T

of the
C++ Ianguagé
in critical
systems
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A Quick History — The Vision

= The vision of MISRA C and C++:

= The MISRA Guidelines define subsets of a standardized
languages in which the opportunity to make mistakes is either

removed or reduced.
MISRAGTARSAVIIIBERKEEND Y I Ve EET HELD T, BEWVEZILT
MeHELE=YELLIEYT BE0D

= Many standards for the development of safety-related software
require, or recommend, the use of a language subset, and this
can also be used to develop any application with high integrity

or high reliability requirements.
ZEBEEYILNIITHRED-ODZLDIZETIX,. EEF T VLD EANDE
M EFEFERINWTRY. FNEEARALTCEVEE R PELVEBEHEHFIFD
EDLESLHT I r—2 3 %FFETHELATEE

= S0, they are not just for automotive or safety-critical projects
EWSIET, BBV T EVrDFERIFEEFENOE—TT40T4HLGETOD IS
DHLD T
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A Quick History — MISRA Compliance

» A standalone document, available as a free
download, defining what is required to
claim “MISRA compliance”

IMISRADV T SAT VR 1ZFERT H5=OIZHLELTED A
FEHELE.AOoO0—-FLTEHTHRARIEGERAEIVR
TOURXa AR

MISRA Compliance:2016
ievir ompliance with

« Compatible with all existing and future

versions of MISRA C and MISRA C++

MISRA C. BEUMISRA C++D 7. FHEDITRTDH
IN—U bR

A

MISRA Compliance:2019

Achieving compliance with
MISRA Coding Guidelines
Ocicber 2019

T zr
fEZ
LEF
a s
o3
9&
2%
= 3
|
<
s

 Optional for:
« MISRA C up to and including Ed 3, Rev 1
* MISRA C++:2008 -

« Mandatory for all future versions of —

MISRA C and MISRA C++ m—

MISRAC. BELUMISRACHDFEDT RTDHD/IN—
o3 TWAE
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MISRA C++ — Past Activity

= June 2008 Publication of MISRA C++:2008 ...

... Followed by a long period of inactivity due to lack of members
RITER. AVN—FRICEYREARIETS

= July 2014 Group reformed with the aim of ... XOBMTY IL—TEF

... Improving communication D=za2=/4—l3>NDHE

... Adding support for C++14C++14MHR—rZ BN

... General improvements in document quality (c.f. MISRA C)
FEa AV MREDERGHRE (MISRA CESER)

... Adding guidance for use of dynamic memory and others
BRATE)DFERALZEICETEHAF 2 ADEM

... Considering the use of function contracts / annotations
BV NS IONT /T3 DERZERE
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MISRA C++ — Past Activity [ DRA

= April 2017 Contact established with AUTOSAR ... AUTOSAREDV A RHESL

... Face-to-face meeting in June 2017 2017F68 [CHEEE

.. Groups agreed to co-ordinate future efforts
FEDODBRBAZRETHEITEE

.. AUTOSAR C++ would be merged into next MISRA C++
HZH{AUTOSAR C++[EXDMISRA C++IZfiE S5

... Work started on integration #&/EZDELA

.. Work suspended in some other areas to make this the priority

NEEBET B0 DL OO DB TIEEZL P I

= October 2018 AUTOSAR C++ 18-10 release available ... AUTOSAR C++ 10-18 1)!)—X&
... Formal handover from AUTOSAR to MISRA
AUTOSARMBMISRANIEX A SIEL
... Further integration work to review changes over 17-03 release
17-3 ) —RLUBDEEELE1—3F 3-DDESE5EEE

= October 2019 AUTOSAR Review Completed ... AUTOSARLEa1—D=ET
.. Modifications of MISRA C++:2008 rules analysed
MISRA C ++:2008)L—/)LIZxt g 2 EFE D DT
.. New rules added by AUTOSAR reviewed
AUTOSARAVGEMUIZHTIIL—ILDLE 21—
.. MISRA C:2012 improvements of benefit to C++ identified
C++IZHRAMISRA C: 2012 THDHREDHE
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MISRA and AUTOSAR [ DRA

« Joint Press Release 29t January 2019

« AUTOSAR has released their C++ guidelines as part of AT S A e i ety s yetms
the Adaptive AUTOSAR platform twice a year since e
March 2017. This paved the way for the E/E Document Title | G4 Bnaoage n onteal snd
development with the focus on performance as well as safety-related systems
safety and security. ST By
AUTOSARIE. 201743 A hh S E2[E D 4EE TAdaptive AUTOSAR cocament entineaton e | a5
TIIRTA—LD—EELTCHAARTAUE))—R, ZHIZEKY.

INITA—TUR . REMEEX 1) TAIZEREZEW-EERAEAD D Status Final
EHAREINT- Part of AUTOSAR Standard | Adaptive Platform
Part of Standard Rel 18-10

+ MISRA will merge the AUTOSAR guidelines with its Document Change History
own established best practice to develop a single Oote  Reloase Changed by _“:f;'::’;eabmWOMZ
“go to” language subset for safety-related C++ B uting fom conind
development. The MISRA led guidelines will incorporate AUTOSAR | analysi oftne G Core Guidlne
the latest version of C++ language - C++17 - and, when O msgenen | commens ol e 20179 e
available, its successor C++20. Ty ore dere n he Crangelog
MISRA'j:\ AUTOSARjj"rF%’r:/E E E'O)EEE L/T:&X }\7"377—_4 « Marked the specification as obsolete
RHEL,. REBEDCHRAZADE—DFEYITLHLHEEYT " oIS WG, GERT, Gor Cara
tyrEBEFET D, MISRAZFEDHARSAVIZIE, C++EEDRK AUTOSAR |, S:::s\lfi:rientsofakeadyexisting
i}i:f‘g;i/;aiji%++l7) &\ *']Fﬁﬁlﬁ'é@ig‘ﬁli%@f&fﬁlﬁf&}éc++20 2018-03-29 | 18-03 Eil.:lne:;zment ?L%Ie; more details in the Changelog

Vi3 - Reworked checkediunahectad
exception definitions and rules
* There will be no further development of AUTOSAR C++, but osan | O Core Guaainy 1 CEFT
team members are still active as key players have joined 2171027 1740 Release 1 areease
the MISRA Working Group. " more detats i the Ghangelog (011
AUTOSAR C++DELEHBFIEANA, FETL—V—([IMISRAT—
FUTTN—TIZBMLTNBT=8, F—LAVN\—(LEB TR e
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AUTOSAR — Document review conclusions

AUTOSARFFa VD LE 1 —ER

= Some rules are the same as those in MISRA C++:2008
LMD IL—ILIE . MISRA C++:2008D J)L—)LERILC

= Some rules are similar to those in MISRA C++:2008
MISRA C++:2008MD JL—JLERITULNBIL—ILEH S

= Some rules have major differences within AUTOSAR
LSO DIL—ILIFAUTOSARERELLELD DD

= New rules have been added by AUTOSAR
AUTOSARIZ&E>THEHLLYIL—ILAVEN

= Most are related to language sub-setting KE 2 (EEEDH Ty ZREE
= Some are related to software design VIO 7EEREHICEET HED
= Some are related to code style aO—FZXAAJLICEHET HEHM

= Some are related to the software development process
VI 7EARTOERICEET 5D
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AUTOSAR - Rules with major differences wm I

= Differences had to be identified, analyzed and

understood
EWVEHETE. 0. B9 o E

= Some changes have been rejected
—HOERITEETSN

= Many have been accepted
ZNZIT AN

= Some have lead to ideas for new MISRA guidelines — which

may not appear in the next update ...
FLLMISRATARSA DT AT TIZDEDDEDEH>T=AY . ROKET
TIEERENGZLDELNG
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AUTOSAR - New Rules

* Those related to software design, code style and software

development process will generally not be included within the next
version of MISRA C++

VI ITREL. O—FREAIL VIR TRETOCRICEET 5LDE. BE.
MISRA C++D XD /N—av TS ENLL

= They are not needed to define a language sub-set, so it would be

unreasonable for MISRA to apply their restrictions globally
EEY Ty FOEZRICIIVHETHELZOH., MISRABZDFIRE S/ O—/\LICERT 50
FEEIZEHAL

= AUTOSAR has the option to maintain and enforce these rules
AUTOSARIZIE, ChoDIL—ILEHFFLIETS 64 TarnHhd

= The concerns covered by the other new rules will be supported by
the next version of MISRA C++
tDFHLLIIL—ILHBDN—F BBILEIEL. MISRA C+H+DRD/IN—230 THR—AF 3

= AUTOSAR will be able to mandate the use of this version once it has
been published
AUTOSARIE, ZON—23u DN NS E TDERAZFER[FTHIENTES
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L %\ I

= Update existing MISRA C++ rules
BETEDMISRA C++)L— LA

= Structure similar to that in MISRA C:2012
MISRA C: 2012¢ RF D 1E &

= Review any changes made by AUTOSAR
AUTOSARIZLAEEZLEa—

= Add new rules from AUTOSAR
AUTOSARMBFTLLYL—ILZIEND

= Ensure they are consistent with MISRA terminology
MISRAD AFEEF B LA LT TR

= Editorial

= Editorial consistency, ... HREDOD—E®

= Not technical work, but it takes a lot of time!
BT EE TGO, BfEAHh M S !
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Provisional Timescales
Wais iy LDRA |

= January 2020

= April 2020

=July 2020

= Qctober 2020

Feature complete FZ##EEET

Draft for public comment
INT)y AT TE

Review and act on feedback
T4—KI\yODLE 1—EXFIE

Final draft ready for publication
IRRFS TN AFERR
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MISRA C++ — Future Plans

= A series of incremental updates to MISRA C++:20XX Is proposed:
MISRA C++:20XXD—ED BN EHZIRE

= Improvement in treatment of Standard and Template Libraries
FEBLUVTUTIL— 4TI DNEDOLRE

= More consideration given to hosted applications
RARSNF=T7 TV —2 3V TR THEMDEEEIE

= Support for future updates to the C++ language
CHEREDFIERDEHDHYR—

= Increased coverage of undefined and unspecified behaviours
REBBIUVRATEEDH/ ALY DIEM

= Supporting documents: HR—kRFa Ak

= Mappings to CERT C++, ISO 24772
CERT C++. ISO 24772, D %t i

= Development of “Best Practice” guidance documents:
[(RANTSOTARVGEHAZT D AXEDER

= Use of dynamic memory &g A€ OfERA

= Class design (value, resource management, base classes, ...)
VSR (E, VV—REE ARV IRGE)

= Exception handling 4442

= + others, where proscriptive “rules” are not the ideal solution
T, BRHEIRIGENIIL—IL 1IN EBENGETELMES
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MISRA C++ — Future Plans

MISRA
Compliance

[ Improvements |

[ Improvements | \ [ Mandatory | [ New |ideas]
l v

AUTOSAR MISRA | . MISRA
C4++14 18-10 G200 200 pen
2™ Edition 2™ Edition, 1% Revision
| A
[ Partial | [ Completion ]

ISO/IEC ISO/IEC ISO/IEC ISO/IEC

14882:2003 14882:2014 14882:2017

14882:2020 ...
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MISRA C

Thanks to

Andrew Banks

Chairman MISRA C
(Andrew.Banks@LDRA.com)

for assistance with this section



mailto:Andrew.Banks@LDRA.com

MISRA C

Activity




MISRA C — Past Activity

= March 2013 Publication of MISRA C:2012

= April 2016 Publication of ...
... MISRA Compliance
... MISRA C:2004 Permits
... MISRA C:2012 Addendum 2 (MISRA C v ISO 17961:2013)
.. MISRA C:2012 Amendment 1 (Additional Security Guidelines)

= June 2017 Publication of MISRA C:2012 TC1

= January 2018 Publication of ...
... MISRA C:2012 Addendum 2 (2" Edition)
... MISRA C:2012 Addendum 3 (MISRA C:2012 v CERT C)

= February 2019 Publication of MISRA C:2012 (3" Edition, 15t Revision)
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MISRA C — Current State

ISO/IEC
9899:1999
I!cgg”

MISRA C:2012

ISO/IEC
17961:2013

MISRA
Compliance:2016

[ Reference only ]

MISRA C:2012 | MISRA C:2012
Tech. Corr. 1 ] | 3™ Edition, 1% Revision
Consolidate

MISRA C:2012
Addendum 2

(MC:2012 v IS0 17961)

MISRA C:2012
Amendment 1

(IS0 17961 C-Secure)

MISRA C:2012

Addendum 2 2 Edition

(MC:2012 v 150 17961)
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Supporting Studies

ISO/IEC
17961:2013

Lanuage

Vulnerabilities
1ISO 24772-3

MISRA C:2012
Addendum 2

(MC:2012 v IS0 17961

MISRA C:2012
Amendment 1

(150 17961 C-Secure)

MISRA C:2012

(MC:2012 v IS0 17961)

MISRA C:2012
Addendum 3
(MC:2012 v CERT-C)

MISRA C:2012
Addendum 4
(MC:2012 v Lang-V)

76



MISRA C

Roadmap




N O/

= MISRA C Working Group has commenced a review of:
MISRACT—x2 5T L—TTIXUTOLE 2 —%FtA
= Changes with respect to the “core” functionality of C99
CoIMIa7 IHrEICBII 2K R
= Atomic primitives 7tsvoT)ET40
= Multi-threading ~JLFALwE
= Unicode characters UnicodeX =

= Appendix F/G — ISO/IEC 60559 floating point

{1$#%F/G — ISO/IEC 60559;F E/Mf =
= Appendix K — bounds-checking functions {$#K — R F v V%
= Appendix L — Analyzability  {t&kL — fZ#r#ral gE4%

= A series of incremental updates to MISRA C:2012 is proposed
MISRA C: 2012~ D—EDESBFHEIRE

= A review of the Standard Library is also underway, with a view
of establishing a more focussed targeting of the problem

areas and support for hosted applications.
BRI D LY ERER 22— YRE ERANT TN r—2av ¥ R—k
ZHEIIL BESATIDLE 2—1EITH
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MISRA C:2012 Amendment 2 — C11 / C18 [ DRA I

= Many features are permitted: £ < O#EENFIT SN TS

= Additional floating-point characteristic macros (float.h)
EMOFEE/ N R EY S O

= Unicode characters and strings (uchar.h) UnicodeX = & 325

= Static assertions ##E#7H— 3

= Anonymous structures and unions * E#£ 0#Ei&EA & £HE

= Support for opening files for exclusive access
HthB 7 0 £ ADE=HIC T 74 IILEBRLHHR— b

= aligned_alloc *

= at_quick_exit, quick_exit *

= timespec_get *

* Subject to restrictions IR D x5

= Some are not: —&REZ 5 TIEAL
= Type generic expressions #Ixx)yoia=
= Support for multiple threads of execution (stdatomic.h, threads.h)
BHA LY FERITOYR—
= Alignment of objects (stdalign.h) #7<zotnERFE
= Bounds-checking interfaces &FEFzv 42 4—Tz( A
= No-return functions 14— L7%EU EE%L

= Published (Soon — TBC) 2R (F+7%<- ZHE:E)
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MISRA C - Future Plans

ISO/IEC

9899:2011/18
M'cl 1" & ﬂclB!l

¥

MISRA C:2012

3" Edition, 1°* Revision

MISRA C:2012

Amendment 2
(C11 Core)

MISRA C:2012

Amendment n
{C11 Enhancements)

¥

MISRA C:2012

Amendment x
{Standard Library etc)

MISRA C:202x
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MISRA Compliance — Activity

= April 2016

= October 2019

Publication of MISRA Compliance:2016

Publication of MISRA C:2004 Permits (Edition 1)

... Thanks to IPA/SEC and JAMA for ideas and comments
TAT T EIAAUMEFETNIZIPA/ISECEIAMAIZ R

Publication of MISRA Compliance:2019 ...

... No technical changes — a “House keeping” update
BTG ERELZL - TN\DRX—EV T 17vTT—Fh

Development of MISRA C:2012 Permits (Edition 1)

MISRA C:2012 T'i%R5 55 0T 1 DB FE (B 1hfRk)
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MISRA Compliance — Feedback wm I

= Projects are now using MISRA Compliance
JOCcIMIBRE. MISRADV TSAT U RA%EER

= The 2019 update adds some MISRA-related software
development process information so that it does not

need to be maintained within future versions of

MISRA C and MISRA C++
2019 N EFH TlE. MISRA CEMISRA CH+DIFFED/N—23 THEFE L15<
THEL LS. MISRAIZEET AV Iz 7RAFE IO EHRZ LN DAEN
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Future ldeas

Compliance and Adopted Code




Background — Native and Adopted Code

Native Code #45747a—F

= Source code developed within the scope of the project
7O zVbDOEBERNTHRESN Y —RO—k

= Can be changed as necessary to make it compliant
AVT AT VAR BEICIECTERTES

Adopted Code #ma—r

= Developed outside of the scope of the project
TRy EE S TR

= May be supplied in source or binary forms
V=AW FLIENM TR TRESNSEZENHD

= Generally uses header files as an interface
BEAVIIT7AINEAF—TTARELTHER

= Cannot usually be changed to make compliant
BE.AVTFATURIZIEEHDEICERIETELL

= Note that non-compliant doesn’t necessarily mean “bad”
AT AT UMIBTLETBNIEWSEKRTIEGNWIEITER
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Background — Deviation “Reasons” wm I

MISRA Compliance acknowledges that deviations

may be justifiable for reasons that include:
MISRAQVTSAT7 U ATIE, ROKSGEEATERBRENSEZIESNSHEENHD
CEZERHTINS

= When integrating MISRA compliant adopted code
MISRAIVTSA T UrDRAI—FEHET H5E

= When non-compliant adopted code is being used
FEIAVTIAT7ULDFRAI— R FERASINTLNSEE
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Background — Code may be non-compliant wm I

= |t was never written to be MISRA compliant
MISRAIZZERHL T HLOITE M N EMNTL

= |t is compliant with a different MISRA version
B BMISRA/N—T 3 [ZHEHL

Sources of non-compliance FEarFS5A47UADRE

= Header file content and use (objects, declarations, macro expansion, etc.)
AYEITFAIVDORAREAR (F TV BEE . IVORALE)

= |[nteraction between modules that are compliant in isolation (e.g. identifier

name clashes)
WML TCAVTSATUMNEED 21— )LREOMBE/E A (I : A 72 DER)

Problem

= How can Compliance be verified using static analysis without the tools
generating lots of “noise” (sometimes called “false-positives”)?

Y—ILDKED /A X | (THABHE D) ZERE T2, BFNBHIEFERAL TV T4 7O REREL
IBIZIE?
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Solutions wm

= Some violations will have to be resolved as they relate to code

behaviour issues:
OA—FOEMEDRBIREICEEET 5= . LD DERITERTHIHEHY

= |dentifier name collisions #7314 nEzE

= Violations of Mandatory Guidelines wZEHAFS1>mER

= Many are simply related to using code that has not been written
to comply with MISRA Guidelines
ZLUALHEIZ MISRATARZAUNZaVTSAT VAT HLIICRBBENTLVELI—FD
FERICEETSHLD

= |t is assumed that this code is of appropriate quality and can be

proven to work correctly, but...
O—RILEYGERETHY . ELHERET ST ENFIASN TS EBESN TS, LWL,

= How can this code be included within the MISRA checking process
without the overhead involved in reviewing (potentially) many,

many violations?
GBEMID ZHDGER IOLE 2—IZ#54—/8\—~AYREL T, ZOI—FZEMISRAF YIS
ACRICEDKICEDHEHIEMNTELM?
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Function Contracts and Annotations

B S ORET /T—aY

= One possible solutions that MISRA are considering is the use of

function contracts supported by the use of annotations
MISRADEETL TLVDLI DD A[RELGARIR KR (L. 7/ T—av DFERICK > THR—RE
NEEHI NS IDER

= Function contracts allow: %o rS9FTlERDIENTES

= A set of pre-conditions to be defined that must be satisfied when

making a call to a function
BMEZTVH T EEITH-ITARELDELTERSINIFEY

= A set of post-conditions to be defined that will be satisfied when a

function returns
BN RDESICH =T AREZTLDELTEREINDIEZREN

MISRA will only introduce the use of contracts if they can be
Implemented in a way that the majority of C and C++

programmers can understand their use
MISRA/LC, C++ 7O 0S5 V—DAEL DV FDEHEFEE TEB % TERTEBZHE/C
DA ARSTFDEFFEA TS
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How do function contracts help?

BV IDR R

= Providing function contracts for each of the API entry points
defined within the header files of a piece of Adopted code

allows its use to be validated
MAI—R DAY =74 )L TERSNDEAPIZVNIRA MBS IR
HILET,. EDEAZTKRIETES

= There will be no need to perform complete MISRA checking

on the Adopted code source files themselves
MAA—FDY—RT7MILBRIZH L TEELEMISRAF IV IZRTT OB EITHZL

= Checks related to identifiers and Mandatory Guidelines would

be required, but there should be no violations
BANFEDBEHARSAVICEEST B2F vV [IBHEITES A, BRIEAVET

= There is some additional work, as the contracts themselves

will also need to be validated within the Adopted code
AVRSVNBERLRAI—FNTIRII T 2ENH DD EMEELHD

= This should be carried out by the “owner” of the Adopted code
NIE, RAT—FDIFRBEEIZELE O TERITINEGRE
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Annotations

= Annotations are used to help support the specification of

function contracts, allowing:
7/ T avIEEMaU NSO DR E S R— T AEOICERIN . UTERREICT S

= (Raw) pointers and arrays to be differentiated
(£)RAVREEIIERHNT S

= Better (though still not complete) detection of the invalid use of

pointers and array bound violations
RAADEN A EAEERFIEFRERD GELTIIEND) &Y BUVMRHE

= Better enforcement of constraints on the values held by objects
ATV RET HEICKH T S0 5R1E
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Pre-conditions and post-conditions

= Pre-conditions describe the constraints that the caller must

satisfy when calling a function. For example:
FEKZMAE BRETFUVHT EEITFVELTNEBEIETNIEE S50 G

= Pointer must not be null
RAA—EnullTHLTIEE DAL

= Parameter must point to a zero-terminated C string
IRFA—AIE, nulliRif g HCXFIZE e ShERDhil

= Post-conditions describe conditions that the function

guarantees hold when it returns. For example:
EERMIE. BBARLESICRFITAILZRAT HEKH

= Pointer may be null
RAAEnullTHEL

= A zero-terminated C string will be returned
nulli&isd HCXFFIA RSN S
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Tools need to be “well behaved”

= A diagnostic is required when a pre- or post-condition cannot be
proven to hold, including when this is due to checking

undecidability

EAFREREEREZMDRILT HCLZAATELGVDGREREMEDFIVIICELEDT
hOGEZEEV)HE . ZHNALE

= Which is generally the behaviour given by constraint solvers /

theorem provers
CHIF— MR, SRV IILN—OEEREABICE>THE AN -BIE

= This could be seen as generating “false-positives”, but it
generally indicates where extra checks are needed within the

native code
NIFTABEINERMERLGTCENTEAIN., BERATATI—FRNTEMDF VY
N EIGMERT

= Consider a function having a pre-condition that a pointer parameter
must not be null — a call to that function would need to be guarded
with a null pointer check if a tool reported that it could not prove

that the pointer was never null.
RAVBINGA=EDNUITH O TIEELENELIBATER G LT R OBEREEZ L, V—ILTHRA
UA—DUITHEW I EFEBATEGWERESINEE . TOEBOFEUVHLIENUIRA 42
FrvITRETIVENDHD
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Example — Standard Library strcpy()

= The strcpy function copies the C string from the array

pointed to by s2 into the array pointed to by s1.
strepyE#E. s2A T EHI A HSIMFET EHIIZCXFIZaE—T B

= The source string must include a terminating null character to
avoid undefined-behaviour.
FEZDHFERTHEH.V—AXFHLRIFEDONUIRFESHZBENHSD

* The destination buffer must be large enough to hold the string,
Including the zero terminator.
OE—EDNAYT7IE nuliEE ST XFIERETIDICHRLERESTHIBLEN HD

= The copy includes the terminating null character.
OE—I2IE, BIFEDONUIXFELEEND

= sl is returned siprvEsh3

= Others (pointers must not be null, ...)
ZOM(RARENUITH S TIFESEL 12E)
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Example — Defining the contract

= A pre-condition can be used to formally specify that “the
source string must include a terminating null character

to avoid undefined-behaviour’:
EFEMEBRALT. TREEBEEEBT 5120V —AXF I FRFINFES
DEFNIEESEN I CEEERICIEETES

char * array strcpy( char * array sl, const char * array s2 )
pre( exists 1 in 0..s2.upb :- s2[ 1 ] == ( char )0 )

= array and pre are macros with empty expansions
arrayépreld, ZIZREAIN SO

" s2.upb gives the upper bound (length) of the source buffer

(array)
s2.upbl.V—RN\vI7(EF]) D LR (EI)FTRT
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Example — Defining the contract

= A post-condition can be used to formally specify that
“the copy includes the terminating null character™:
FHEHEEAL. TOE— ISR BN ENEEND ICEEERITIEETES

char * array strcpy( char * array sl, const char * array s2 )
post( forall 1 in O..strlen( s2 ) := sl[ 1 ] == s2[ 1 ] )

= array and pre are macros with empty expansions
arrayépreld, ZIZEREINST/O

"strlen( s2 ) given the index of the zero terminator within s2
s2RDnullRIHED A TIIREEET S strlen( s2 )

= Note that strlen( s2 ) may be less than s2.upb
strlen( s2 )IEs2.upbkW/NSLMGEELHLHEITEE
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Example — Defining the contract

= Multiple pre- and post-conditions can be specified:
BHOEH, BRFHEEETED

char * array strcpy( char * array sl, const char * array s2 )
pre ( exists i1 in 0O0..s2.upb :- s2[ i ] == ( char )0 )
/* More pre conditions ... */
post( forall i1 in O..strlen( s2 ) :- sl1[ 1 ] == s2[ 1 1 )
post ( result == s2 )

= result is used to specify the value returned by the function
resul t(FBEMARTIELXIEES H=-OIfEMA

= Tools may be used to automatically detect implicit pre- and

post-conditions
BERDEBR]. BRZHZEEMICKRE TSV ILEFERATEDS

= For example, unguarded use of a pointer parameter within a function
implies a pre-condition stating that the pointer must not be null.
F=EZ X BN TORSA D ZNTGA—2DEHEGERIL. R4 2D Ul TH-TIFELHEE
EERTBREHEERT D

= This could possibly used to retrospectively add information to adopted
code when the full source is available.
ﬁ?g%—xb‘ﬂﬁﬁﬂﬁ‘éﬁﬁ%é\ A —FISHERICERZTEMT S-HICERASN S ATEE
1 \
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MISRA Compliance with function contracts

Native code

= Undergoes conventional MISRA checking #EDMISRAFT v %EZ(+5

= Function contracts and annotations are used
B hSONET /T—a a2 AT HIET,

= Optional within bulk of code, but are likely to improve the quality of

static analysis
REDI—FRATHUENOMEZR LSELRIEELH S

= To ensure that relevant information is available when calling

Adopted code
MAI—FZHUVH T EEICEERBRAFIRATESEERIAET D

Adopted Code

= Does not need to undergo MISRA checking MISRAFzvEFRE

= Function contracts must be validated
BV SN RIS A ELH S
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MISRA Compliance with function contracts

= The brief introduction given in the example shows that it is
relatively easy to apply function contracts to the Standard

Library
Bl RESATSVICEABAV IS IMERT O ERMEETHIEERT

= The behaviour is defined by an international standard
BEXEFRE CTESR

= This means the pre- and post-conditions are formally specified and

can therefore be unambiguously checked
EAl. BERFEULPERICIEESN TSSO, BIREICFIVITELILEEKRT D

= The same is also possible with adopted code having a well-

defined set of requirements
FE4RIC. BfEICEESN-—EDQEHZHDOMAI—FTHHRE

= Which means MISRA will still not make it easy to use low-quality

adopted code within a MISRA context!

'J;.ELL MISRAZERAL TEMISRADIV TX AR GRELLRAI—RF2FERT A EILEET
e AN
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Summary

= The evolution of MISRA C and C++ continues ...
MISRA CHE LU C++D AL [E 55 <

= Both plan a much high release cadence
m&EELIERICTEVL)—REEAZETE

= Cooperation between the groups will enable the use of
language-agnostic guidance documents to be produced with

the groups adding any necessary language-specific details
TJI—THDOHmATEREICKELGWAM IV AXEDFERAMNAEEIZEY., T IIL—T1&
WELGEEBEROFHMZEMT S

= MISRA is starting to research topics that go beyond language
subset development, with the aim of improving the precision

and recall of static analysis tools
MISRATIEBRIEEMTY—IILDFFEL)D—ILEHETHLEBMEL. EEBY T YE
DRFREHEA-FEYVI DR EERLE

= Function contracts #g:224y

= Supporting the drafting of an ISO/IEC standard for static analysis
BRI OO DISONECHEDEEEYR—k
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Get Involved...




MISRA C and C++

B The MISRA C and MISRA C++ Working Groups are made up of volunteers.
MISRA C. MISRA C++J—F 2 J J )L—TERZ T4 7 THERK

B Membership is open to anyone with the appropriate technical ability.
A=y T & BUGERR NEF DO NGLH#THRI FAATEE

B Anyone interested in joining should contact the respective Working Group

Chairman:
SMEHEHDHE. ThENDT—F2 5T L—T DHEIZT BRI

- For MISRA C chair-c@misra.orq.uk
- For MISRA C++ chair-cpp@misra.orqg.uk
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Need more [lnformation?

@ - @ @

ETEHETE M) BEFHIFEEL https://www.fuji—setsu.co.jp/
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