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7 int32_t global = 123

9 int32_t undef(void)

10 B
16

17 int32_t noret(void)

18 B ‘

19 global += undef(); on noret’:

20 // no return exp. spec.c:21:1: war control reaches end of non-void function [
21 Ly

22

23 int main(void)

24 B){

25 printf(“%d %d\n", global, noret());

26 }
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MISRA C is one solution ...
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MISRACO R — 1998 ~ 2013

MISRA-C:1998
1st Edition
(April 1998)

MISRA-C:2004
214 Edition
(October. 2004)

MISRA C:2012
3rd Edition
(March 2013)
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MISRA-C:2004
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Since its launch in 1998, the uptake and usage of MISRA C has far exceeded the authors’ original EABMSE
expectations. £8<3

IR MISRA-C
-
In Japan, a Japanese translation of MISRA C has been published by JSAE, and the MISRA C Study

Group have produced a book (in Japanese) giving detailed explanations of the rules and #AHTOIS=T
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* MISRA-C:1998
» Guidelines for the use of the C language in vehicle based software
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MISRA-C:1998 127 = 93 34
MISRA-C:2004 141 = 121 20
MISRA C:2012 143 10 101 32 16
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MISRACHHERE — ~ 2019

MISRA-C:1998
1st Edition
(April 1998)

MISRA-C:2004
2nd Edition
(October 2004)

Amendment 1

(April 2016)
A MISRA C:2012
31 Edition
(March 2013)
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MISRA C:2012 Revision 1(February 2019)

The MISRA C Guidelines define a subset of the C language in which the opportunity to make mistakes is either {

removed or reduced. MISRA C:2012 Amendment 1 Forward &Y
Many standard for the development of safety-related software require, or recommend, the use of a language

subset, and this can also be used to develop any application with high integrity or high reliability requirements.

Unfortunately, many people focus on the safety-related software reference, and a perception exists
that MISRA C is only safety-related and not security-related.

UTOEMEEE Appendix A Summary of guidelines

* MISRA C:2012 Amendment 1 (2016) _
HAHLRTFLDOY A N—F 21 TFAHED Code design

T:&) ~ 14 0)“'_’#1 U;”fﬁ“f Fs‘f‘/é;ﬂi Dira14 Required The validity of values received from external sources shall be checked
* MISRA-C:2004 D IL—ILEDRIEDIT Expressions
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e |ISO/IEC TS 17961:2013 (jn 7“55)7“%%%‘ parameter declared as “array of type

ZOBRE, BLUVRTLYINIZTAU2—TT o
LR —COREHEA—F AT IL—IL) EDT G Standard libraries
« CERTC 2016 Ed|t|0n to) ;("\'_”;L‘,'_\ Rule 2112 Mandatory  Any value passed to a function in <ctype.h> shall be representable as an

unsigned char or be the value EOF

Rule 2114  Required The Standard Library function memcmp shall not be used to compare
null terminated strings
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MISRA C:2012 Amendment 4 (2023) l_’)RA
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MISRA CERDFx vy (LDRAY—IL)

Source View Configure Website Links Help
DD e s 8 0o &8 &
File View & X Results View &/ x
L - [ Code Review : unspec.o 1 © — MISRA-C2012 Mocel 3
File Explorer
RIS e G T T Number Level of Viol. Phase Code Standard Code
& > & Global Variables ~ 1] unspec.c - C:¥Users¥toyama-k¥test1¥
B > ¢ undef v ¢ undef
> ¢ noret * Use of shift operator on signed type. ;, >,>, used with Int; value Required 50§ MISRA-C:2012/AM...
(5] > ¢ main v ¢ noret
] ¢ Fungtion has no.return.statement, ; noret Mandatory 36 S MISRA-C:2012/AM..
int32 t undevauid;:\ E
=] int32 t noret(veid): nomaly dead code, var value is unuse] on all paths. : global Required 105D MISRA-C:2012/AM..
= int32 t global = 10;
= |int32 t undef (void)
[¥] int32 t value = -256; // singed int
a value = value >> 53
return value;
[TRNE .
int32 t noret(void)
global += undef();
(4] // no return exp.
int main(void)
printf("%d %d¥n”, global, noret());
14
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MISRA C#E#LAR—k (LDRAY—)L)

E LDRA tool suite MISRA C:2023 Compliance Report
Fille: FAECU_Message_Status.c

86% 27 e | 108

MISRA C:2023 Compliance
61/ 188 Guidelines

There shall be no dynamic thread creation

A project should not contain unused object definitions.

The small integer variants of the minimum-width integer constant macros shall not be used

o5 Compiint oy
Complant Ac
Compliant Rwquired
....................
Complant  Mandatory
Compliant equired
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Start your path towards MISRA C now
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Need more/information?

LDRA Software Technology LDRA Limited @Idra_technology LDRA Tools
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https://www.facebook.com/ldratechnology
https://twitter.com/ldra_technology
https://www.linkedin.com/company/ldra-limited
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