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As Technical Marketing and Business Development Manager at LDRA, he works 

with customers worldwide in industries including automotive, aerospace, railway, 

medical, communications, energy, and industrial equipment. He has over 30 years 

of experience in embedded systems and software development, with a focus on 

model-based engineering and standards compliance, helping engineering 

organizations adopt new processes, tools, and technologies to improve the 

efficiency and effectiveness of system and software development and testing while 

maintaining compliance with new and evolving technical standards. He holds a 

Bachelor of Science degree from Cornell University.
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LDRA overview

Provider of Software Quality, Compliance 

Management & Testing Solutions

Established 1975

ISO 9001 certified company

Certified for use in safety related software 

development according to IEC 61508, EN 

50128, ISO 26262, IEC 62304 & IEC 60880

Active participants in standards e.g. DO-

178C, MISRA C/C++, CERT & ISO 26262

MISRA C & Secure C Training Courses

https://www.fuji-setsu.co.jp/products/LDRA/

https://www.fuji-setsu.co.jp/products/LDRA/
https://www.fuji-setsu.co.jp/products/LDRA/
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LDRA Standards Experience & Pedigree
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Professor Mike Hennell Bill St Clair Andrew Banks

Member of SC-205 / 
WG-71 (DO-178C) formal 

methods subgroup

Member of MISRA C committee 
and MISRA C++ committee

Member of the working group 
drafting a proposed secureC 

annex for the C language 
definition 

(SC 22 / WG14)

Member of SC-205 / 
WG-71 (DO-178C) Object Oriented 

Technology subgroup

MISRA Committee Chair

Committee Member for Second 
Edition of ISO 26262 

Chair of BSI IST/15/-/26 

for Software Testing

MISRA representative to BSI 
IST/15 for Software and 

Systems Engineering

Member of BSI IST/15-/20 for Bodies 

of Knowledge and Professionalization

Holds U.S. patents for a portable

storage system and LDRA’s embedded 

requirements verification system



Where we help
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Aerospace Defense

Medical
Industrial

& Energy
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Transportation

Automotive

Space

Automotive



Automotive software trends 
and challenges
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Automotive industry trends

Innovation is causing market disruption

▪ Increasingly, a vehicle’s DNA is its software

▪ Requires learning fast, deciding fast, delivering fast

Vehicles are becoming part of connected IoT solutions

▪ More partners, more standards, more interfaces

▪ Inherently more complexity and failure modes

Vehicles are becoming autonomous

▪ More software, more technology, more ‘intelligent’

▪ ADS and ADAS
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Software defined vehicle journey
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Safety for AI/ML systems
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Information from 

sensors

AI/ML system

Black Box
Actors

Equipment under control

Most approvals to date include some level of human intervention to provide 

mitigation

Human guardians can be replaced by conventional, deterministic applications 

developed in accordance with functional safety standards

Mitigating 

“Guardian”



SAE Levels of driving automation

Level 3 and higher are significantly more complicated and include many 
more safety and security requirements

Driver Performs Part or All of the DDT

ADS (“System”) Performs the Entire DDT (While Engaged)
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Level Name DDT Monitor Driving 

Environment

DDT Fallback 

Performance

ODD

0 No Automation Driver Driver Driver N/A

1 Driver Assistance Driver and System Driver Driver Limited

2 Partial Driving Automation System Driver Driver Limited

3 Conditional Driving Automation System System Fallback Ready User 

becomes driver

Limited

2 High Driving Automation System System System Limited

5 Full Driving Automation System System System Unlimited



Safe automotive software – ISO 26262

Functional safety is: 

The absence of unreasonable risk due to hazards 
caused by malfunctioning behaviour of electrical 
and/or electronic system systems

In other words, a functionally safe system 
must work correctly and fail in a predictable 
(safe) way
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Secure automotive software – ISO/SAE 21434

Cybersecurity is: 

The condition in which assets are sufficiently 
protected against threat scenarios to items of road 
vehicles, their functions and their electrical or 
electronic components

In other words, a secure system must work 
correctly and ensure vulnerabilities are 
mitigated

Security threats can have safety implications
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Business implications of safety and security

Compliance with safety and security standards for 

Next Generation Automotive Software is a difficult challenge!
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Safe and secure 

systems and 

software design 

HARA/TARA, 

safety/security 

analysis and 

traceability

Validation & 

verification 

management

Traceable 

change 

management



The LDRA solution
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Meeting the Challenges of ISO 26262 & 
ISO 21434 Compliance
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Objectives tracking

Requirements traceability

Coding standards compliance & 

vulnerability analysis

Data flow & control flow analysis

Data & control coupling analysis, and 

Taint analysis

Unit, Integration, Target testing

Object Code Verification (OCV)

Structural coverage, and 

Robustness & Fuzz testing 

Timing analysis

Tool qualification

Compliance management & reporting
https://www.fuji-setsu.co.jp/products/LDRA/#LDRA_options
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Requirements Traceability and Impact Analysis
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Improve decision 

making and 

reduce costs 

using traceability 

and impact 

analysis

Project tree 

including system 

requirements

High level 

requirements

Low level 

requirements

Source code



Verification of requirements
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Change impact analysis

Assess impact of design changes

Manage the implementation of a 
design change
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Objectives Tracking
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Artifacts and assets can be 

linked to objectives to reduce 

risk and cost during the audit 

process



Lifecycle Development Support
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IDE’s Version 

Control
RTOS

Communication

Protocols
Processors Modeling

Tools
Compilers

Requirements

Source Languages 

& Host 

Platforms



Importance of static analysis

Static analysis plays a crucial role in 

ensuring the safety and security of 

software systems

Objectives of Static Analysis:
▪ Early Detection of Vulnerabilities

▪ Comprehensive Code Review

▪ Identification of Code Smells and Anti-

Patterns

▪ Enforcement of Coding Standard

▪ Integration with CI/CD

▪ Scalability and Efficiency 

▪ Regulatory Compliance
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Static analysis identifies security vulnerabilities 

Major Security 

Standards such as 

ISO/SAE 21434 

recommend static 

analysis execution 

prior to any type of 

testing
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Safety and security coding standards compliance
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Manage deviation, removal, justification and documentation of rules



Code complexity and quality metrics
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Data & control flow visualization and analysis
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Data flow reporting

Control flow graph



Unit and integration testing on host/target
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Automated test 

case generation of 

Requirements-

Based Tests and 

Robustness Tests



Target license package
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Pre-configured files to use LDRA tools with a 
specific compiler and target out of the box

Consistent and professional look and feel
• Fully automated

• Getting Started Tutorial

• Example projects

• TBmanager project

Hundreds of combinations of compiler/target 
available

• New configurations can be quickly and easily 
created 

https://ldra.com/products/target-licence-packages-tlp/#TLP2
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Measuring structural coverage
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Manage coverage 

justifications and 

documentation

Manage coverage 

achieved through 

external coverage 

analysis

1
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https://www.fuji-
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Data & control coupling analysis and coverage
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Object code verification
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Automatic test case generation/robustness & fuzz testing
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Automates robustness testing to verify 

system resilience against unexpected inputs 

and boundary values.

Performs fuzz testing by injecting malformed 

data to expose vulnerabilities and bugs.



Timing analysis including WCET
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Run many 

unit/Integration test 

cycles

Generate 

interference across 

shared resources

Visualize the 

distribution of 

execution times

https://www.fuji-setsu.co.jp/products/LDRA/resources.html#WCET

https://www.fuji-setsu.co.jp/products/LDRA/resources.html#WCET
https://www.fuji-setsu.co.jp/products/LDRA/resources.html#WCET
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Parallel security and safety objectives compliance

Static analysis can be used to satisfy code review objectives for both safety and 
security in  parallel

Dynamic analysis such as structural coverage, robustness testing, data coupling 
analysis, and WCET measurements can also satisfy objectives for safety and 
security
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Certification reporting

Publish analysis and 

test results as indexed 

reports

Reports fulfill safety 

and security 

standards objectives
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Scalable software certification
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Efficiently manage large 

sets of software 

certification artifacts

Leverage LDRA’s proven 

analysis capabilities



CI/CD and DevSecOps
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• Coding Standards Compliance

• Code Quality Analysis

• Taint/Vulnerability Analysis

• Data & Control Flow Analysis

• Software Quality Reporting

• Target Testing

• Robustness Testing/Fuzzing

• Requirements-Based Testing

• Timing Analysis

• Structural Coverage Analysis

• Source/Object Code Coverage

• Function Coverage & Call Coverage

• Dynamic Data Flow & Control Flow 

Coverage

• Software Verification Reporting

• Certification & Regulatory Support

• Tool Qualification

• Industry Standards Compliance 

Reporting

Requirements Traceability

Process Objectives Compliance

Certification Artifact Management

Configuration Management/Change Management

Change Impact Analysis

Test Management

SEC

B
U

IL
D

DEV

OPS

O
P

E
R

A
T

E

https://www.fuji-

setsu.co.jp/products/

LDRA/#ASF2025
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ISO 26262 QM & ASIL A to C
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Conclusion

Challenges of certifying next-generation 

automotive software
▪ Rapid evolution of SDV technology

▪ Safety and security concerns

▪ Growth in software content, including safety and 

security functions

Overcoming the challenges with LDRA

▪ Flexible and scalable proven in use solutions

▪ Designed to meet the highest safety and security 

standards

▪ Supports DevSecOps and continuous integration 

platforms
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LDRA Limited

A blue square with white letters

AI-generated content may be incorrect.

A blue square with white letters
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ldra.com

Internet with solid fillInternet with solid fill

Contact Us

info@ldra.com

Email with solid fillEmail with solid fill

LDRA 

Follow Us
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富士設備工業（株）電子機器事業部
https://www.fuji-setsu.co.jp

LDRA スタンダード認証支援テストツール

https://www.fuji-setsu.co.jp/products/LDRA/
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