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Technical Marketing and Business Development Manager,
LDRA

As Technical Marketing and Business Development Manager at LDRA, he works
with customers worldwide in industries including automotive, aerospace, railway,
medical, communications, energy, and industrial equipment. He has over 30 years
of experience in embedded systems and software development, with a focus on
model-based engineering and standards compliance, helping engineering
organizations adopt new processes, tools, and technologies to improve the
efficiency and effectiveness of system and software development and testing while
maintaining compliance with new and evolving technical standards. He holds a
Bachelor of Science degree from Cornell University.

https://avionicsandtesting-innovations.com/speaker/steve-di-camillo/

https://ldra.wistia.com/medias/4xj5ibs6lz

https://ldra.wistia.com/medias/3cmh3vj9yl
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LDRA overview IDRA

A TASKING. Company

Provider of Software Quality, Compliance
Management & Testing Solutions o

Established 1975
ISO 9001 certified company

Certified for use in safety related software
development according to IEC 61508, EN
50128, 1ISO 26262, IEC 62304 & IEC 60880

s ,
CERTIFICATE ’
No. 2101609 84753 003 d
Holder of Certificate: LDRA Ltd.

Pocside, Moass Fory

Vesepit CHeT st .

UNITED KINGOOM
Factory(ies): e
Certification Mark: A

Softuars Tool o

Product:
Model(s):

I% & CEPTUOUKAT & CERTIFICADO & CERTIFICAT

CERTIFICATE & 3%:E

Active participants in standards e.g. DO-
178C, MISRA C/C++, CERT & ISO 26262

MISRA C & Secure C Training Courses

AT ¢

ZERTIFIK

https://www.fuji-setsu.co.jp/products/L DRA/
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LDRA Standards Experience & Pedigree

Professor Mike Hennell

Member of SC-205 /
WG-71 (DO-178C) formal
methods subgroup

Member of MISRA C committee
and MISRA C++ committee

Member of the working group
drafting a proposed secureC
annex for the C language
definition
(SC 22/ WG14)

Bill St Clair

Member of SC-205 /
WG-71 (DO-178C) Object Oriented
Technology subgroup

Holds U.S. patents for a portable
storage system and LDRA's embedded
requirements verification system

LDRA

A TASKING. Company

Andrew Banks

MISRA Committee Chair

Committee Member for Second
Edition of ISO 26262

Chair of BSI IST/15/-/126
for Software Testing

MISRA representative to BSI
IST/15 for Software and
Systems Engineering

Member of BSI IST/15-/20 for Bodies

of Knowledge and Professionalization
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Automotive software trends
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Automotive industry trends IDRA
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Innovation is causing market disruption
= Increasingly, a vehicle’s DNA is its software
= Requires learning fast, deciding fast, delivering fast

Vehicles are becoming part of connected IoT solutions
= More partners, more standards, more interfaces
= Inherently more complexity and failure modes

Vehicles are becoming autonomous
= More software, more technology, more ‘intelligent’
= ADS and ADAS




Software defined vehicle journey

LDRA
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T, 4
STAGE 2t ——
Stages
Connected Adaptive Dynamic Immersive
Vehicle is connected for Critical vehicle software can — Advanced safety, assistance Roni) 55008 Significant functional scope
low-banadwidth services, ReEe W De updated over-the-air, hift S < digital cabin functionaiity, expansion of the vehicle, e.g., biz
e.g., e-call, traffic info e.g., ADAS S e.g., L3, AR, cloud AT models, VR, intelligent services
Key strategic
decisions
Establish new skills and software Decouple hardware and Develop open, software-centric Rethink business models and
development tools & toolchain software development cycles collaboration environment revenue streams
Maturity leve/
Timeline of current developments for SOP 2023-2025
Past dliffers across regions, companies and vehicle types 2035+
Impact
Safety Responsive safety — vehicle calls help Assisted safety — vehicle warns driver Active safety — vehicle intervenes Autonomous safety
Sustainability Reduce emissions — shift to EVs Reduce energy consumption Smart energy mgt. — charge green Holistic energy mgt. - stabilize grid
Inclusivity Simplified driving - e.9., parking assist Simplified Ul - e.g., head-up display Personalized vehicle - adjust features Inclusive mobility = AD eases mobility

https://initiatives.weforum.org/drive-a/sdv
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Safety for AI/ML systems

Most approvals to date include some level of human intervention to provide
mitigation

Human guardians can be replaced by conventional, deterministic applications
developed in accordance with functional safety standards

Information from Al/ML system Mitigating

sensors Black Box ‘ “Guardian” , Actors

Equipment under control

10



SAE Levels of driving automation LDRA
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Monitor Driving | DDT Fallback
Environment Performance

Level 3 and higher are significantly more complicated and include many
more safety and security requirements




Safe automotive software — 1ISO 26262 IDRA

A TASKING. Company

Functional safety is:

The absence of unreasonable risk due to hazards
caused by malfunctioning behaviour of electrical
and/or electronic system systems

In other words, a functionally safe system
must work correctly and fail in a predictable
(safe) way

Safety by Nick Youngson CC BY-SA 3.0 Pix4free.org

https://www.fuji-setsu.co.jp/products/L DRA/Safety.html
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Secure automotive software — ISO/SAE 21434 IDRA
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Cybersecuirity is:

The condition in which assets are sufficiently
protected against threat scenarios to items of road
vehicles, their functions and their electrical or
electronic components

In other words, a secure system must work
correctly and ensure vulnerabilities are
mitigated

Security threats can have safety implications

https://www.fuji-setsu.co.jp/products/L DRA/CyberSecurity.html

13
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Business implications of safety and security IDRA
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Compliance with safety and security standards for
Next Generation Automotive Software is a difficult challenge!

HARA/TARA,

Safe and secure : Validation & Traceable
safety/security e o
systems and : verification change
: analysis and
software design management management

traceability

14



The LDRA solution




Meeting the Challenges of ISO 26262 &
ISO 21434 Compliance l%u?w!c?mAy

Objectives tracking

Requirements traceability

Coding standards compliance &
vulnerability analysis

Data flow & control flow analysis

Data & control coupling analysis, and
Taint analysis

Unit, Integration, Target testing

POBd® B O®

Object Code Verification (OCV)

Structural coverage, and
Robustness & Fuzz testing

Timing analysis

Tool qualification
https://www.fuji-setsu.co.jp/products/LDRA/#LDRA options

®
W

Compliance management & reporting
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Requirements Traceability and Impact Analysis

A TASKING. Company

Project Tree & X | Relationships 8 x
Project Tree ~| (o) Item to Mappings (=] (1) Two-Level Requirements to Procedures [£]

> [ HLR_D220, Failed Power Tunnel Lighting Qutput Calculation - Cody, Bill EB (34) Requirements 1 EE (58) Requirements 2 E| E| (41) Procedures
> I3 HLR_0230, Failed Lamp Output Handling ., (1 Mote) - Cody, Bill
> |3 HLR_0231, Lamps maximum output 5 HLR_0010, Starting display software, (1 Note) - Cody, Bill | | LLR_0010, Instantiate Cell - Lee, Peter ~ | |% Bool TunnelData:Cell:InitialiseCell(const Sint_32 Luminai...
v 2 HLR_0020, Input option photometer nominal range - Cow.. | 128 LLR_0020, Initialise Cell . (1 Mote) - Riley, Shawn ¥ Bool TunnelData:Dataln:GetData(TunnelData:Tunnel * p...
> E LLR_0030, Set Emergency output level % Float_64 TunnelData:CellzCalculateCellOutput(Float_64 L.,
> T4 LLR 0240, Lamp Type Get Maximum Lumens 5 HLR_0040, Input options exit - Cody, Bill T4 LLR_0040, Set PoweredOutputLevel  Float 64 TunnelData:Lamp:GetMadimumbumens();
> Tl LLR 0250, Lamp Type Get Minimurm Lumens |3 HLR_D0S0, Input aptions days since cleaning nominal... | |1 LLR_D0SD, Calculate cell autput - Blac.. © Float_64 TunnelData:Lamp:GetMinimumLumens();
> T LLRL0260, Lamp Type Get Power Required , (1 Note) - Riley, Shawn |2 HLR_0070, Input options pawer failure e 54 LLR_D0BO, Get Lamp Model Duo -Bla.. & Flost 64 TunnelDataLampTypexGettadmumLumens(;
[F TCI0260: The Tunnel software output preduced will verify linear calculation of lamp cutput fr... E HLR_ 0030, Display total cell demand E LLR 0070, Get Lamp Model Guide M 203?2 Pnne:ga:a::;a:p'r{)pt Hgtg’:fgmmumLu[nansE,
> E HLR_0233, Minimum lamp output threshold - Cody, Bil [ HLR_0100, Display Lumens , (1 Note) - Cody, Bill 5 LLR_008D, Get Lamp Model Announcer... : H::{M T::::‘D:t:::syst::D:t:jjGetL;"r:'gME:gmz:‘iu““'
» [ HLR_0234, Lamp extinguishing condition - Cody, Bill 3 HLR_0110, Cleanliness Factor - Cody, Bill T3 LLR_0090, Get Lamp Model LightSolo o Hm-&Tunne‘Data"szstamnata"Geﬂ_am:wn‘mumLu‘"
> [ HLR_0235, Lamp on condition - Cody, Bill 3 HLR 0115, Cleanliness efficiency factor e T LLR 0100, Get Data and Read Content - - -
> E HLR_0235, Large lamp use - Cody, Bill E HLR_0120, Tunnel Lighting Output Demand Calculation... E LLR_0110, Get Data and Read Content © Sint_32 TunnelData:LampType: GetPowerRequired(const ..
>[5 HLR_D380, Cell Configuration and output - Cody, Bill 5l HLR0125, Adjust Powered Lighting L LLR0120, Iniialse Lamp & Sint_32 TunnelDate: SystemDats:GetDaysBetweznClesnin..
~ [& 5Y5_0040, Photometer, (1 Note) Ll HLR_0130, Zone Lighting Formulae SN 5 LLR_0130, Set Lumens Qutput - Riley, Shawn % Sint_32 TunnelData:SystemData:GetExitSignSpacing(); . .
> |3 HLR_0020, lpgut ootion ghotomete i [ HLR_0140, Zone Lighting Output Demand Calculation... T4 LLR_0140, Get MaximumLumens % Sint_32 TunnelData:SystemData:GetlampPowerRequired...
v E.‘ E HLR_0130, Set Lighting Qutput Demand Calculation... E LLR_0150, Get Minimum Lumens - Law. % Sint_32 TunnelData:SystemData:GetSirenSpacing(); I I l p rove e C I S I O n
% HLR_0160, Lamp Selection , (1 Note) - Cody, Bill T4 LLR_0160, Send Powerto Lamp & Sint_32 main(;

% TunnelData:Cell:Cell();

Project tree

. . LUt of bounds in... % HLR_0120, Tunnel Lighting Output Handling... 14 LLR_0180, Lamp Dimensians , (3 Notes... % TunnelData:Lamp:Lamp(); .
M InCI ud I n S Ste 5 HLR_0190, Lamp Output Handling . (1 Ne... 5 LLR0190, Lamp Dimensions , (3 Notes... + TunnelData:LampAttributes:LampAttributes(int b, int w, .. I I Ia I l l al I
g y m [Z HLR_0200, Tunnel Lighting Configuration - Cody, Bill | |1 LLR 0200, Lamp Dimensions (3 Notes) & TunnelDatazLampType:LampTypeQ;
. & HLR_0210, Exit sign battery drain - Cody, Bill _ % TunnelDatazMountingArea: MountingArealint |, int bl;
req u I re m e n tS & HLR_0215, Luminary configuration - Cody, Bill T3 LLR 0220, Lamp Type Instantiation & TunnelData::SystemData * TunnelData:System Datazinsta...
5 HLR_0220, Failed Power Tunnel Lighting Output Calcula... | |12 LLR_0230, Lamp Type Initialisation  TunnelData::SystemData::SystemDataQ; re Ce CO S S
et okt et et AL LR S  inputs ranging f.. | |2 HLR_0230, Failed Lamp Output Handling E LLR 0240, Lamp Type Get Maximum Lumens & TunnelData::SystemData: SystemData(const TunnelDa u
- % TunnelData:zmodel TunnelData: Cell:GetLampModel(con...
E HLR_0231, Lamps maximum output E LLR_0230, Lamp Type Get Minimum Lumens © int TunnelDatasLompAtiributess-Aren(:
Items Assigned to User Bar Chart 8 x T4 LLR_0260, Lamp Type Get Power Required... . iemp o (] g
. " T % int TunnelData:LampAttributes:Drain();
E AR = Qax o 5 HLR_0233, Minimum lamp output threshold - Cody, Bill | | LLR_0270, Initialise lighting system L © int TunnelDste-LampAttributes:Height0; l I S I n ra Cea I I
E HLR_0234, Lamp extinguis.l'!ing condition - Cody, Bill E LLR_0280, Photometer input interface , 11 Note) & int TunnelData:LampAttributes:Width(;
[l HLR 0235, Lamp on condition - Cody, Bil |3/ LIR 0262 Inplit Sptions pAotmEier inpUt SUL 6T BO| ||, int TunnelDote:Mountingérea:NumL amps(TunnelDa
3 HLR_0736, Large lamp use - Cody, Bill LLR_0284, Input options exit , (2 Notes) - Black, Jason | |, void TunnelDatasCell:SetEmergencyOutputLevel();

L
LLR_0286, Input options days since cleaning nominal... || void TunnelData:CellsSetPoweredOutputLevel(const Flo... n I m
LLR 0287, Input options days since cleaning out of b... % void TunnelData:Dataln:ReadContent(Sint_32 * array, ch...

LLR_0288, Input options power failure % void TunnelData:Lamp:InitialiseLamplconst LampTypel...

Assgned Items by User

% HLR_0340, System Data Initialisation

uTotd wRequrements = Tasks = TCIs

B

71 E HLR_02€0, Cell Configuration and cutput - Cody, Bill LLR_0289, Input options power failure % void TunnelData:Lamp::SendPowerToLamp(const Sint_3... a
LLR_0280, Days since cleaning input interface... % void TunnelData:Lamp::SetLumensCQutputiFloat_64 Lum...
LLR_0310, Mounting Area Instantiation % void TunnelData:LampType:nitialiseLampTypelconst Fl..,
_ v void TunnelDatanSystemData: =(const TunnelDatauSyste...
LLR_0330, Systemn Data Instantiation - % void TunnelData::SystemDatazInitialiseParams(Sint_32 = p...
53 E LLR_0340, System Data Initialisation - % void TunnelData:SystemData:SetDaysSinceCleaninglcon. .
» T LLR_0350, Calculate and get soiling factor
§ T4l LLR_0360, System Data Query Get Lamp Power Requi
= T4 LLR_0370, System Data Query Get Lamp Maximum L.
E 5 LLR_0380, System Data Query Get Lamp Minimum L...
Bx T4 LLR_0390, System Data Query Get Lamp Emergency L..
LLR_0400, System Data Set Days Since Cleanin
k-] Y iy 9
E E LLR_0410, Systern Data Query Set Days Between Clea..
: . 2
- Highlevel | 2| Low level Source code
I II req irements | 2 req irements
0 I I Il - II I | E) 11D 0400 lowial (2 Motoch ol Dot thed —

Black, Jason Cody, Bill Lawrence, Sarsh Lee, Peter Riley, Shawn Wikon, Jane B

Q:J Map Source rﬂ Requirement Grid &5 Uniview B Matrix View @ Relationships
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Verification of requirements

A TASKING. Company
~ 1 Power Healthy False
2 1.1 Photometer input handling False
‘Photometer Input Handling: True

‘A real number value in the range 4-20 shall be input and mapped to a required lighting level,
‘taking cleanliness into account. a change

4 Cleanfiness Factor: True -

1A percentage cleanliness factor shall be calculated depending on time elapsed since cleaning. SN r;;_j;"":'_;“:;"-‘:“;:::‘“‘v;;:” L Al
0% shall represent totally obscurity of the luminaires through the build up of grime; 100% will ; : ' O
represent complete cleanliness. The rate of grime accumulation has been calculated by 4. Requirements — Power Healthy
\Waveworks Research Labs, their figures indicate a reduction to 50% over a period of 182 days <7 M
7 1.2 Cleanliness factor reset Pt ko o e 3 ¥ g
9 Cleanliness Factor Reset: h:)u‘*:a.m,..: T
A user interface facility shall be provided to set the current cleanliness factor to 100% KL mcetage M:W;“;mm,\ ,mmmm_uw,
luminaires have been cleaned. —_— " o “.\nuhmmmmum*"mwm
- - - S 2 period of 182 day
5 1.3 Tunnel lighting output demand calculation ' s ieaniness factor reset
= =4 e ﬂMYI‘MT-;:('V: facton to 100%
Project Tree Map Source Files or Sets by dragging them to it remip e
§ v i B iy fomst oo o=y
4 @ Requirements (0/10 Verified) peeeawe ey e
P REQ 0002, Reset Signal 4 3, New_project_afb5eb91c4786270 - T
4 [§] SYS.0005, - Counter A accepts a ragitsign 4" elt_mam.cx —t R e o et it
> @ Procedure VG 4 | ] twdemo_sil_topmodel.c P R M T
v . . REQ_CQ0S.; L.ap Selectoa. -
J&l 5Y5_.0006, - Counter B accepts a reset sig.. b MO S i
J& REQ_0005, Counter Reset Behaviour b cg";’;“’“\ B e T e e
J3 REQ 0006, Initialisation of Counters 5 svs i 0000“58' Z“ °t - Ae"“'"’ PR o -
73 REQ_0008, Controller Termination Process & VT: Code Cov::m:;or ;;; 0005 ¢ “:?;: :;; n.mp
3 5Y5.0009, - Counter B produces an output @ yr. ¥ °9 N 0008 =
por gde Review for R RERY gntrolies rmuination

; : Model Element/Low Level is Li ficati
i evel Reqirement  Model lement/lowLevel | oo sourcecode | SouceSodelsLinkedothe - Verlation

Requirement

& REQ_0011, Lamp Output Handling
4 [& REQ_0012, Tunnel Lighting Configuration
4§ Data Coupling Control Coupling DO-178C
4 @ VT: Data Coupling for REQ 0012 (Data Coupling Control Coupling DO-178C), Tunnel Lighting Configuration
4 ¥ Data Coupling Artifact Placeholder fulfilled by 1 item
A Data_Coupling.pdf
& REQ_0013, Exit sign battery drain
& REQ 0014, Failed Power Tunnel Lighting Output Calculation

18



Change impact analysis

Assess impact of design changes

Manage the implementation of a
design change

A TASKING. Company

3.4.1. Exit Sign

HLR 0210: Exit sign battery drain

battery voltage needs to be verified before exit sign.
Links: SYS_0080

New Requirement

Links: SYS_0080

Number Name Body
HLR 0210 Exit sign battery The system shall provide data to summarize emergency battery drain imposed by each individual siren & exit sign, and by all such provision in the system as a whole. The battery voltage needs to be
= drain verified before exit sign.
Number Name | Body
Upstream Impact Sirens | The Tunnel lighting system shall include facilities for the handling of emergency exit signs and sirens. These should include provision to allow the basic configuration of
SYS_0080 and the system itself, in particular: 1. the number of lamps which can be positioned in a particular ceiling section, and 2. the current drain placed on emergency battery
Signs | provision by each model of lamp, and by the system as a whole
Number Name Body
LLR_0380 System Data Query Get Lamp Minimum Lumens For each lamp type minimum lamp lumens shall be returned upon query
LLR_0390 System Data Query Get Lamp Emergency Lumens Emergency lamp lumens shall be returned upon query
LLR_0420 System Data Query Get Exit Sign Spacing Exit sign spacing shall be returned upon query
Downstream Impact
LLR_0430 System Data Query Get Siren Spacing Siren spacing shall be returned upon query
LLR_0530 Zone assign emergency cell output The zone class shall assign the emergency cell output levels to conserve emergency power supplies
LLR_0360 System Data Query Get Lamp Power Required For each lamp type power required shall be returned upon query
LLR_0370 System Data Query Get Lamp Maximum Lumens For each lamp type maximum lamp lumens shall be returned upon query
Content Changed Source Mapping Changed Upstream/D stream Changed Status Changed
Modification
Yes No No No

19



Objectives Tracking
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Artifacts and assets can be
linked to objectives to reduce

L Select Standards to Import (] X . k d t d . t h d . t
Standard Details Al g

[[° ARP 27524 v [ 1S0 26262 ASIL D

> DO-1788B v © 150 26262 ASIL D - Road Vehicles Safety Standard p ro Ce S S

[l DO-1788 - Populated v © Part 6 - Product Development : Software Level

[ po-178¢C v @ Section 5 - Initiation of product development at the ...

[/> DO-178C - Populated v © Table 1 - Topics to be covered by medelling and ...

) DO-331 v @ 1a - Enforcement of low complexity

[ EN 50128 2 _Input: Design and coding guidelines Docu..,
[ 1EC 61508 Edition 2.0 - English Project Tree

[ 1EC 61508 Edition 2.0 - Frangais

[ 1EC 62304 Edition 1.0 - English Project Tree AldE DB e A T 2
Ht IEC 62304 Cdition 1.0 - Frangais v & Table 5 - Mechanisms for error handling at the software architectural level -

lit 15O 26262 - SAE J3061 £ 1a - Static recovery mechanism - Partial

[ 150 26262 ASIL A © 1b - Graceful degradation - Partial 93 Objectives

Ht 150 26262 ASIL B £ 1d - Correcting codes for data - Partial

.[L'SOZGZGZASHC ..... S TS — < > @ Table 6 - Methods for the verification of the software architectural design - SEEMAG SREIROTE SR

D150 26262 ASIL D s
[[> MISRA-C++:2008
[i* MISRA-C:1998

""""""" v @ Section 8 - Software unit design and implementation - Unfulfilled
> @ Table 7 - Notations for software unit design - Unfulfilled

[ MISRA-C-2004 > @ Table 8 - Design principles for software unit design and implementation -
> MISRA-C:2012 > @ Table 9 - Methods for the verification of software unit design and impleme
[ MISRA-C:2012_AMD1 v @ Section 9 - Software unit testing - Partial

[ MISRA-C:2012_ AMD1_TC1 > @ Table 10 - Methods for software unit testing - Unfulfilled

/> MISRA-C:2012_ED3 > @ Table 11 - Methods for deriving test cases for software unit testing - Unfulfi
[i2 MISRA-C:2012_TC1 v 0 Table 12 - Structural coverage metrics at the software unit level - Partial

[ Sample C and C+ + Objectives ) 1a - Statement coverage - Partial - 1 asset, 1 artifact

© 1b - Branch coverage - Fulfilled
@ 1c- MC/DC (Modified Condition/Decision Coverage) - Fulfilled
> @ Section 10 - Software integration and testing - Unfulfilled
> & Section 11 - Verification of software safety requirements - Unfulfilled
—]| > & Requirements (2/24 Verified)
> [ SystemRequirements
> [ SoftwareTests
> [ SoftwareRequirements v
< >

20



Lifecycle Development Support IQRA I

Source Languages
& Host
Platforms
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Importance of static analysis IDRA
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Static analysis plays a crucial role in o [
ensuring the safety and security of
software systems

Objectives of Static Analysis: - ST
= Early Detection of Vulnerabilities Number of Visations per Fle
= Comprehensive Code Review
= |dentification of Code Smells and Anti- Systemdata.cpp Mt Lamptypecpp
Patterns

= Enforcement of Coding Standard Lampmodel.cpp

= Integration with CI/CD
= Scalability and Efficiency
= Regulatory Compliance

Tunnel.cpp

22



Static analysis identifies security vulnerabilities IDRA
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=] LDRA tool suite Security Review Overview Report

System Set: Cpp_tunnel_lighting_system

Major Security
Standards such as

Date of Analysis Report Produced on LDRA Version Reporting Scope
Wed Mar 20 2024 14:20:27 Wed Mar 20 2024 14:20:49 10.2.1 Source File and Associated Header

ISO/SAE 21434 oWE Wesoess b Ctery
recommend static
analysis execution S
prior to any type of

Cryptographic Issues

testing

Data Validation Issues

Pointer | genavior
Issues | Frofems

Miscellaneous |
COUPLOGIEPNE | paia

Memory Buffer

Errors Random

Bad Coding Number | reowe | ...
Practices Issues -

Error Conditions, Return Values, Status Codes

Resource Management Errors

LR R R AR R R R - - -]

Privilege Issues

CERT Rules by Category

Arrays (ARR)
Containers (CTR)

Input Cutput (FIO)

B 8 2 8

Arrays (ARR) nput e

Expressions (EXP)

23



Safety and security coding standards compliance
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MISRA C:2025 Standards Model for C / C++

N
B LDRA tool suite MISRA C:2025 Guideline Compliance Summary
File: F\ECU_ Message_Status.c
This directive cannot be completely checked using static analysis. Dynamic analysis and coverage analysis can be used to mifiimise run-time errors. Erors such as exceeding
array bounds are covered by more specific rules. The checks on numeric overflow/underfiow are restricted to those cases whére the value of a variable can be determined
statically.
. 2 0 Mandatory The following standards are used to implement this rule
Not Compliant 27 e 3 s
- & Advisory . 0 Advisory 12210 i painternat eneskad for nul bafors cse. 127D Laal or mambar danominatar not shacked bafars Usa. 128 D Giobal poinar nat shaskad within this prozsdurs
MISRA €:2025 Guidelne 0 Document Guidelne 0 Document e T T
Violations Deviations 136 D Global pointer assigned to NULL may be dereferenced. 137 D Parameter used as denominator not checked before 243 S Divide by zero in preprocessor directive.
== 493 S Numeric averfiow.
620'5 Divide by zero founct 80X Diide by zer0-ound
MISRA C:2025 Guidelines
The following standards are used to implement this rule
Show[All_v ] entries 175 Code insert found.
Guideline Compliance Category Description
" Any implementation-defined behaviour on which the sutput of the program depends shall be
D ‘o Required documented and understood The following standards are used to implement this rule
D12 Compliant Advisory The use of language extensions should be minimized. B85 [Rronethie] ot e bl
DA Deviations Required Run-time failures shall be minimised
D42 Compliant Advisory All usage of assembly langus| N
v {3 0BILSA- Coding Standard All C source code shall conform to the MISR... ~ & safe_compress
D43 T Feaured Assemtly languege shall be v Output Artifacts ~ % DD dats flow anomaly found. 2 Required 151D MISRA C:2025R 2.2
D44 ‘Compliant Advisor Sections of code should not . . . . i 0
REm: y : : v Code Review Report fulfilled by 1 item + DD data flow anomaly found. : nBufferl Required 151D MISRA C:2025 R2.2
bes compint oy Wit e e & Cell_Lopf bt + DD data flow anomaly found. : nBuffer! Required 151D MISRA C:2025 R2.2
- e v & safe_uncompress
sy et vmiiesme | INpUE Artifacts S-uneeme G Ackd Exclusi 5 5
N ) : e ata flow anomaly foun
v Coding Guidel D t fulfilled by 1 it } Y P datz L sen
DT Compliant Required Ifa function returns error i Ing buidelines Uocument fulilied by | item @ DD data flow anomaly f
MISRA_CPP_2023.pdf
D4s Compliant Advisary 1::;::;:;?;?;::}7,0!{ Input Assets ¢ DO dataflow anomaly f oy con seope: Excude: 151D in safe_compress.c line 29 component: nBuffer1 MISRA C:2025
# DD data flow anomaly f
Das Compliant Advisory Afunction shouldbe wsed in| v £ OBJ_5.2 - Quality Review Partial All source code metrics should be within the I ~ [ safe_sprintf.c
Precautions shall be taken in ¥ Qutput Artifacts e
D410 Complant Required than once P R X . X () Header Files Tag: Deviation ~ | | + | |Clear SetasDefault Type a tag or select from list and +
v # Quality Review Report fulfilled by 1 item | safe_sprintf.h ————
D412 Compliant Required Dynamic memory allocation X X
) Cpp_tunnel_demo_Mingw.exe_index.htm & safe_int_to_dec Justification
D414 Deviations Required The validity of values receivec “ ‘nput Art|fa cts - ~ ° ;EfE_;pfiﬂtf Char‘ge request aubmited to deue'owent team
D53 Compliant Required There shall be no dynamic thi v Metrics Threshold File fulfilled by 1 item ~ % DD data flow anomaly foun
The program shall contain n # DD data flow anomaly f IJRE 6/5/25
Rt Complrt Reaured s e mplamematon [ Metpen.dat # DD datafl tyf
& ow anomal I
R13 Violations Required There shall be no occurrence, €3 OB)E- Verify Code Satisfies Requirements Unfulfilled Verify that the code satisfies all the requireme...| + DD data flow anomaly f
~ {1 OBIG.1 - Systemn Testin Partial System tests should be run and code coverag.., & 3
! g ! g DD data flow anomaly f
v Input Artifacts ~. safe_sprintf1
~ Systern Test Specification fulfilled by 1 item %, safe_sprintf2
5] Cpp_tunnel_demo_Mingw.exe.ldra . safe_sprintf3
~ Qutput Artifacts . safe_sprintfd
v Dynamic Review Report fulfilled by 1 item v L safestring.c | AddExcheion i} Cancel
. hd Header Files
e Cpp_tunnel_demo_Mingw.exe.ms3.htm F

Manage deviation, removal, justification and documentation of rules
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Code complexity and quality metrics

A TASKING. Company
l+] Zone.cpp
4 £3 Table A12 & - Limited size and complexity of Functions, Subroutines and Methods - Fulfilled - 1 asset, 1 artifact 4 | I[y Clarity 100%
4 M _Cﬂode review report fulfilled by 1 item |] Ex;cutableref. Lines 147
& Mingw_c_cashregister.frm.htm [l Depth of Loop Mesting 1
4 4 Design and coding guidelines document fulfilled by 1 item :j Total LCSAJs 46
i : s : Unigue Operands 105
Complexity_Guidelines from Acme_coding_standard.doc [ Average Length of Basic Blocks 1030
Comments in Headers 53
|::ode:1n slity View (Maintainability) 4 [§ Maintainability 100%
8 TNUTTIOCT UT FTULEUUTE [
= [ Unreachable Branch 0
Iﬂipmcedure Calls E'.C}rclumatic Complexity E'.Knms T U:::Eh:blz Lir:z: - 0
s GetOptimum [ 98: (Fail) (4 114 (Fail) [ Maximum LCSAJ Density -
% LzmaDec DecodeReal @ 82: (Fail) [ 76 (Fail :j ?”;‘TEL‘C*‘::;E LEsas 35
. . ota g
% LzmaDec_TryDummy [ 61: (Fail) [ 94: (Fail) @ Voczbulary 10
W GetOptimumFast [ 41: (Fail 0 38: (Fail [ Cyclomatic Complexity g
s LzmaDec_DecodeTeDic (4 30:(Fail 4 57:(Fail [ Knots 23
% LzmaEnc_ CodeOneBlock [ 20: (Fail) [ 32: (Fai U Essential Cyclomatic Complexity 1
W main2 3 23: (Fail 3 28: (Fail 4 [y Testability 100%
s LzmaEncProps_Normalize (4 20: (Fail) (4 7:(Fail) T Fan Out -
s Decode? (4 14: (Fail) (4 15: (Fail) [ FileFanin 0
% Hecd MatchFinder GetMatches (4 14: (Fail) (4 9:(Fail) 1 Number of Procedures 7
% Btd MatchFinder GetMatches [ 14: (Fail @ 9: (Fail ||le ;’f:;:r’:i‘::;'”“ ;
% MatchFinder_Create 0 14 : (Fail) O 8: (Fail) [ Unreachable Branches 0
s GetMatchesSpecl 4 13: (Fail 4 14: (Fail [@ Unreachable Lines 0
s LzmaEnc_Alloc [ 13: (Fail) 4 &:(Fail [ Maximum LCSAJ Density 4
g BtGetMatches 4 11: (Fail 4 11: (Fail :j :rlrelal_cgsa;eLCSAJS 35
. oLa s
- Lz_maEnc_sethps (4 11: (Fail) [z | 4 Total Operands o
w SkipMatchesSpec 10 0 13: (Fail) [ Mumber of Basic Blocks 36
s MatchFinder_ReadBlock 10 [ 12: (Fail) (4 Executable reformatted Lines 145
s Hc_GetMatchesSpec 1 10 [ 12: (Fail) :J Eyclomatlc':omplmty 33
W LzmaEnc_Init e @ 32: (Fail 1 Knots
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Data & control flow visualization and analysis

A TASKING. Company

°
:

o
]
©

Uncovered
Branches

Uncovered
statements

Control flow graph

ThesLampiode ;
Set_X2 uint3i_t pulse=00;
Ezm@wc, /% (M) DATAFLOW VIOLATION 70 D : DU anowaly, varisble walue is not used. : pulse 40F
. GeEaiaytoaang (| / See also line 17 DataFlow.c (DATAFLOW) =/
5';;‘%_ uintiz_t iter;
{ SyshemData: Instance () =»
- xtincpecon () } if [ cyeles » OO )
¢ pulse is Defined but
. for | iter=0U; iter<cycles; iter++ )
{ Thislamp %
Exhortoacng) == 0 { Unused
BA pulse++;
[. A% (M) DATAFLOW WICLATION 70 I DT anomaly, wvariskhle wvalue is not used. pulse 57T
L ) /*  See also line 17 DataFlow.c (DATAFLOW) #/
J '
| i
ThisLampiiodel = Duo H
'L J% (0] DATAFLOW VICOLATION HEEr DU data flow anowalies found. */
1'.1 |
Epmq_ Wariable Mame File b’mulun Type Code  Arivibute Code Used on lines_
E -
I-'C'MSNQ"Q:I o |DO#et Collcpp TunnelDataCelt-dnaialiss sl Global Rl ence 5
{MW = Guide LufsinaireSetbiee Collcpp TunneeiDate-Cell-daiaboe ol P e Declaration 33
s Faremeter Rederence 40
{ } ! ]
lr[ ThisLamnp Cellepp TurnelData-CellitiahosC el Licscall Declaration LE ]
{ ThisLarmg % Lescad Radier i S| 5555 55| 56
SwenSpacng | == 0 1 q 1
E' Lscal Dlirwtian 48| 55
]m.:--uw SIS UriqueCelll Celicpp TunneiData-Celtdnighsel ol [ e— Declarstion. | 32
"[“ Fara=rtin Rasli= i 55| 78
].'h'“" X Hodel = LightSoka ; mlampTypeiD Celopp TunnelData-CollinaialineC ol Membsr Redpe ence 35| 63
: ) Mpmbar Defirwtion T
plamp Typeils Collapp TunnelData-Celbdasiakueloll Pargmetos Declaration 12
Parameten Rederence i

Data flow reporting
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Unit and integration testing on host/target

A TASKING. Company

4 )

= €3 Table 9 - Design principles for software unit design and implementation - Unfulfilled
= €3 1a- One entry and one exit point in subprograms and functions - Fulfilled - 2 assets, 1 artifact
= 2 Code Review Report Artifact Placeholder fulfiled by 1 item
& 15026262_Project.frm.htm
= ¥ System Design Specification Fulfilled by 1 item
@] Software_Design_Document.doc
= @ Design and coding quidelines Document fulfilled by 1 item

Automated test
case generation of

™ C_C++_Coding_Standards_and_Guidelines.pdf \C .
.~/ Requirements-

et e —1| Based Tests and
Test Case Regression P/ F Procedure Value Mame Type Use Regression Analysis RObUStneSS TeStS
1 PASS integer_to_ascii I 123 value u32 Input parameter applied through local ~ Assigned
2 PASS integer_to_ascii I s digits ug Input parameter applied through local ~ Assigned
3 PASS integer_to_ascii I o blanks ud Input parameter applied through local Assigned
4 PASS integer_to_ascii Qo itoa_str{0] <8 Output global Compare + Write
5 PASS integer_to_ascii oo itoa_str[1] =8 Output global Compare + Write
5 PASS integer_to_ascii oo itoa_str[2] 58 Output global Compare + Write
7 PASS integer_to_ascii oo itoa_str[3] s8 Output global Compare + Write
8 PASS integer_to_ascii (ORI itoa_str[4] s8 Output global Compare + Write
g PASS integer._to_ascii (W itoa_str{5] s8 Output global Compare + Write
- Do itoa_str[6] =8 Output global Compare + Write
B) 0 itoa_str[7] =8 Output global Compare + Write
i !
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Target license package IDRA

A TASKING. Company

@ Pre-configured files to use LDRA tools with a
specific compiler and target out of the box

Consistent and professional look and feel
* Fully automated
» Getting Started Tutorial
« Example projects L serevemstvevererere LNl
: =28 S =R Ll
« TBmanager project @) 7 jAVNET
Hundreds of combinations of compiler/target

available

* New configurations can be quickly and easily
created

https://ldra.com/products/target-licence-packages-tlp/#TLP2
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Measuring structural coverage IDRA

A TASKING. Company

Ll LDRA Coverage Pass/Fail flowgraph of procedure : taskPingRun Statement: 86% Branch/Decision: 75% MC/DC: n/fa l =& M a n a e Cove ra e
Graph View QOptions Select Website Links  Help

4 3 Table B.2 7a - Structural test coverage (entry points) 1( o = R
4 Output Artifacts = - — - 4 -
4 ¥ Code coverage report fulfilled by 1 item © ﬁ J u Stlfl Catl O n S a n d
e Cpp_tunnel_lighting_system.frm.htm f vid _ .
4 3 Table B.27b - Structural test coverage (statements) 10( - *in::z_th - d OCU m e ntatl O n
4 Output Artifacts T s
4 X Code coverage report fulfilled by 1 item e
€ Cpp_tunnel_lighting_system.frm.htm [
4 3 TableB.2 7¢ - Structural test coverage (branches) 100 ¢ 5 M a n ag e COVG ra g e
4 OQutput Artifacts foskDeloy (3, :
4 ﬂ Code coverage reportfulfilled byl item =] z:?gféézsjréélkgéseml’mg,5);,‘"’Walt maximum of 5 ticks %/ a Ch Ieved th ro u g h
& Cpp_tunnel_lighting_system.frm.htm !
4 ) TableB.27d - Structural test coverage (conditions, MC jiner == e eXte rna I cove rag =
4 Output Artifacts 5] {}prmt("\nTask Ping has been waiting too long" ) ; .
T e R o analysis
& Cpp_tunnel_lig
Sj"mcr"'“'mm“" I Branch/Decision Covered [ Bt - Branch/Decision Covered - Branch/Decision not Covered
1 result = (a || B) M5
4 @] sldvdemo_cruise_control2.c v = Combined Coverage Run

== Statement Coverage - 100%

W Statement CCW'EFEQE -G Fenducat b DEmELIIAIRARE == Branch/Decision Coverage - 100%

#u Branch Decisicn Coverat A s = Modified Condition / Decision Coverage - 67%
W LCSA) Coverage - Currel , » v s Coent Comeage R S

® Branch Condition Comb : J:* — i i aeconiuliinsal

. Modified Condition/Dec

Full Truth Table for Decision : (A | B) &C
b @ User Globals

sldvdemno cruise contro Index | Conditions m Enccted)| | C/DC independent Palrs Wave .
. ; :::m:u 2l ¥ e https://www.fuiji-
(o~ M v M P, setsu.co.jp/products/LDRA/do-
3 F T F F w R e v a bt .
G ee @ | |l g 178c StructuralCoverageAnalysis.html
O o e A B
5 T T T 1 YES b ............ c. 29
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LDRA

u [ |
Data & control coupling analysis and coverage
A TASKING. Company
Data Coupling (Out from Procedure)
Variable Line Type Coupled To Parameter (Alias) Procedure Line File
LampTypelD mThisLampTypelD 41 Member - const LampTypelD ThisLampTypelD TunnelData::SystemData::GetLampPowerRequired 92 Systemdata.cpp
Float_64 LumensRequired 41 Parameter  --> const Float_64 LumensRequired TunnelData::SystemData::GetLampPowerRequired 92 Systemdata.cpp
Data Coupling (In to Procedure)
Variable Procedure Line File Type Coupled To Parameter (Alias) Line
Float_64 LumensDemand TunnelData::Cell::SetPoweredOutputLevel 159 Cell.cpp f:c:): ool - Float_64 LumensRequired 33
Dynamic Data Flow Coverage for Data Coupling Variables data access not exercised
Variable Name File Procedure ‘:::::on
LumensRequired Lamp.cpp TunnelData:Lamp::SetLumensOutput Parameter Declaration gg
P /3;\
arameter Reference 36<&’41
mThisLampTypelD Lamp.cpp TunnelData:Lamp::SetLumensOutput Member Reference 41
PO A 0T O AR O A | ||||| |||||||| ||| ||||| ||||| "I" |||" ||||| ||||| ||||| "I" |||||| |||| |||| ||||
US011474927B1

R T T N ITE 7 4 stermationat btication sumber
US 2023004879241 WO 2022/256103 Al

https://www.fuji-setsu.co.jp/products/LDRA/resources.htmli#DCCC
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Object code verification

A TASKING. Company

4 (3 6442 Structural Coverage Analysis - Partial
b £ 644.2a - MC/DC, Statement and Branch Coverage - Fuffilled - 20 artifz
@ 6.4.4.2b - Object Code Coverage - Fulfilled - 20 arﬁ'l‘actD
4 Test Case Sequence File fulfilled by 10 items
#] UnitTest_specialoffertcf
%] Scenario_Filling_The_Basket.tcf
%] Scenario_Cancelling_Products.tcf
%] UnitTest_main.tcf
%] UnitTest_cashregistertcf
%] Scenario_Ignoring_Erroneous_Commands.tcf
%] UnitTest_testertcf
#] UnitTest_productdatabase.tcf
%] Scenario_Adding_Products.tef
%] Scenario_Manually_Entering_A Barcode.tcf
4 ¥ Assembler Code Dynamic Review Report fulfilled by 5 items
&| productdatabase 3.dyn.htm

&) main_2.dyn.htm
Standard DO-178C &| specialoffer 4.dyn.htm
& tester 5.dyn.htm
&| cashregister Ldyn.htm
4 M Test Case Regression Report fulfilled by 5 items
@ testerthrhtm
productdatabasethrhtm
specialofferthrhtm

Standard Level A-S[,B- ,C- ,D-

References 6.4.4.2.b

mainthrhtm

e |, = ||

cashregisterthrhtm
b 3 6.44.2c - Data Coupling and Control Coupling - Unfulfilled

https://www.fuji-setsu.co.jp/products/L DRA/resources.htmli#OCV
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Automatic test case generation/robustness & fuzz testing IDRA

A TASKING. Company

Extreme Test | Results Configure View Website Help Automates robustness testing to verify
Run Standard Extreme Test system resilience against unexpected inputs
Run Linear Extreme Test
Run Tabular Extreme Test - and bOU ndaw ValueS.
& X File View
Configure Extreme Test 4 Default
Extreme Test User Data Options * Requirements Testing Configuration | Perfo rms fUZZ testing by injecting malfo rmed
Robustness Testing ConfiguV L
—— Fuzz Testing Configuration data to expose vulnerabilities and bugs.
4 Configuration for Linear Extreme Test O X ) ] ] ]
Boundary Value with Null Pointers Configuration _ e
Contfi sion for Li Ext Test [ Inout Ord Boundary Value without Null Pointers Configurat Test View
DO: Ig:tura onfortinearbxireme fes 1npu < Code Coverage Configuration Test Case RegressionP /F  Procedure ~
efau . . ) ]
Equivalence Testing Configuration " -
C/C++ Requirements Testing TBextreme Con... 2 Cqsto Confi ? g 35 PASS TunnelData:SystemData:Getl
C/C++ Robustness Testing TBextreme Confi... 3 ustom Lonfiguration 36 PASS TunnelData:SystemData:Getl
C/C++ Fuzz Testing TBextreme Configuration 4 User Configuration 1 37 PASS TunnelD ata:SystemData:Getl
C/C++ Boundary Value with Null Pointers TB... 5 User Configuration 2 38 PASS TunnelData;:SystemData:GetE
C/C++ Boundary Value without Null Pointers... 6 User Configuration 3 39 PASS TunnelData:SystemData:SetD
C/C++ Code Coverage TBextreme Configura... 7 User Configuration 4 40 PASS TunnelD ata:SystemData:Getl
C/C++ Equivalence Testing TBextreme Confi... 8 User Configuration 5 41 PASS TunnelD ata::S}rstemD ata GetE
C/C++ Custom TBextreme Configuration 9 User Configuration 6 42 PASS TunnelData:SystemData:GetS
ﬂser Eon:{guratfon ; 1? \ser Configusation 7 43 PASS TunnelData:MountingArea:zNt
ser Configuration ; ; 44 PASS TunnelData:SystemData: =
User Configuration 3 12 User Configuration 8 P
) ) 45 PASS TunnelData:LampType:lnitiali
User Configuration 4 2 Configuration for Standard Extreme Test 46 PASS TunnelData:LampType:GetMz
3::: EE:;;QEEZEE: 2 ::: Conf?guration e 47 PASS TunnelData:LampType:Getii
et e 43 PASS TunnelData:LampType:GetPor
User Configuration 7 16 i - }
User Configuration 8 17 49 PASS TunnelD ata..LampAttr!butes..H
50 PASS TunnelData:LampAttributes:\
C/C++ Fuzz Testing TBextreme Configuration 51 PASS TunnelData:LampAdttributes;C
52 PASS TunnelData:LampAttributes:A
oK Cancel Help 53 PASS TunnelData:SystemData:: =
54 PASS TunnelData:Lamp:initialiseLar

55 PASS TunnelData:zLamp:SetLumens! 32



Timing analysis including WCET

Distribution of times

Measured

Possible

Execution time

Timing Summary

Number of Tests

Best-Case Execution Time
Worst-Case Execution Time
Minimal Observed Execution Time
Maximal Observed Execution Time

Mean Observed Execution Time

100

57321953.100000
338863903.400000

63691059 - Test Case 1 (Rep 1)
308058094 - Test Case 1 (Rep 2)
115596348

https://www.fuji-setsu.co.jp/products/L DRA/resources.htmIi#WCET

Distribution of times

Measured
Possible

Execution time

Timing Summary

Number of Tests

Best-Case Execution Time
Worst-Case Execution Time
Minimal Observed Execution Time
Maximal Observed Execution Time

Mean Observed Execution Time

100

59658020.100000
495044356.400000

66286689 - Test Case 1 (Rep 63)
450040324 - Test Case 1 (Rep 38)
228836793

LDRA

A TASKING. Company

Run many
unit/Integration test
cycles

Generate
interference across
shared resources

Visualize the
distribution of
execution times
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Parallel security and safety objectives compliance IDRA

A TASKING. Company

Static analysis can be used to satisfy code review objectives for both safety and
security in parallel

Dynamic analysis such as structural coverage, robustness testing, data coupling
analysis, and WCET measurements can also satisfy objectives for safety and
security

v 9 .
* % Local or member denominator not checked before use. 3 Rule 127D CWE-3.4 129,369
# Local or member denominator not checked before use. : SirenSpacing Rule 127D CWE-3.4 129,369
# Local or member denominator not checked before use. : SirenSpacing Rule 127D CWE-3.4 129,369
# Local or member denominator not checked before use. : ExitSignSpacing Rule 127D CWE-3.4 129,369
X .
» <& Remainder of % op could be negative. 4 Document 5845 MISRA C:2023 D.1.1
¥ 4% Local or member denominator not checked before use. 3 Required 127D MISRA C:2023 D.4.1.D.4.14
» % No brackets to thenfelse. (analysed w. MISRA-C++:2008) 4 Reguired 125 MISRA C:2023 R.15.6

w | Mnkain can
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Certification reporting

A TASKING. Company

> @@ 1SO 26262 Compliance
> @@ Standards Model Compliance Section: 8 - Software unit design and implementation +/-
> W HIS Metrics Table | Description Methods AsiL Compliance
> @ Unit/Module Tests A & P 5
> @@ Code Coverage
> W@ Function Coverage 6 Design principles for software unit design and implementation | 1a | One entry and one exit point in sub-programmes and functions ++ ++ ++ ++ Pass
. . > W@ Call Coverage 1b | Nodynamic objects or variables, or else online test during their creation | + ++ ++ ++ Fail
P l l b I I S h Ea n Ea I S I S Ea n d > B MC/DCTestCase Plaiier 1c | Initialization of variables + -+ P ++ Fail
1d | Nomultiple use of variable names ++ ++ 4 ++ Fail
1e | Avoid global variables or else justify their usage + + 4+ ++ Pass
. 1f | Restricted use of pointers + ++ ++ ++ Fail
est results as indexe = =B

LDRA

> @@ 150 26262 Compliance E
re O S > W Standards Model Compliance LDRA tool suite Function Coverage Overview Report
> @@ HIS Metrics System Set: Cpp_tunnel_lighting_system

> @@ Unit/Module Tests 150 26262 ASILD
> @@ Code Coverage

Function Coverage

B Cellcpp

B Dataincpp 90% 5 47 Functions Covered
B Lamp.cop 52 Total Functions
Bi Lampmodel.cpp Function Coverage Functions Not Covered

Reports fulfill safety oz

Bi Systemdatacpop

-y Files
n E zunne .cpp
‘one.cpp N —
show[All v Jentries Search:
a S e I t ok s
I | C u I > BB MC/DC Test Case Planner e Fiinctions Coverad Z‘:‘!‘r‘;'“"“ Total Functions Function Coverage

Cellepp 6 2 8

standards objectives -

Lampcop ¢ 0 6 o ]

Lampmodel.cpp 6 o 6



calable software certification

Efficiently manage large
sets of software
certification artifacts

Leverage LDRA's proven
analysis capabilities

A TASKING. Company

O 8 ubuntutest-latitu

0.ldravault.com:9885/project/overview?id=13

B 1% ¢ ®

Project
ValGrind
Files
Overview Uploads Reports

Project Overview

27 Components

95 Files

29 Sequences

51 Report Uploads

Latest Upload : 28-Feb-2024 16:21

Component

Cachegrind-amd64-Linux

Calgrind-amde4-linux

73910

12%

‘Code Coverage Trend

[ statement Coverage [ BranchiDecision Coverage "] MC/DC Coverage

Violations Statament
Coverage
Snapshots Trends Users History

Files i Branch/Decision
4 3842 (+457) B s%es B e
14 406 (-66) n/a n/a

1 o | o%ee § sxen
4% 3378 n/a n/a
(<] nla n/a n/a

o n/a nfa n/a
(¢} n/a n/a n/a

1 45 n/a nla

mc/pc

| &%

nfa

n/a

nfa

9%

Branch/Decision

Coverage

TC Total

84 (+37)

nfa

n/a

n/a

n/a

TC Passing

77 (+33)

na

n/a

n/a

n/a

nfa

Uploads

McC/DC
Coverage

3% 25%

Function
Coverage

ValGrind

Valgrind is a framework for building dynamic ana)
tools. There are Valgrind tools that can automatic]
detect many memory management and threadi
and profile your programs in detail. You can also
Valgrind to build new tools. The Valigrind distribu
currently includes six production-quality tools: a
error detector, two thread error detectors, a cachg
branch-prediction profiler, a call-graph generatin
abd branch-prediction profiler, and a heap profile]
includes three experimental tools: a heap/stack/g|
array overrun detector, a different kind of heap prf
and a SimPoint basic block vector generator, Valg
closely tied to details of the CPU, operating syster]
a lesser extent, compiler and basic C libraries. Thi
it difficult to make it portable. Nonetheless, it is &
for the following platforms:

Edit Description

Project Options

Create Component

(Lo comporert ]
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CI/CD and DevSecOps IDRA

Coding Standards Compliance w

Code Quality Analysis

A TASKING. Company

https://www.fuji-

Taint/Vulnerability Analysis
Data & Control Flow Analysis
Software Quality Reporting

Target Testing

Robustness Testing/Fuzzing
Requirements-Based Testing
Timing Analysis

Structural Coverage Analysis
Source/Object Code Coverage

Function Coverage & Call Coverage

Dynamic Data Flow & Control Flow
Coverage

<

setsu.co.jp/products/
LDRA/AASF2025

Requirements Traceability

Process Objectives Compliance

Certification Artifact Management
Configuration Management/Change Management
Change Impact Analysis

Test Management

+ Tool Qualification
* Industry Standards Compliance

- Software Verification Reporting / Reporting

Certification & Regulatory Support}
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Product: Software Tool for Safety Related Development
Model(s): LDRA tool suite B -
LDRArules Certified product(s) LDRA 100l sute m T
LDRAcover i LDRAunit ——
LDRAunit LORAuise
LDRAlite
LDRAlite
. The centified toals fulfills the requirements for support toals i . H3d a3 st
Parameters: classified T2 according to IEC 61508-3 and EN 50128. The tools Version 10.0.3 and 10.1.0 m i ErF 2o
are qualified to be used in safety-related software development o
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cartification mark shown above can be affixed on the product. It is not permitied to alter the «  IEC 0880 for category A functions
certification mark in any way. In addition the cartification holder must not transfer the cerfificate to
third parties. This certificate \s valid until the listed date, unless it is cancelled earlier. All applicable
requirements of the Testing, Ci and ions of TOV SUD Group
have lo be complied. For delails see: www tuvsud_com/ps-cert
Test report no.: LWES043C NS wvenn reqasrer 4 5a Vo vt e\t e bern 15 T s
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Valid until: 2028-04-18

Certification Body
Date, 2024-04-23 for Functional Safety & Munich, Mar 08, 2023
! . Cyber Security

{ Christian Dirmeier ) I e 0 s ostnts Sobons §
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TOV 50D Product Service GmbH + Centification Body + Ridierstrae 65 « 80339 Munich + Germany
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Conclusion IDRAI
A TASKING. Company

Challenges of certifying next-generation

automotive software
= Rapid evolution of SDV technology
= Safety and security concerns '
= Growth in software content, including safety and
security functions

Overcoming the challenges with LDRA

= Flexible and scalable proven in use solutions

= Designed to meet the highest safety and security
standards

= Supports DevSecOps and continuous integration
platforms
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