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Mark Pitchford has over 30 years’ experience in software
development for engineering applications. He has worked on
many significant industrial and commercial projects in
development and management, both in the UK and
internationally. Since 2001, he has worked with development
teams looking to achieve compliant software development
in safety- and security-critical environments, working with
standards such as DO-178, IEC 61508, IS0 26262, IIRA, and
RAMI 4.0. Mark earned his Bachelor of Science degree at
Trent University, Nottingham, and he has been a Chartered
Engineer for over 20 years. He now works as Technical
Specialist with LDRA Software Technology.
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ASIL
Methods
A B C D

1a Requirement-based test ++ ++ +4+ +4
1b Interface test ++ ++ ++ ++
1c Fault injection test + + ++ ++
1d Resource usage test ++ ++ ++ ++
1e Back-to-back test between code and model, if + + ++ ++

applicable
1f Verification of the control flow and data flow + + ++ +4+
1g Static code analysis + +4 +4+ +4+
1h Static code analysis based on abstract ++ ++ ++ ++

interpretation
"++" The method is highly recommended for this ASIL.
“+" The method is recommended for this ASIL.
“0" The method has no recommendation for or against its usage for this ASIL.
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Impact rating Severe Major Moderate ANegligibIe
Damage category
Safony tSh?e:t';img Sz Sovara and NS e cont i
Criteria used by A x 3 ;2
ISO/SAE 21434 are taken from |injuries, fatal threa.tenlng s moderate injuries =i=Ho nunos
ISO 26262-3:2018 iniuri (survival probable)
juries
Catastrophic Substantial Inconvenient No effect,
: S consequences consequences consequences, |negligible
Financial impact 1 ) . 4
which might not be |which can be overcome with consequences
overcome overcome. limited resources |or is irrelevant
Loss or impairment |Loss or impairment | Partial No perceivable
Operational of a core vehicle |of an important degradation of a |impairment of a
function vehicle function. vehicle function. |vehicle function
Significant or even ; : Inconvenient Negligible
: . ES Serious impact to
Privacy irreversible impact consequences to |consequences
the road user
to the road user the road user to the road user
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ASIL
A B C D
Methods
ISO/SAE 21434 risk value
Low Moderate High Very high

1a Requirement-based test ++ ++ ++ ++
1b Interface test ++ ++ ++ ++
1c Fault injection test + + ++ +4+
1d Resource usage test ++ ++ ++ ++
1e Back-to-back test between code and model, if + + ++ ++

applicable
1f Verification of the control flow and data flow + + ++ ++
1g Static code analysis + ++ ++ +4+
1h Static code analysis based on abstract ++ ++ ++ ++

interpretation
"++" The method is highly recommended for this ASIL.
“+" The method is recommended for this ASIL.
“0" The method has no recommendation for or against its usage for this ASIL.
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