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Security & Safety [TDUVT LDRA I
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http://mww.wired.com/2015/07/hackers-remotely-kill-jeep-highway/
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Hack attack causes 'massive damage' at
steel works

Hackers are alleged to have
destroyed a pump used to pipe
water to thousands of homes in a
US city in lllinois.
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Hackers with access to the utility's
network are thought to have broken
the pump by turning it on and off
quickly.

The FBI and Department for
Homeland Security (DHS) are The alleged attack was made on a system
investigating the incident as details that piped clean water to homes in lllinois
emerge of what could be a separate
second attack.

http://www.bbc.co.uk/news/technology-15817335

= — ‘ z https://www.wired.com/2016/11/sf
‘1 0 ANG AR 1 "w s.-tlransit-hack—couldve—wav-worse—
l\F b TRJv\Nl'\”: "1\1“* COI LD \'E \ Cities-must-prepare/ http://www.bbc.co.uk/news/technology-30575104
BEEN WAY WORSE—AND CITIES

MUST PREPARE 7253
= SLIE R Pacemaker hacker says worm could possibly

I - \]
commit mass murder .
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it seems like something is very wrong with the picture when you read the ~——  MORELIKETHIS ——

news and it sounds more like a science fiction novel than a newsflash, For

Pacemaker hack can dellver deadly 830-volt

http://www.computerworld.com/article/2473402/cybercrime-hacking/pacemaker-
hacker-says-worm-could-possibly--commit-mass-murder-.html#tk.drr_mlt 3
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Internet of Things and Services LDRA I
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https://www.informationweek.com/government/leadership/internet-of-things-8-cost-cutting-ideas-for-government/d/d-id/1113459
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The Swiss Cheese model... [ DRA I
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Separation Technologies are just

one slice of “Swiss Cheese”!
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Code Reviews
— Secure Coding
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Common Weakness Enumeration -

CWE™

= H B R A T—&  hitpsscwe.mitre.org/

National Institute of Security Technology®HEICL D&, V7 b7 2 T DOREHEDLI% L7 O
JI7IVIII—ICA¥XT S, CWEZOY 7 M. V7 T2 T7ORME LY RCEREL
ZORMEERTE. BIE. BHIET27-00BEEY —ILEERT 5222 BNET S, CWEDH
fesatE ) X bld. KEETZE2REEOERY A N—tF 1 74 PP ERTCEETSZ Y 7 H
VI TR A Z T F 7 O—IRE L TR E LB,

BB Z A 7—ECWEHBEE https://www.ipa.go.jp/security/vuln/CWE.html

699 - Development Concepts
—» @ Location - (1)

—= & Motivation/Inten! 3 9@ - Research Concepts

r%z]/

—= VI Resource-specific | o @ Coding Standards Violation - (710)
—+ W weaknesses Intr —= @ Hidden Functionality - (e12)

—. [Vl Weaknesses Intr

| VI Weaknesses'in'd —= O Imp.roper Fulfillment of API Fontrac Detectable
—= [@ OWASP Top Te —= @ Indicator of Poor Code Quality - (2 iolati
—+ [@ OWASP Top T¢ —= U Dead Code - (561) violation
—= [@ OWASP Top T¢ —. U Empty Synchronized BI (585)
e g:mvfooer :: —. ® NULL Pointer Dereference - (- |~ © Improper Access of Indexable Resource ('‘Range Error') - (118)
I @ I:Zzz R . ® Omitted Break Statement in |—= © Improper Check or Handling of Exceptional Conditions - (703)
. @ Improper Nq . @ Return of Stack Variable Add |—= © Improper Control of a Resource Through its Lifetime - (664)
— . @ XML Injectic —. U Struts: Unused Validation Fo |—® @ Improper Enforcement of Message or Data Structure - (70‘77
—+ [@ OWASP Top T —. O Struts: Validator Without Foi |2 © Incorrect Calculation - (652) Statically
s @ OWASP Top Te . @ Sislcis. Commt- (5 —. O Divide By Zero - (369)  =———— . Detectable
—= [@ OWASP Top Te _. @ Unused Variable - (563) —- @ Incorrect Calculation of Buffer Size - (131) L Violation
—= [@ OWASP Top T leee 1@ . " i ]
_: OWASP ng T: | @ sa et BliRcEen kR ThesTsE 3 Incorrect Calculation 9f Multi-Byte String Length - (135)
s [ OWASP Top T¢ —. O Use of Hard-coded, Security- — - - Incorrect Pointer Scaling - (468)
—= [@ OWASP Top Te —. @ Use of Obsolete Functions - —+ O Integer Overflow or Wraparound - (1¢0)
s @ Use of Potentially Dangerous —. O Integer Underflow (Wrap or Wraparound) - (161)
® rai s 1y ‘ —. © Off-by-one Error - (193)
2 SRRILE: O NERITCt, X Ra0Ed —. © Use of Pointer Subtraction to Determine Size - (469)
—. @ Use of Inherently Dangerous Ft | | @, ¢ oo oy . o
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Response Team/Coordination
Center) [Z& Y 226

= CERT's Top 10 Secure Coding Practices
IPAOtX217-TOT 5V JRE (P12-) | Secure Coding Standard.
https://www.ipa.go.jp/files/000059838.pdf " e
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MISRA C:2012 /AMD1/ADD2 LDRA I

MISRA C:2012 Addendum 2 A
ISO/IEC TS 17961:2013 D ICtXaF7a—TFT4 >4 Izxt9
AMISRAC:2012D A/ Ly ¥ )

4

x46 M C Secure)L—IL®D ENHMISRA C:20120H A K5 A
S ORRTHHNERT

J
MISRA C:2012 Amendment 1 A
ISOCEXa7hHA KRSA~ADANNLYDFRIET S
14NFHLLNCaA—T s 5 IL—)L ,
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https://www.fuji-setsu.co.ip/files/IMISRA C 2012 AMD1.pdf
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IPA ESCR [ DRA I
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El Available Results [ uODde Rewview : demo_set : G — SEC-Cv3 Model B

Results Yiew

Number Viola Level of Viola Phase Code  Standard Code
v [y demo_set
v 1 demol.c
# Global variable should be declared const. : result Mandatory 78D SEC-Cv3 M1.11.1,M1.11.3
+ Variable should be declared static. : result Mandatory 2iD SEC-CvimM2.22
+ Basic type declaration used. : unsigned int result (analysed w. MISRA-... Mandatory 90 S SEC-Cv3 P2.1.3
+ Macro not used in translation unit. : FILE Mandatory 628 S5 SEC-Cv3 M1.1.1
+ #define of keyword. (analysed w. MISRA-C:2012) Mandatory 626 S SEC-Cv3 M1.8.2
+ Included file not protected with #define. Mandatory 243 S SEC-Cv3 M4.4.6
v [y Header Files
v [ demotlh
» #% Macro parameter not in brackets. 2 Mandatory 78S SEC-Cv3 M4.7.1
» #% Macro contains unacceptable items. 2 Mandatory 795 SEC-Cv3 M1.8.2
+ Basic type declaration used. : unsigned int (analysed w. MISRA-... Mandatory 90s SEC-Cv3 P2.1.3
# Macro not used in translation unit. : MYADD Mandatory 628 S SEC-Cv3 M1.1.1
+ Macro replacement list needs parentheses. Mandatory 775 SEC-Cv3 M4.7.1
> % Use of function like macro. 4 Optional 340 S SEC-Cv3 E1.1.1,M5.1.3
v & preferred_cube
+ Procedure should be declared static. : preferred_cube Mandatory 61D SEC-CviM2.23
¥ & preproc_ex
> % Local variable should be declared const. 6 Mandatory 93D SEC-Cv3 M1.11.1,M1.11.3
» +% Global denominator not checked within this procedure. 3 Mandatory 131D SEC-Cv3 R3.2.1
+ Procedure should be declared static. : preproc_ex Mandatory 61D SEC-CviM2.23
+ Function return value potentially unused. : sa Mandatory 91D SEC-Cv3R3.3.1
+ DU anomaly dead code, var value is unused on all paths. : sa Mandatory 105D SEC-Cv3 M1.1.1,X1x
# DU anomaly, variable value is not used. : sa Mandatory 70D SEC-Cv3 M1.1.1,X1.x
+ Local or member denominator not checked before use. : preferred... Mandatory 127D SEC-Cv3R3.21
+ Comment possibly contains code. Mandatory 3025 SEC-Cv3 M1.1.2
+ Function call with no prior declaration. : square Mandatory 496 5 SEC-Cv3 M4.43R283



Coding Standards Models LDRA I

|4 LDRA Report File Editor 9.7.0 @ 2017 LDRA Ltd - C:¥LDRA_Toolsuite¥c¥creport.dat = |[=] g
File Edit View Help
| Static | Complexity I DCiata Flow | Cross Ref | Info Flow | Clual Report | Clualsys | LCEAJ | Hungarian MNotation I User Def | Section 3 I Section 4 I POTMCSFWA |
Rule Default Description CERT-C CERT-C CWE MISRA-C MISRA-C MISRA-C SEC-Cvl SEC-Cv2 | sect A
Number Strength 2014 2012/ADD2  2012/AMD1 2012/AMD1/ADDZ2
64 M Array bound exceeded at call.
65 M continue in ill-formed loop (MR). 0 O o & O O O [ I
66 M Insufficient array space at call. [ Cl
67 M Identifier is typographically ambiguous. [ [ [
| LDRA Report File Editor 9.7.0 © 2017 LDRA Ltd - C:¥LDRA_Toolsuite¥c¥creport.dat
File Edit View Help
Static | Complexity | Data Flow | Cross Ref | Info Flow | Gual Report | Qualsys | LCSAJ | Hungarian Notation | User Def
Rule Default Description CERT-C CERT-C CWE MISRA-C MISRA-C -
Number Strength 2014 2012/ADD2  2012/A
0 U EALEIT TUC T TONTNa teu TCIuue e, T - L ] = a
47 M Array bound exceeded.
] 48 M No default case in switch statement.
E 49 M Logical conjunctions need brackets. |
— 50 M Use of shift operator on signed type. |
o] LDRA Report File Editor 9.7.0 © 2017 L = |[=] g
File Edit View Help
Data Flow _-gilec ARN | (N Qual Report | Qualsys | LGSAJ | Hungarian MNotation | User Def | Section3 | Section4 | PDTMCSFvA |
Rule Description cerT-c CERTC g MBRAC - MISRAC MISRA-C SEC-Cv1 SEC-Ov2 secur
Number Str 2014 2012/ADD2 2012/AMD1 2012/AMD1/ADD2
ointer returned in function result.
gl 43 M Divide by zero found.
9 45 M Pointer not checked for null before use. E
47 M Unused inspect annotation. [ | O] ] 1 ] ] ] 1
48 M Attempt to write to unopened file. O I 1
49 M File pointer not closed on exit. I 1
50 M Memory not freed after last reference. O O L
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View Code Review @ TBvision M

View Code Review by Violations

View Filtered Code Review Security Module Level 1 Level 2 Level 3
‘Security i Low Medium High

View Quality Qualification

e DO

View Fault Qualification

Security Gualification : demo_set [EJ ‘
G IView Security Qualification

[ | View Memory Qualification Number Deflecter Security Qualification Status
4  fio_get
View Quality Review & Global pointer not checked within this procedure. : filenamel High
4 y fio_set
& File pointer not checked for null before use. : fwptr High
& Global pointer not checked within this procedure. : filename2 High
& Use of sizeof on an array parameter. High
& Array index not unsigned. High
4 § demo2_main
& Array bound exceeded. : top_array[ *]; accessed=27, range=0-26 High
& Use of banned function, type or variable. : malloc High

& Pointer not checked for null before use. : ptr High
4 ] demo3.c
v set_value
«, initialise
~. get_port
4 § update_value
& Procedure contains UR data flow anomalies.
& Procedure contains UR data flow anomalies. : tolerance
& Incorrect array index validation. : pv
4 g finale
& Use of banned function, type or variable.
» & Pointer not checked for null before use. 2
& free called on variable with no allocated space. : ul6a_ptr
& Free called twice on same variable. : sptr

19



Code Reviews
— Keep it simple

— Use effective
guality assurance
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Results View

Quality Review : Mingw_c_cashregister [£J

4 1 Mingw_c_cashregister
4 | ] Testerc

Iy Clarity

4 Maintainability

I[y Testability

1 Metric Groupings

¢ goodbye

> Iy Clarity

b 4 Maintainzbility

> I[§ Testability

I» 3 Metric Groupings

& randomShopping

4 [y Clarity
{d Depth of Loop Nesting
{4 Average Length of Basic Blocks
[4 Code Comments/Exe. Lines
[4 Declaration Comments/Exe. Lines

AT T VT T

[

Value Lower Limit  Upper Limit

64% Metrics Successful = Metrics fOI' an R
90% Metrics Successful entire file ’
93% Metrics Successful

50% Metrics Successful

100% Metrics Successful ~ Metrics for a
100% Metrics Successful single function
40% Metrics Successful

1 0 2

3.57% 1% 6%

0 (Fail) 5 200

0: (Fail) 1 100

LDRA |

4 oy  AIERTE 100% |

[d Expansion Factor 1.3%
l] Executable ref. Lines 147
( Depth of Loop MNesting 1

[J Total LCSALs 46
T Unique Operands 105

l] Average Length of Basic Blocks 4.033%

a [ Mamtalnaﬂlltpj-j' ‘/zﬁlﬂﬂ%]

LI Mumber of Procedures
lj Unreachable Branches
l] Unreachable Lines

[1 Maximum LCSA) Density
[J Unreachable LCSAs

[ Total LCSAJs 46
( Viocabulary 119
( Cyclomatic Complexity

l] Knots

l_] Essentlal Cyclomatic Complexity

L= S R = |

= e

4 [ Testbity T R MR

St 100 |

l] Fan Qut 7
[d FileFanin 0
l] Mumber of Procedures 7
[l Procedure Exit Points i1
[1 Mumber of Loops 5
l] Unreachable Branches 0
l] Unreachable Lines 0
[ Maximum LCSA) Density 4
[ Unreachable LCSAJs 0
[J Total LCSAJs 46
[1 Total Operands 286
l] Murmber of Basic Blocks 36
u Executable reformatted Lines 145
( Cyclomatic Complexity 9
l] Knots 23
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File Explorer

4 {0y Mingw_c ¢ 3
> | Testerc ~ System Callgraph )
> ] Specialo - —

[ System View Statc Taligoph of set - Mingw @ cacvegcier

[P View Optam Ceipee HuNgM Focn Websaelinks e
msEpea e ee 2a@lem 4 -

'a.---s-:m L lf
riwlo'u-ncm -l
. _goedbye

oProdit
4 A

Do

e }
Producttataban_gedcerfirCountsd
MdomEopping
ertb Froduct
Codhraguiter snd
o
ot
Cochuwginter cancet
Cathregriter bavtode
Terter_sheow ‘

countPrcdurts
Textnr_pare
getchan
Cashrngarter code .
generanetickat ‘

Producdetatase_QeP rodt
Cavhregnter_stant
endierson

:
i

System Callgraph B#EI O EE R Z AR 1L

countProducts

Productdatabase_getCountedProduct iProductdatabase_resetCountedProducts

i  Tester |
s Specia
@ startS
- Cashrs
& main
& countf

FY  Control Coupling Graph
L'E ~ Extended Control Coupling Graph)

Highlight Parents
Highlight Ancestors
Highlight Children
Highlight Descendents

ES  Exclude System Calls

random

Cashregister_end

Restore Original Graph

Shopping

e

Productdatabase_getSpedificCountedProduct [l Specialoffer_getPrice

o |

Extended Control Coupling Graph 4 EB#IZ 7+ —H X
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ES Procedure Calls
B i — N A J— H H
~ — i s Tester_parse :
g D O) D J ,/ — - generateTicket I Tester_parse: Socurce
= N S A — —  Specialoffer_getPricd -] Interface Informatio
E%é ; é : I\ T.'Eigj %l / \4 7 4 I\ ﬁ/ N\ s Productdatabase_ge B
 countProducts = Procedure Code
i Productdatabase_ge =]  Annotated Procedu
) a randemShopping =]  Annotated File Cod:
L LDRA Static flowgraph of procedure : Tester_parse; V(G)=16; Knots=92; Ess V(G)=1; E Knots=0  addProduct ‘ 2|
Cashregist I| 5] ViewMCDC Test Ca——
Graph View Options Select Websitelinks Help : = 'egL' :t;-cad“:t =
- removelastProdu
= BEERE BE B:IQ Q Q & a9 w Productdatabase_re: View Quality Review
o e : ™ Product-:?atabase_ge #  Highlight T e
i startSession ——
u identifyProduct ('E ' Flowgraph =
{ - - —
if
B
(
aChar>="0"
) £
o e— |
TS 3
{
Cashregister_key ( =
= ( const LDRA_uint32_t ) aChar - ( const LDRA_uil
}
else
{
switch (
= aChar
)
{
case'b':
= Cashregister_code () ;
break ;
case'n':
= Cashregister_barcode (12345U) ;
break;
case'l':
= Cashregister_barcode (12346U ) ;
break ; Y-
<[5 T | »
B Diamond - Node has Procedure Calls | Circle - Node has no Procedure Calls
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Static Callgraph — Ty Fa—FK

i A’
L4 System View: Static Callgraph of set : Eclipse_C_Compression E‘Eu
Eile View Options Configure Highlight Focus Website Links Help

EREBRER Be aa@om &=

 Unknown'”
This function is not
invoked from any other
function and could
possibly be dead code

main filePrintBinary-

outputBits

findMextMode

=

replaceMode

- Mormal Procedure - Systermn - Unresolved - Func. Pointer
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Test Coverage
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= Entry points coverage
= Statement coverage
= Branch decision coverage

= Modified Condition /
Decision Coverage (MC/DC)

= Data coupling and control
coupling coverage

= Object code coverage

= Linear Code Sequence And
Jump coverage (LCSAJ)
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CWE-912 [En f-#45E

\ =
Common Weakness Enumeration
4 Community-Develaped List of Software Weakness Tvpes

Home > CWE List > CWE- Todividual Dictiorary Defimtion (2.11)

10 Lookup: I '~

CWE-912: Hidden Functionality
st s 12 T EREEE. U —Y 3 D OREE £
L — mEt, BELI#EEZBERLSEMrEL
¥ Description
iotion &

The software contains functionality that is not documented, not part of the specification, and not accessible through an interface or command sequence that is obvious to the
software's users or administrators.

Extended Description

Hidden functionality can take many forms, such as intentionally malicious code, "Easter Eggs” that contain extraneous functionality such as games, developer-friendly shortcuts
that reduce maintenance or support costs such as hard-coded accounts, etc. From a security perspective, even when the functionality is not intentionally malicious or damaging,
it can increase the software's attack surface and expose additional weaknesses beyond what is aiready exposed by the intended functionality. Even if it is not easily accessible,

the hidden functionality could be useful for attacks that modify the control flow of the application.
Scope Effect

Other Technical Impact: Varies by context; Aler execution logic
Integrity

¥ Potential Mitigations

Bhase; Installation

Always verify the integrity of the software that is being installed.

Phase: Testing

Conduct a code coverage analysis using live testing, then closely inspect any code that is not covered.

Slatus: Incotrgiete

;gture Tvpc”m Name J)("\T%& L,'t\ *ﬁﬁﬂ:j]l\l/‘yyl:; (,)s %.’fﬁ-énfl’\@b\\j_xj_ | -
Chidof @ 505 Inte FEEHET A EICE>TREINEEZTREUEDHIIENTEDS 629

Childof @ 710

ParentOf @ 506 Embedded Manciouswooe 1000
ParentOf @ 514 Covert Channel 1000 v
n125% -

https://cwe.mitre.org/data/definitions/912.html
http://jvndb.jvn.jp/ja/contents/2015/JVNDB-2015-006032.html
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Importance of Structural Coverage JEB),[4a\
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CERT’s Top 10 Secure Coding

Practices
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Top 10 Secure Coding Practices
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/

© @ Procedure VG ’

A# Set VG W

/¥ 5v5 0006 - ounter B accepts a reset sigf | |

L% REQ.0005, Counter Reset Behaviour /[
L% REQ 0006 Initizhsation of Counters { /
.:"; REQ 0008 Controlfer Termination Process / /
¥ SY5.0009 - Counter 8 produces an output / ,#

i High Level R equirement Model EIemont/Low Level
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[ |
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| r
/ /’ Procedure
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[ J ert_main.c
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v C ounterTypeA_Init
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i SYS_000S, - Counter A accey
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ation Process
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Automated Bi-Directional Traceability

Software High-Level

System Requirements

Redationships
{0) Theee-Level Requirements to Mappings @ | 0

Requirements

>/~ select | None */ (13) Requirements 1 <> - Seisct|None * (34) Requirements 2

IWSYS_0010, Display . (2 Notes) TSNHLE 0010, Starting display software, (1 Note) -

ED 0020, Initialisation and configuration i ! & HLR ut option photometer nominal ran._

30, Output Calculation | (1 Note) & HLR_0030, Inpu photomater input out ...
Photorneter, (1 Note) I¥ HLR_0D40, Input options e E

B D SOED desnesh

paning no...

Software Low-Level
Requirements

<iol- seact Nove. =/ (58) Roa 3 lelal- et /None = (47) Mappings

(1% LLR 0020, Initiakise Cell | |+ Bool TunnelDats: Dstain: GetOata(TunnelOata:
|1¥ LLR_0030, Set Emergency = |+ Foat 64 Tunnel

18 LLR_D040, Set Po (1 Note) || |« Float_64 TunnelData-Lamp:GetMaximum

:: S 15 SYS_0010, Display , (2 Notes) -2 Notes)

?m sys;ooao: = SYS_0020, Initialisation and conﬁguration giosk)

5 Sys.0090. 1 & SYS_0030, Output Calculation , (1 Note) e

™ 5Y5.0110, 15 SYS_0040, Photometer, (1 Note) hiade

| : ::z-ggg- | [R SYS_0050, Cleanliness factor e

~ | R SYS_0060, Lighting control unit , (1 Note) beid Gateuk.. e

& SYS_0070, Luminaries v

The Tormel et ¥ SYS_0080, Sirens and Signs, (1 Note) P

et o ao] B8 SYS_0090, Failed Power Supply thaderdidtd
N SYS_0100, Lighting Adjustment iy

R SYS_0110, Lamp output units
& SYS_0120, Lamp sizes , (1 Note)
M SYS_0130, Required luminance at ground level

Requirement Body

1% LLR_0050, mens(t
% 118 006, cet] ¥ Bool TunnelData:Cell:nitialiseCell(const Sint 32 Lu... fumium._
(18 LLR 0070, Get 5 R furnLum...
Biin oo ol Bool TunnelData::Dataln::GetData(TunnelData::Tun... ey
% 1R 0030, et v Float_64 TunnelData::Cell:CalculateCellOutput(Floa... bnaim.
{: u“tg:ﬁ ¢ Float_64 Ttb\elData::Lamp::GetMaximumI.umensO: gmm
1% 1R 0120, Inied ¥ Float_64 TunnelData:Lamp::GetMinimumbumens(); lequiredr..
; t:i:g::g: :: ¢ Float_64 TunnelData:LampType:GetMaximumLum... :::’:
> v Float_64 TunnelData:LampType:GetMinimumbLum... [PoweR.

ppacing()

acalsanenad ¥ Float_64 TunnelData::SystemData::GetEmergencyL....

maximum kimens)
and zero for the of

v Float_64 TunnelData::SystemData:GetLampMaxim...
v Float_64 TunnelData::SystemData:GetLampMinim...
¢ Float_64 TunnelData::SystemData::GetSoilingFacto...
¢ Sint_32 TunnelData:LampType:GetPowerRequired(...
¢ Sint_32 TunnelData::SystemData::GetDaysBetween...
v Sint_32 TunnelData::SystemData::GetExitSignSpadi...
v Sint_32 TunnelData::SystemData::GetLampPowerR...
« Sint_32 TunnelData::SystemData:GetSirenSpacing();

The Tunnel Lighting system shall be configurable via an
external file and take into account tunnel dimensions, zones,
spacing for signs ,and efficiency factor

¢ Sint_32 main();
v TunnelData:Cell::Cell();

esfint h, .
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- B HMERBI /AT, RITEEE SR b =
= B{KT X k (Unit/low-level testing)
s TRAMN—FRR, RE T, FO—NILEELHEDBHERK
= BEMTIANDIODTA N T—XBEIERK

s F—A 70— 32 O—)L7O—0NE - BRI e
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