LDRA

AUTOSAR and the LDRA tool suite®

A more complete solution

AUTOSAR Classic Platform, Adaptive Platform Z;EHT 2L X TL®D

HEER £ RIE 1SO 26262 ~DEMEE D XS ICTIETEDIMNDWNTREBNLET,

www.ldra.com

© LDRA Ltd. This document is property of LDRA Ltd. Its contents cannot be reproduced, disclosed or utilised without company approval.



EP/N

B R oottt ettt ettt o1ttt ettt a1t et e ettt et et et oAt et e st et eat et et es s et et ete et eatete b ensete b eas et et ete et ensereanas 3
AUTOSAR & ISO26262 ...ttt ettt ettt ettt e e te e e e aeeeetaeesteeeeaaeeebeeeebeeeesseeesseeeareeensneeaas 4
AUTOSAR Classic Platform & BIER ....ooioieierieteeieeteeteeteetee ettt ettt ettt et ve v v v et eve v eteeveereeaeenea 5
AUTOSAR Classic Platform T EZE. ...ttt ettt 6
AUTOSAR Classic Platform @7 77U 77—/ 3 VBT (oot 6
AUTOSAR Classic Platform & ISO 26262, % L T LDRA t00l SUIte...ccoeveririiieieececececece 8
V7 b7 z7azy bDFREFEEE (IS0 26262-6:2011 SECtion 8) .ocveveeeeveeceeeeeeceeeeeeeeee e 8
V7 b 7EETR N (ISO 26262-6:2011 section 9) LY 7 bz 7HEEET X b (SO
26262-6:2011 SECHION 10) woiviieiieieeieeeeeieeeeee ettt ettt ettt ettt et ettt ettt ae e eteeaeereereereeneenean 11
AUTOSAR Adaptive Platform @ ZE T 2 IR ANDRBID «veveeeeeeeeieieeieeeeese e 14
AUTOSAR Adaptive Platform TOFEZE ... 14
POSIX ZEHL ...ttt ettt e e e ae e eae e etaeeateeetteeaaeeaeeeateeateeteeeaeeeateereeeaeeenns 16
AUTOSAR CH+ T =T A Y T H A R T A e 17
AUTOSAR CH4 EMIDEEEE ettt et et eeteeeaeeeeeereeeaeas 18
AUTOSAR CH++TD aA—T A VT I JLDEE oot 18
LDRA tool suite & AUTOSAR CAH+H14 oottt eve e e et s 19
5] AUTOSAR CH+HIL=JL E B oottt ettt ettt eae e eae e ete e ene e e eneennes 21
JL—IL A10-1-1 @ [ZFEAARTRE] DIFAL .o 21
JL—JL A27-0-1 - AUTOSAR CH4 & T 2 U T A e e s 21
J—IL M8-5-2 & SEFFAMMIEATL oottt 22
JU—JL AL-10-1 2 AUHDEr DTERD .ottt sttt re e 23
=L AT-2-3 1 R A= FEFTUZBEDE (oot 23
AUTOSAR CA4 & ISO 268262 ...ttt ettt sae e st e b e e aeasaaeesseeseesssessseanseesssesnseenseas 24
Bl =TT AMY vy IZEHRT S AUTOSAR CH+ILb— L EEB MR e, 26
=L A1-4-2 B ERBE A IR DIEFT oottt 26
FUTERTE Y U B w2 T Y ettt b ettt a e b et b ettt ae s 26
RAEBMD L —HEY T4 (IS0 26262-4:2011 & 1SO 26262-6:2011) ..ooveeveveeeeeereeeeeeeeeeeeeieee 26
B B evevereererteeet oot et et et et ettt et et e s et et et e b et ete s e st ese s e s e s eates e s esaes et es e s enteRe s e st e b et ese b e st ese s eneese s ene et ensesensens 28
B BB R oottt h ettt b et et b e st b et et e h et ete b e st b et ese b e st ese b eseebe b eseebe s eneesenes 28



de =
B =

AUTOSAR (Automotive Open System Architecture) 1. KFHBHE OEM 53X U3 774 ¥ D7/ —
T X LA =2 7 F 7T, 2003 FFRKICERZ S NE LTz, ZofMkEnyZafidris ECU v 7 by =7
DIzDDOSRT —F 77 F ¥ 2K T2 THY, TRIEFHROAHFEICETZY 7 Py 2 T7TOHEK
TOEMTERIRT 5 LB TEET,

2017 £ 12 Hic AUTOSAR #ik% 7 7 2 Vi, BEF D [Classic Platform | 1Z#7 L \» [Adaptive Platform |
SEMPEREE R E L, (K1)

Acceptance Application

Tests Interfaces
Classic Platform > ( Adaptive Platform >
Foundation >

[ 1: AUTOSAR #fs 7 7 3 U

Classic Platform!i. 2005 SFICHRPNICFHET I N2, VTV E A L ZEMEICE L WA S 5 fHAIAR >
2T LA F D AUTOSAR DEHH 2 Y V2 —> a3 v T,

Adaptive Platform? 13, ®EICHELINZHEBEL R DL — AT —RAD 72D DR AT L%
RS 2 -voEMliEaryva—7 4 v 7 ECUHDAUTOSARD YV VY 2 —v 3 ¥ TF, Z DFRIFIC,
76 AUTOSAR A F— 2 2~ v ® Thomas Riiping KIZFRD XS ICEKLE L7z [HLWERIZH LY
Va—vaviBRkLEF - AUTOSAR 372, 242774 €7 4 LEEICHEML X 172 HE)EIE D
DHCBTEH LT 7Y r—v a viCREEFEELY 7 02T 7V -6 =7 2t 5 2 L 2 H
fRLEd,.] 3

Adaptive Platform |3 AUTOSAR Classic Platform Zff{i5¢ 32 b DTH Y, ZNICKDLDDTIEHY £
A,

1 AUTOSAR Classic Platform https://www.autosar.org/standards/classic-platform/

2 AUTOSAR Adaptive Platform https://www.autosar.org/standards/adaptive-platform/
3 http://www.ai-online.com/Adv/Previous/show_issue.php?id=6881#sthash.Cvo3ABXn.0xLSMTMG.dpbs
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AUTOSAR Foundation https://www.autosar.org/standards/adaptive-platform/

International standard ISO 26262 Road vehicles — Functional Safety

IEC 61508:2010 Functional safety of electrical/electronic/programmable electronic safety-related systems
ISO 26262-4:2011 Road vehicles -- Functional safety -- Part 4: Product development at the system level
ISO 26262-5:2011 Road vehicles -- Functional safety -- Part 5: Product development at the hardware level
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ISO 26262-6:2011 Road vehicles -- Functional safety -- Part 6: Product development at the software level



1SO 26262-4:2011 1SO 26262-4:2011

section7 section 8
) System design ftem integration
Requirements sl Compliance
Tg;?;ﬁgg‘é‘% Management
IBM® Rational®
DOORSE
Polarion ALM, 180 25216_2-6 2011 ISO 26262-6:2011
section 6 section 11
MS \/F\eliﬁolll:& Specification of VEil= ik @l TestVerification
Excel software safety software safety LDRA Testbed®
requirements requirements
Model Based
Development 1S0 iiﬁﬁlgﬁ?o“ IS0 25§§2»2.§011 Integrated and Model
1BM* . Secn Driven Testin
Rational® Solware Software TBvision® ¢
Rhapsody?® architectural integration
Mathworks Simulink design and testing

Esterel SCADE
Automated Unit Testing

' ' TBrun®
Static Analysis 1SO 26262-6:2011 LDRAUNIt®
H : section 8 696
Quahty Metrics : ISO 26262-6:2011 TBeXtreme®
Coding Standards Compliance Sofware unt o
TBvision® design and Software unit

LDRArules® LDRAcover® Qe testing

Programming standards
checking and metrication

TBvision®
LDRArules®

[ 2: ISO 26262 & ZHEDFHFE Y — IS #1175 7 F U= THIED V E71

AUTOSAR Classic Platform : g2

Wk, HENEHT7T 7V 75 —>avo Yy 7 b7 2 THFEIZ, OEM 213203 75 4 ¥ X - <fERIicfT
bNTWE L7z, SNIETHIFESTOBBRER L 0EHEL 28, RFOBEFEY A 70, 2 L THRIC
N=FT 2TV 7 7 2TDOELLL~DOHEPFBMLEL IND L XORFEENZIEORIMZ 726 L
F L7,

AUTOSAR Classic Platform (3., »~—F 7 = 7 & OFICHHEICER I N MK L 4 Y 2Rt L, EBIR X
N4 7vaviro—ZCBlEAa{ @Y 7 by 2 THBEAREBET I LIk >T, 2o DR
CHRILL X5 & LTwET (1K3),



LDRA

» Software is highly

* Large efforts for
relocating functions

hardware dependent

Hardware/Software Interface

Hardware

* Software is largely
independent of the
chosen microcontroller

* Simplified
development process

* Reuse of software
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HZECUIR1I2FA3EHOY 772722y F2FANTE . ZNZTNDEBKERE N2 & AUTOSAR
X—y w277 +v =T (Basic Software) ZE¥T 372007 v % 4 L5 (Runtime Environment)

FARAMLET,

ECU 1

ECU 2

Virtual Function Bus

. J

[ 4: ECU TD Y 7 }F 7 x 7 DYYPEH) 2 s

10 AUTOSAR - A First Glance https://www.youtube.com/watch?v=F27jtKkxbAo
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BASIC software (¥fgicfflisr s nncwng 3, (K5)

* Microcontroller Abstraction Layer (MCAL) ¥, ~4 Z7wvavitu—J0 X%, #HBEEXFAHN
(I/O) ~DT 74 AD=HDF 74 "%t fhT 3

e ECU Abstraction Layer (ECUAL) (%, {5, A€V, I/O &2 &, ECU DT R COERE~DHE—N7x T
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e Runtime Environment (RTE) 3. R—> v 7V 7 77 7V r—avEnisibL., 77
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v+ (SWC) o cHEshET,

Application 1 Application 2 Application 3 Application 4

Runtime Environment (RTE)

Basic Software

Service
Layer

ECU
Abstraction
Layer

Microcontroller
Abstraction
Layer
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Rk, 2T —FF77Fvid. TRHDAUTOSAR Y 7 b =7 aviR—3 v+ (SWC) 23 fHEH]
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" An introduction to AUTOSAR https://retis.sssup.it/sites/default/files/lesson19_autosar.pdf




ZORER, RLuyy 72REL, RLATY v 7@ EA VA2 —7 24 X2 DY AT Lt 2
a2y Ay NI CTT, 20X havF— AV MEIFTXCTALavyF -4 v 247 TH 2
EEDbN, KFavEF—3 v b x4 7 Software Component Template!? — ZWEHED 800 =~ — ¥ %
ZALREIONHE — o TERSINE T,

AUTOSAR Classic Platform & 1SO 26262, %< L T LDRA tool suite

1SO 26262 ®» VET L (X2) ® AUTOSAR O Z % FRCZIF 2 EHELASHL T, TRV 7y
TT—%77F ¥ OHIBEL T, TORDIFECEREZYTCRBEIA 74 o0 (V7 0T
2=y FPOHFEEE VI EV 2T A=Y bDTFRAMN, V7MY TOMHAEETAL) EREITE L
DEALB T,

V7 bz 7azy bDkEEEZE (1SO 26262-6:2011 section 8)
X 6 1%, 1SO 26262-6 : 2011 QBB 72| c4, EEPICHEHFAINI a2 —T 4 v I7BLFET ) V7D
HAVNTAVvERL, BBV A 2L Ca vy 7747 v AZHERTE 252 R LTCWET,

Topics Aslt

A B C D
1a Enforcement of low complexity ++ ++ ++ ++
1b Use of language subsets T+ g v Y
1c Enforcement of strong typing ++v ++v Y ++v
1d Use of defensive implementation techniques (o} + ++ ++
1e Use of established design principles +v +v +v v
af Use of unambiguous graphical representation + ++ ++ ++
1g Use of style guides + T4y v Y
1h Use of naming conventions ++v ++v 11V ++v

++” The method is highly recommended for this ASIL.
“+“ The method is recommended for this ASIL.
“0" The method has no recommendation for or against its usage for this ASIL.

v Satisfied by the LDRA tool suite
[ 6: LDRA tool suite DFEFE S 1SO 26262-6:2011 | Table 6: Methods for the verification of the
software architectural design”/ & DXLy

INODHA FI7Aveiflartbesd T, ARINE a— FOBFEENSGEY., =7 —2BRELIC
KK BY TRIYDPEBICEY AV TFVYRAPEBICRYVET ¥TLEa—3XDX 5 HA 74
VICHED T e B FEMT 20 DEHN AT 7 a—F T, fhich % oOEERFELIX 5 HFEH I

12 AUTOSAR Software Component Template https://www.autosar.org/fileadmin/user_upload/standards/classic/4-
1/AUTOSAR_TPS_SoftwareComponentTemplate.pdf
13 1SO 26262-6:2011, Copyright© 2015 IEC, Geneva, Switzerland ® Table 6 i o THKFEH




Lo, BEETF =y 7%y —ATHILT 2 Z &131E2 2R T, BEICL, ETH TR
HEAZRGETT, M713, SV 72y POERPED XS ICKRINE hZRT —HITT,

v & TunnelData:Cell:Cell

¥ % Float/integer conversion without cast, Required 4355 MISRA-C++:2008 5-0-5
# Float/integer conversion without cast. : (double and int): f Required 4355 MISRA-C++:2008 5-0-5
# Float/integer conversion without cast. : (double and int): f < NumLampTypes Required 4355 MISRA-C++:2008 5-0-5
4 Pointer subtraction not addressing one array. Required 4385 MISRA-C++:2008 5-0-17
# Cast to an unrelated type. : (double® to iggt) ( Sint 32 %) p_f Required 554 5 MISRA-C++:2008 3-9-3,5-2-7
# Casting operation on a peinter. : (double® to In MISRA-C++:2008 5-2-7
# Use of C type cast. Standards Violation MISRA-C+ +:2008 5-2-4
# Casting operation to a pointer. : (double” to int™): { Sint_32 MISRA-C++:2008 5-2-7

[ 7: LDRA tool suite TD 2 — 74 > 254 F 7 4 28K Dtz

1SO 26262-6 : 2011 I3, XN A TREMEDDH 2 b DDl & LT MISRA® SES 7wy F2ZBHL T
TT,.HEDT IV r—vaVICXVBEL2bDICT 572010, 2D X5 iEkEr v b ZEE, FH%. 8
mTscee. tNTHADL—LEy F2FEHTELdEDLNLTHE T, (X8)

L. LDRA Report File Editor - C:\LDRA_Toclsuite\c\creport.dat” ud Add New Standards Model ? X
File Edit View Help
Stati Mew Standards Model f InfoFlow QualReport  Qualsys  LCSA) Mame ACME
Rul  NewUser Defined Rule bion casT CERR [CERTEE -y
NUm  \ew Hungarian Notation Rule | Zh Based On MISRA-C:2012/AMD1 -
1 M 0O 0O
Configure Standards... | Position At Start »
? Configure PDTMCSFVA... | M0 0O
3 Filters... feformatted linesin file. [] [ O II[ forzs
4 Se:!lun comments _ Lemattediines M D a
5 C  Empty then clause 15| a
6 o] Procedure pointer declared M O a
\ud LDRA Report File Editor - CA\LDRA_Toolsuite\c\creport.dat® - o X
File Edit View Help
Static  Complexity DataFlow CrossRef InfoFlow  QualReport Qualsys LCSA)  Hungarian Notaton  UserDef !3P
Rule Default . MISRA-C  MISRA-C
Number Strength Description ACME CERT-C 2012 2012/AMD1 NETRING  secureC
186 0 Space missing before or after binary operator. O O O O O
187 O Tabcharacter in source. O () O %) a
188 € [or)noton line by itself. O O O O
189 C Input line exceeds limit. [} O O [}
190 € {..)contents not indented by *** spaces. O (] O ad
191 0 Space between function name and parenthesis. [] [ (] O O O
192 0 Static not on separate line in function defn. O Od O O O a
v
Report File (PC): Section 1 read (32 Models)(30 Modifiers)...Section 2 read (915 Rules)...Section 3 read...Section 4 read...Penalty File (PC): read

K] 8: LDRA tool suite # (/] | TEEREDIZEET 71 7 FFEICHT LV IEHEZ ik

AUTOSAR Classic Platform & MISRA ##EDW A2 EH T 2356, WRT X 2 FHOHEL L C,
AUTOSAR v 27 43— L OFHEE 28 MISRA ICHEHL L CTWwin\n & w9 Ki23H Y £ 3, LDRA tool suite
2. AUTOSAR v 275 L a—n %33k L. MISRA BLEDEN & L CHRFAR R L AW X S T EhTn
9,

14 MISRA - The Motor Industry Software Reliability Association https://www.misra.org.uk/
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IA—=TAVI T—=FT 7 Fxixat. 2=y PEECHT 2@V T 0 2 7 YA N T A v ORETIT
O 3 DOfflld 2 22 TEH, BEHPORERITI V7 b7 = THIFEEZ. %%Ll’o?‘“\f%ﬂﬂﬂ
ICET 2 LEEH Y £,

INOLDHAFTAVIE fRELTEONZ - FOBFEELZSD, =7 —%EZ LIS, TAEL
PILLRFLRTLKT LI FEZTTICOESTwES, L2, T—FT727F v A F 74V
U TAEENE T,

s KMIEECE LT VDR WEARTIREAIY ., R5F. BIXUTAMBEHLLL, T 7 —BRELLT WV
D, V7 92T aVvE—FVIOHIBINEF L XL v E—T7 24 ROBEIBEI NV 4 X23EICHE
H"ans,

'%/7%71737T FVIHADOEWERE V7T 7l LDEY 2 —A[HDORERY
X0 BWEBENPEL S, 2T BB TONZIFEIT AR R 72N T REICEITTE
L 0CHET S,

4 ) Table A-78 - Test coverage of software structure (data coupling and control coupling) is achieved - Fulfilled - 2 assets
4 4 Software Verification Results fulfilled by 2 items

= e
("« DataCouplingR n.ma;
ataCouplingRepo m iable 1/0 View

Valye Name Type
- Tnng:
Requirementbased |1 cucusecM0  commend 5.u16 —
Testcase *** Value Retained ***  airspeed S.uR
00 airspeed S.u32
$ void rumhizspeedosmand  ($_Ulé ccamand) vodd i
$2 nnkrpeedCommand {
33 : switch (command) Analysing Control
Unexecutedcode =~ 7 ¢ o ( Coupling
s case CALCULATE_CMD: oo
fOI" the glven test $ calculatehirspeed (airspeed): ‘:
37 break: 2
case 38 case DISPLAY_OD: B 5
] displayAirapeed (aizspeed):
break:

oyl ¢
)

Unexecuted data reference for the given test case

Variahle Name File Procedure Type Code Atribute Code Used on lines.
sirspeed AunspeesConmants cpp rmAinpeedCommant G R 39 wenee
On kne 39 the reference to 4
S AlopriaCosmminzo0: """"‘G'soem by displayAirspeed 7 L
not executed with this test case 33
fcr ArpusCicins rp : i

&1 9: LDRA tool suite 737 3-8 HlIFE 17 7 — X iG G EHTr o 1)

IR — 3, A VR —T 2 A AW OBERE LTEMEA YV v 2, T—X2 ATV 27 Vol E
BUCFHiE NAZBEA MY v, T—2BXUHIHFESOITICX 286G A MY v 7 E | B~ UE
WARIAFT A L) v 72 tcx 3, (K9)
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X0 %I IE. BRAIMENTIZ. 1SO 26262 : 2011 CTERINBZ Yy 7520 F 4 ABRa—F 4 v I —
ixEtERLL F2R Y 7N 2T T —F T 7 F v X OJRANCHERLL T W B 2 L iR T D DI
LT,

v

FEERIc i, 1SO 26262 ICHBTH AR ZFICL >T, 2D X5 Yy — L OHEA T, ERZRFAT L2 A=
AL D, ERPENZ L ZMERT 2 PR~ ET LRI HY T,

V7 bz 7EETZE (IS0 26262-6:2011 section9) BLUNY 7 bz 7HEEET X+ (ISO
26262-6:2011 section 10)
EHOIRIT ik (VY —Ra— Yo HBIRE) a—T 4 v, T—F 77 Fx#it 2=y b EEoy 77
T ARICERTE 3 X5 ic, BT FiE (- Fo— 23T XToET2EaY) F2=v b,
A, VAT LDOT A MGHEHATEE T, HEAT A NI FEDOY 7 + v = 7 FIEE 72 13RS IC B o
MEYMTCOLIICHINE T, HiGTAPTI, V7 2T T7—F7 7 F vGHcHEo Tz =y
b SHEE L CEIET S & 2R T B 2 LT, KRR L EMREEE S I NE T,

ISO 26262-6 : 2011 ®FKICIZ, F—7 v b —F Y 27 CTHRT AP EHET A P2 EITT 2007
7=y 7l APV IBY A INTEY, REWEFLEREESmZIN, Y7ty 2T 4 v x—
Tz AAPBEEE N TR R ERLET, 74— A A vP 22y avi )V —RF R M,

L ETTHZ X HICEHAL., 4T 2385413, 7L 22— Fd Back-to-Back 7 X + 233% .d‘@IELb\ﬁq:
WA (—BEomEE) 23 2 8 icRirbEd, TNoDTERICH S BEYIZ. Zh b 0EHOSIR &
T ORHLOM A ZRFELET, INHICiF, V7 Py 27 2= v b OFGHER, 7 & b FNE, BREEGTE,
BRI EENE T, ET AP FIHEZTE T T2 L. A/ AEHORRI RS S, B~ O HERLHE
PlcEE s nE 3,

Source Sequence TestCase RunDriver StubManagement Global Variables Dictionary Extreme Test Results Configwre View Website  Help
B L ¢ m ¥ H x 88 AR WDEL BRRA BEBAQR
Object: | % .
Sequence Controls (C) : Fles 1 : Test Cases 17
’ Log View & x File View & x
% | Herness output file found
=== Output file name : C:\LDRA_Workarea\towrifis\Controls_ECU_Message_Status_3_seqwrifis\Controls.m
i<} - \
1o | Beots r\ghe ness progrem finished < ABSJ in
=  ABS | .
——————————————————————— ¢ Brakes Message_Send_ECU - int
v M Hi -int
Test Case View 5 Brakes_ Message_Add_Ha :".
Test Case Regression P / F Procedure Mod: *| =
x
NSO, M %
PASS Sensor_Get Message 3:1 Procedure Calls Number of Calls Call Type 3
PASS Sensor_getMessageString 3:2 & ABS Message_Generate 1 Intemal
PASS ABS_Message_Generate 3:3 & ABS Message Initialize 1 Intemal
PASS ABS Message Initialize 3:4 _J¥x I 1 Intemal
3 4 Intemal
PASS Brakes_Message_Send_... 3:5 - 3 ‘:‘:'::
PASS Brakes_Message Send_... 3:5 | | Intemal
€ e i Intemal
3 PASS ABS Message Generate Intemal
4 PASS. _Me: : Initiali 3:4 - 5
5 PASS rakes | e Send_.. 3:5
5 PASS 1 e Send_. 3:5 | \tecisble e x
y e o eA00 o Value N Type
@ PASS 1 age Add_. 3 A first chy "
@9 PASS Brakes Message Add_.. 3:6 | 4 % ¢
i) 0 PASS Brakes Message. {«uu 3 0 Suspended i fruitt
mu PASS Brakes Message Add_.. 3:6 | 1 giaa oo 1 o P
@12 PASS Brakes Message Add_.. 3:6
@1 PASS Brakes Message Add .. 3
« i
For Help, press F1 -

[X] 10: LDRA tool suite #{Z/H L 72 B~ — I #H k7 X P DE
11



X 10 oflt, B A a—7 Ty 70274 v xR —7 24 ARFKRIN, 2 —F =B AJ{HE & HAEHE %
ANLTCT AN —3 RDREBEEZ KT 2T 2R LET, TOTAIAA—= APV N[ LINT,
X—=7y b N—=F7 27 CETIN, EEOHT) L AFHEDS RS LT T,

2= bR [RE2T7] TE53DTIERL, 2—AV ) —D—FELTEATSEE, 2=y F 7 X MIHA
TAMIRDET, MHDT —ATa—FOWBIEICE > BT A T —2%fHTcE 5,

FoME, FRREE T A0, FRE. FRE. FREEB 5 S ORI T 2 OB, EET 5
AT =2 %z 1= BOBKET X b — 2% BEVERT 2 2 L THCE £,

7T AN DREC, B> DEMFEBEICS U 2 YD 256, HEERT LT XToa=y BV
MET A P2 HET (ARTA L) F28ERH Y 3, 7S NEREIEHICK > TRAbLE W
LOWERE, Y-V EFEHLTCT AN 2 BB ICHER T2 2 L TiTa ¥,

ISO 26262 : 2011 TIEEEI NI NWITNDT AP TD, VY7 V2T TAMNY = %ZIERHT 52 E3KkD
LNTWERTIEH D T A, EIERIT & BRI, BIRNTY — v ik, BRI KR ey = 7 b o
By TAN 0w AR I A 0ICNRNICTE2DICHELbE T,

] 11: LDRA tool suite TDRFE L v & DA HY

BEHNLY X Ry s
V7P TOIELKBRRET 2 L 2R 2 o icMa <, BT 2L <. Eh Ly Y AT+
YOI RERLET, VI PV 2T 22y FLRATOEHFOAI ALy VLR T, INHDA MY v
I, TA M —2A0EREEFHE L. BEML RS R W L2 FAET 2720 Ic B e fERE &Y %
3. (KM 11)
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ISO 26262 : 2011 CTHERREINEZ A NL Yy YDA MY v 27iciE, B, 22—, AT—FAV I, 7TV
F.BXUOMC/DCAHVET, 2= P BIXFVRAT LT A POFETICEFE CERENIHHTE 2729,
72213, B AT AT R R2BLTCIREALEDY —Ra—FD ALy VT —2%ERL T, @
D AT LRVECERE L 2 W A EE s Yica= v F TR F AL CHiSET 2 2 L8 TEES,

TN HEN B X CEIEEIZ. IBM Rational Rhapsody'®, MathWorks Simulink!®, Esterel SCADE! 7z
EDWKODPDREDZETAN—ADFAFEY - L LRAETE LT, FE7 = —XAKE, BHEOTET
ETAPEREINET D, ETADDLY — 22— FRHBELI N Tr oA éhi?

12 1. Back-to-back 7 A MICHE L 727 v —F ##H L <. Simulink & DA ZERT 2 HikxE R L
TWwWE 3, FEFEF 1T Simulink CTRIF X #1. Simulink FToF X FclEFX 3, Xic. Simulink
HAERINS a— Ficxf L <, LDRA tool suite ICX o THANL y VHIED 2D D A v AV VA v b AR
fTbii=® &, Software In the Loop (SIL 23 & b) % 721% Processor In the Loop (PIL 2>%—%"» })
ET—FTHETINTT, 2L THELT L vy POFBRPIE X, Simulink 53X Y —2a—FoH)
HIFRHTICE D, V=2 a = FL_RACHEE N1 Yy YL R — P 3EREI N T,

Simulink Simulink TBrun

4 )(4) ([]

Model Testing Generated Model test cases
Model Code In TBrun

Coverage SIL/PIL Mode [ A ggitional Tests

Mode Testing Target Testing

Code Coverage Code Coverage

O O O

K] 12: MathWorks Simulink ¢ LDRA tool suite /1 J & BEIER = — F OGN L w257 — X 4ERE

ZOHATIE, thowl o207 A MbFHATEET T, AREI Y — 23— FE2FHNICHETL <.
MISRA C: 2012 {5k E® 7 &b o —F 4 v ZEMEICHERNLL TWB 2 L 2R CE £ 97, BINoH)

—_
o

http://www-03.ibm.com/software/products/en/ratirhapfami/

https://www.mathworks.com/products/simulink.html

—_
Q

http://www.esterel-technologies.com/products/scade-suite/

—_
o]

https://www.misra.org.uk/tabid/72/Default.aspx
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http://www-03.ibm.com/software/products/en/ratirhapfami/
https://www.mathworks.com/products/simulink.html
http://www.esterel-technologies.com/products/scade-suite/

)7 A b iX., LDRA tool suite 26 Y — AL L TCHITTE T, BHFER—2D T X P 2ERL T, #iE
ZMGEEL ., #ER A NL v PR IATE £, 7 A b7 — X % Simulink 225 4 5K —+ L T, LDRA tool
suite ICBATL TIEELEHD LI LD TEE T,

HENER SN2 2= FBR=RICHh DV TAZA LHBIART AT LTH, HBHE. fEROLLTAF
WKEVFEEINZa-FIBHIREEEINTCET, F—F IR = by =2 EHYDIABANAY N T —
K742 BIXU0ZotoEL_va—FHOY 7 by 27, #@iE, Fi#ca—-—T1v73hid, 1
EAEDEE, LAY —a—Fb v AT LO—HICHHINE T, v AT LD N0 DEDIE. HENIEK
INba—F&EHic, LDRA toolsuite K EL Y DL CHEHAL CHEET 52 LT T3,

AUTOSAR Adaptive Platform : Z{t 3 2 tHRE~D#EE

AUTOSAR Classic Platform I3FEMEDOH 2 b D &7V L7225, a4 277y FA—olBIC X ) Z DfRHA
HHHS 27 Y £ L7z, HAE, BMW 7L — 7' ® Learning, Reasoning and Knowledge Representation @
XA TN E =Y % —TH Y, JL AUTOSAR O ZAFK — 27 X~ v ® Simon Fiirst [KIx, KO LI ICEKRL
Tw¥ 3 [AUTOSAR Classic Platform -+ iZ, HE/HEOHEKD E/E F A4 v ofilffl==y FICBAL T, 5]
EHEE IR Y AT LT, |

(D7 Ty b7 —onild, ®EEFERZL, "= F IV TAEA LOBREELRIRIEL 223 b, "—F7 x
TV —ZA~DERBRPONTVWBET IV r—va Vi@l )a—varvThifEdEd.) 5%
DHTL WHEEEIZ, B A B G b CHKFENEZY 7 v 2T 77y b 73— LI X 5T, L WEhK
FrcER I NE T, —J7C, Pl 2 FEMRBEEE T v 2 ) X A0E HESERMES KO S E 425, i
HTk, 77V 7=y aves A7 L0, 7203 [HEREHOE | & & OH L Wi sy
TohhEd,] Y

AUTOSAR Adaptive Platform ThO{EZ

HH AA, AUTOSAR Adaptive Platform FICTERE 727 7V 77— a2 v 1SO 26262 H#EHLZ HH &
ERRIILE i A =T 2T L 72 _RTCDOH¥RE— v —n &, Classic Platform 7 7V 7y —3v a v %%
L CHBHL 727 A 7o 20%ld, ZZTHFELLEHATLIIENTEET,

7272 L. AUTOSAR Adaptive Platform ICiZ, 7 7'V 77— a VHFEEOBIN D i+ X T EHE R EHR
B onrb Y EF, KI131E, BELInAT7—*727F v 2RLTwET,

19 http://www.ai-online.com/Adv/Previous/show_issue.php?id=6881#sthash.Cvo3ABXn.0xLSMTMG.dpbs
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http://www.ai-online.com/Adv/Previous/show_issue.php?id=6881#sthash.Cvo3ABXn.0xLSMTMG.dpbs

LDRA

Adaptive Applications

Adaptive AUTOSAR Foundation

. Execution Adaptive AUTOSAR Services
Operating Management

System Software .
Y Configuration Security Diagnostics
(POSIX based) Persistency Manapement Management

Management

Bootloader Platform Health Logging and Hardware

; . Communications
Management Tracing Acceleration

Hardware / Virtual Machine

K 13: Adaptive AUTOSAR O 7 —F 72 7 +

g I Py = 71d, Adaptive Platform Zffi5é L. 77V 7 —v a VEOWEA N =X L2135 X
IICEFFE /= #H Ly AUTOSAR BEH#ECH % ara:icom® DK% & Y 3, ara::com |E. Adaptive
Applications 284¢ft 32— 2D 1 2IGEE 3, AUTOSAR O FEAEHO TR CHBHFDO Y Y 2 —
YavTizEnNTwibiITcldhnetELoN-720IEREINnE L,

AUTOSARClassic 7 7Y 7r—>a v & 38aY | Adaptive 77V 7 —va vid, £/ U vy 7 5% TH]
REZ 7 ANZERT 27201 4FICa Vv NANVINDEILEDY — A7 7 AV TREEKINTHEEA,
b vic, FRNCETARER Y v A E <A F ALy FO 7 uv 2 TF, Adaptive 77U 7 —3 =
Vi, VoA VEETIE 7R K, Manifest 7 7 A VEHHALCX—7 v b RicH e g d, £LTCH+t
S A 7Y 27 MERoHSE2L C LY BRI NE T £/ 4 — X — X4 FD AUTOSAR Classic
FRLU =T 4 VIV RAT L E IR Y, Adaptive AUTOSAR (3% < @ POSIX PSE 51 #E#L OS o W31
DERFEHALE T,

Classic Platform OFAF 74 794 7L L HIKL T, TNHDEND 2 0% KM+ 2 2 L IZFHTT,

20 AUTOSAR Explanation of ara:comm API
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POSIX ZEH#L

ONX Neutrino?! % Lynx LynxOS*? 7z & D4 4 7 14 7 POSIX ##llo RTOS 12/l 2 T, Green Hills
INTEGRITY#® % Wind River VxWorks 7z &® POSIX #EJLEIG238% < H Y £9, F7-. Automotive
Grade Linux?* 7& £ @ Linux 7' 24 £ —7>5 @ Linux Standard Base # 34 7> a v H 0 T3,

INHIEFTRT, ZNAKRE T2 ICHEZ X7z RTOS TH 2 729, LDRA 2> b BEF D EREF 4 D ¥ F —
FRBHY, FAFRTA T4 I ARIRICh o TT A FRKREERRILL T 3 (X 14),

DDR 0@ EPE%xEE AR EEMadh AEAE BEEQ A

Source Sequence TestCase RunDriver StubManagement Global Variables Dictionary Extreme Test Results Configure View Version Control Website Help

Object: | B¢ C Source Code v
Sequence UnitTest_TaskPong (C) : Files 2 : Test Cases 5
’ Log View & X Fie View & X
G;r Eeﬁned ;;e';;b-l:no.t—fm‘:d: ) UnitTest_TaskPong
C:\LDRA_Toolsuite{Userstandards.exe 4 =
User Standards Generator finished File Explorer o
7, | Test Manager Report Writer started v & TaskPong.c
Test Manager Report Writer finished ) Global Variables
*.
& Creating GLH Results Repository started e Global Typedefs
Creating GLH Results Repository finshed > Global Macros
s
HTML Index Files not generated - option dsabled e Mo
10 2 » v = Combined Coverage Run
= Statement Coverage - 10
®== Branch/Decision Coverage - 100%
v = Current Coverage Run
es. == Statement Coverage - 100%
m= Branch/Decision Coverage - 100%
v ¥ taskPonglnit
< > ¥ taskPongCleanup .
LD anaCinnal
x
Test Case View 8 X Varable 1/0 View & x
G Casa Régreasior B/ F e . Value Name Type Use Regression Analysis Regr
! vAN taskPonglrfxt M Double-click to access Managed Stubs  Stubs Test Case Property Shortcut
2 y PASS taskPongSignal I (void*)(0) arg void* Input parameter 2pplied throu... Assigned
i taskPongRun *** Value Retained *** semPong sem_t Input global Value Retained
4 PASS taskPongCleanup *** Suspended *** arg void™ Output parameter Suspended 1=
5 PASS taskPongRun *** Suspended *** % void * Function result Suspended 1=
2
B [ < >
|< >| IO variable I/O View &7 Calis View

For Help, press F1

K] 14: LDRA tool suite © QNX Momentics ¥ 7 — F

QNX Neutrino http://blackberry.qnx.com/en/products/neutrino-rtos/index

Green Hills INTEGRITY RTOS https://www.ghs.com/products/rtos/integrity.html

Automotive Grade Linux https://www.automotivelinux.org/

Lynx Software Technologies LynxOS RTOS http://www.lynx.com/products/real-time-operating-systems/lynxos-rtos/
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AUTOSARC++a—T 4 I HAKZA4 >

MISRA C++ :2008 (2 UF 4 ANV AT LTD CH+SEOMHRICEHTEIHA N4 ] 5 (0F Y
MISRA C++) 2% 2008 4F 4 HicAfdah, JA< A& N E L7z, AUTOSAR 2 —7 1 v ZiEHEZ fifEN &
2 REHA U 725, AUTOSAR 20— 713 C OEIHFAD SHEY 7 v bicHEIWTE¥%21T5 C
EHBEHTL 72,

7272 L, MISRA C++1x, %< @BA C++03 & LTSN TV 2 ISO /IEC 14882 : 200320 2| Ho
WTWE L7z, MISRA AR, K15 ICRT X510, CH+EED AT ¥ —T v 77— 2 2011 49 H
CABIE R (C++117), 20144 12 A3 bic=A4 F =V e a VNI NE L7 (C++14%),

L7245 T, AUTOSAR F¥a AVt [2UF 4 AINBLUOREE#Y 257 LTD C++14 SEEDHEA
B 2454 K74 v % (AR AUTOSAR C++) 13, 5olf 8 A X 4172 5 FERERE IS L3 5 72 % @ MISRA
C++offiE e LTRaIaENE Lz, Zhbicid, 68K A—"—=F 4 FRETF. Av—FrFA[ v X
— BTV —t, BIXWAZESKT T AEThE T, VIO SEKEICO VLTI,
AUTOSAR C++13% < @ MISRA C++ L — A% ZHB L UVER AL TSR LT T, Lo T,
AUTOSAR C++Z#H 4 2 BFEE 1. MISRAC++44 F 74 v SBT3 0813 H ) £1,

AUTOSAR C++I3H S 2 iIc HBYEE D EFIC FICER Z U T T 325, thoflArAART 7Y Fr—v a v
o BEHATE 9,

Evolution of Standards

® AUTOSAR C++14
® MISRA C++ 2008
® MISRA C 1998 ® MISRA C 2004 ® MISRA C 2012
L] L]
CERT C++ 2014 - CERT C++ 2016
® CERTC 2008 ® CERTC2013 € CERT C 2016

& C+98 & C+03 ® C++l4

& C30 & C99 & C11

1588 1989 1950 1991 1952 1593 1894 1995 1996 1957 1998 1999 2000 2001 2002 2003 2004 2005 2006 2007 2008 200% 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022

® Year—————->

K 15: C. C++2—7 1 > FEED Y ) — I FEH

25 “MISRA C++ Guidelines for the Use of the C++ Language in Critical Systems”, ISBN 978-906400-03-3 (paperback),
ISBN 978-906400-04-0 (PDF), June 2008. https://www.misra.org.uk/Publications/tabid/57/Default.aspx#label-cpp

26 ISO/IEC 14882:2003, “The C++ Standard Incorporating Technical Corrigendum 1, International Organization for
Standardization, 2003.

27 ISO/IEC 14882:2011 Standard C++ Foundation, “C++11 Overview”, https://isocpp.org/wiki/faq/cpp11/

28 ISO/IEC 14882:2014 Standard C++ Foundation, “C++14 Overview”, https://isocpp.org/wiki/faq/cpp14/

29 AUTOSAR Document ID 838, “Guidelines for the use of the C++14 language in critical and safety-related systems”
https://www.autosar.org/ fileadmin/user_upload/standards/adaptive/17-03/AUTOSAR_RS_CPP14Guidelines.pdf
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AUTOSAR C++ & fbhoniEH®E
MISRA C++ & DR 7@ 1 in 2 €. AUTOSAR #E#E 12 1%, JSF AV C++3% SEI CERT C++31, C++
Core Guidelines®? 7z Efhd C++iE#EL DBARZ R T PL—H VT4~ ) v 7 ZABRETNTT T,

HEE O BEEER MRS I1SO 262623 IcB#E L CRftans ok sAh L —3e VT4~ b0 v 27 2%
HOVFEGTA, 27 L, EEV 7y FERFHTEEZODOFF 2 XY 0BT 720 0 5% ifE
IR L £ (X 16),

Topics ASIL

A B C D

1a  Enforcement of low complexity? ++ ++ ++ ++
( b Use of language subsets® ++ ++ ++ ++ J

i1c  Enforcement of strong typing® ++ ++ SEE ++
1d  Use of defensive implementation techniques 0 + ++ ++
1e  Use of established design principles + + + ++
1f  Use of unambiguous graphical representation + ++ ++ ++
1g  Use of style guides + T T+ Tt
1th  Use of naming conventions ++ ++ i ++

@ An appropriate compromise of this topic with other methods in this part of 1ISO 26262 may be required

®The objectives of method 1P are
— Exclusion of ambiguously defined language constructs which may be interpreted differently by different modelers,
programmers, code generators or compilers.
— Exclusion of language constructs which from experience easily lead to mistakes for example assignments in conditions or
identical naming of local and global variables.
— Exclusion of language constructs which could result in unhandled run-time errors.

¢ The objective of method 1°¢ is to impose principles of strong typing where these are not inherent in the language

[ 16: ISO 26262: [ Topics to be covered by modelling and coding guidelines/ @ Table 1

AUTOSAR C++TDaA—FT 4 ¥ 7 IL—ILDH4E

AUTOSAR C++(% MISRA C++0ffiiE 7 DT, 7RI 7% AUTOSAR C++— L Hlic MISRA JER A3 (R
Frang 4, mihomiEx, #iEL -~ B, BXOEBEE Y YL 2 r— A0 HozooEo T
Tu—F AL TVwET, INHO5HIE, BETICX o TLv— A2 HEINICF 2y 7 TE 0L
I VA TF v THEHHEINE S (R, VA Fo—vicav o JEENEHR IR
%) 7 L OREZ IR L 35

30 Joint Strike Fighter Air Vehicle C++ Coding Standards for the System Development and Demonstration Program,
Document Number 2RDU00001 Rev C, Lockheed Martin Corporation, 2005.

31 Software Engineering Institute CERT C++ Coding Standard, Software Engineering Institute Division at Carnegie Mellon
University, 2016.

32 Bjarne Stroustrup, Herb Sutter, C++ Core Guidelines, 2017.

International standard ISO 26262 Road vehicles — Functional safety
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1713, V= 1A RFD3O20Ah 7Y L, ZnoLo@EHNEOHERL THE T,

Category 1: Obligation Level

Required

Advisory

Rules must be followed to comply
If not followed, then formal deviation is required

If Rules are not followed, then formal deviation is not required

Category 2: Enforcement by Static Analysis

Automated

Partially Automated

Non-automated

Rules can be checked by Static Analyser

required

Rules can be partially checked by Static
Analyser, but manual inspection is also

Static Analyser cannot provide any help
here or can provide limited help. Rules
need to be tested by other means also, for
example, manual review of the code.

Example Rules

interface class.

Rule A10-1-1 Class shall not be derived from
more than one base class which is not an

terminated

Rule A15-5-2 Program shall not be abruptly

Rule A1-1-2 A warning level of the compila-
tion process shall be set in compliance with
project policies

Category 3: Allocated Target

Implementation

Verification

Toolchain

Infrastructure

These rules are implemented in
code, software design

Rules are applied to the verifica-
tion activity like manual code
review, testing

Some rules can be applied to the
toolchain like compiler, linker
etc.

Rules can be applied to OS run-
ning on Target system.

Example Rules

Rule M0-1-9
There shall be no dead code.

Rule A15-0-6

An analysis shall be performed
to analyse the failure modes of
exception

handling.

Rule A1-1-2

A warning level of the compila-
tion process shall be set in
compliance with

project policies.

Rule A0-4-1

The floating-point implementa-
tion shall comply with IEEE 754
standard.

K] 17: AUTOSAR C++ & MISRA C++ 13l Do — v 777

LDRA tool suite & AUTOSAR C++14

LDRA (.

BV 7Ry FEPFR-F T DL L0 REOFEFLEH L. AUTOSARCH+D~— R &7k

STV EHELF L2 MISRACEX U C++RESTEEALAKEH 2R/ LT+ (2019 £57FE, %
REEIZ LDRA ©tt8), L 72285 T LDRA &1ty — 28 AUTOSARC++%2 ¥R — b33 2 &3,
Z % < MISRA C : 2016 with Amendment 1. MISRA C++ : 2008, CERT C. # X X CERT C++7 &

=Zh

Y FR—FLTEALZ EDMRMBERETYT (K18), Z DffEEIZ. AUTOSAR CH++25&ER I /- S3E
DY Ty b THBISO 26262 ~DHEJLZETL TV BFIFREIC L - CIEFICEE T,
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il Code Review : Cpp_tunnel_lighting_system : C++ - AUTOSAR-C++ Model [£J

+ Procedure should be declared static. : CheckForlnitialisation
+ Mo master exception handler.
4 Mountings.cpp
v 4 Systemdata.cpp
% Comment possibly contains code.
+% Included file not protected with #define.
% Use of old style /* comments in C++.
[y Header Files
v &} TunnelData:SystemData:SystemData
<+ Constructor has insufficient initialisers.
4 Unused procedure parameter. : dummy’
v &} TunnelData:SystemData: =
# Void function has no side effects. : TunnelData:SystemData:...
¢ Member function may be declared const. : TunnelD ata:Syst...
# Qperator = doesn't return reference to *this.
+ Unused procedure parameter. : dummy

Standard Code

AUTOSAR-C++ A3-3-1
AUTOSAR-C++ A15-3-1,A15-3-3,A15-5-2

AUTOSAR-C++ A2-8-2
AUTOSAR-C++ M16-2-3
AUTOSAR-C++ A2-8-4

AUTOSAR-C++ A12-1-1,A12-6-1
AUTOSAR-C++ MO-1-11,M0-1-12

AUTOSAR-C++ MO-1-8
AUTOSAR-C++ M9-3-3

AUTOSAR-C++ A13-2-1

AUTOSAR-C++ MO-1-11,M0-1-12

Level of Violation

Required

Required

Required
Required
Required

Required
Required

Required
Required
Required

K] 18: LDRA tool suite Tin&#13 AUTOSAR C++i:2/K

Required

AUTOSAR C++1iZix, MISRA C++ & & flliZs b D2 BICHIHT 377 0o —1%2ET 337 DL— 23 H
D, 205 H 308 IFEFICT = v ZA[RET T, ZNHDH HD 78%7%° LDRA vV — L icFEEI N T E

ER
. . Enhanced Fully Partially Not yet Not statically
Classification Enforcement |Implemented | Implemented | Implemented| Checkable Total
Required 22 168 39 56 23 308
Advisory 1 8 1 11 2 23
Document 0 1 1 0 4 6
Total 23 177 4 67 29 337

[ 19: LDRA tool suite I %173 AUTOSAR C++ 2 — 7 1 > 2l
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LDRA

5l AUTOSAR C++/L—IL & ER
JL—IL A10-1-1 : [ZEFMARIRE] DX
[2ZXF, 4> KX—T x4 X2 FRTIEL EHDEIE S 7 XD J7E L Tl by

TON— T, EIHOKRIEN Y LT RICHI O N T WS, LEMKICEET 2 C++ofEICHLL F
T, . EROBLZ AN E OBBEZEEL TW ALAIC, FFEDKBER DR 2 I A bk
BB NENIC R ETHL ThE T,

X201, ZOMANGER T2 a—FoflzmrL. BEIWICEN 32 5E2R 0 3,

class BClass : public AClass, // not compliant
public AAClass // direct multiple

{ ) N Code snippet showing

public: Class BClass derived
BClass () ; from two base classes -
explicit BClass(const BClass &bc); AClass and AAClass
BClass& operator=(const BClass &bc);
~BClass () ;

protected:

private:

}:

Standard Code
v ] example.cpp - E\\mylwork\cpp_sample\multiple_inheritance\
> % No default constructor declared for class. AUTOSAR-C++ A12-0-1
[*" Muitipie direct inheritance found: T AUTOSAR-C++ A10-1-1
¢ At least one declaration in global namespace. AUTOSAR-C++ M7-3-1
¢ Use of using directive. AUTOSAR-C++ M7-3-4
v ¢ main
¢ No master exception handler. AUTOSAR-C++ A15-3-1,A15-3-3,A15-5-2
¢ Basic type declaration used. : int AUTOSAR-C++ A3-9-1

K] 20: LDRA tool suite 23eH1 L 72 AUTOSAR /v —1 A10-1-1 2K

JL—IL A27-0-1 : AUTOSARC++&tEF a2 U T4
[T L7 2 =73 2 F o DAL, Bl S 7 iiE7% 6 2% v )

AUTOSARC++Tldt ¥ =2V 7 4 FHHRMICE LRI N T EEAL, CoOFHERNICITEX =Y 741K
BT DV—A03HY, ZOL—NFZDO—FITT, IFATIHEZEDZ Y IV FEAL vV TH S
729, ANEAS ORBGE R EE A GHEEK T, Fzvy 2 LAanEA, AEAT -2 AN Y 2R
WHRL, FEDa— FREFIN, AT LMl S W2 FREERH Y £ 3,

211X, 2OAL—NIENRT B a— Fofilznil, BEIRICENT 2 HiEEZRL TS,

3 https://medium.freecodecamp.org/multiple-inheritance-in-c-and-the-diamond-problem-7c12a9ddbbec
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LDRA

int MountingArea::NumLamps (LampAttributes MyLamp)

{
int num = -
int x; Code snippet where
int y; the values of x and y
X = (int) ceil ((float) length / (float) MyLamp.Width ()); are not validated
y = (int) ceil ((float) breadth / (float) MyLamp.Height ()):; before use.
num = x * y;
return num;
} u Code Review : Cpp_tunnel_lighting_system : C++ - AUTOSAR-C++ Model E3

Standard Code

v ¢ TunnelData:MountingArea:MountingArea

> +% Parameter should be declared const. AUTOSAR-C++ A7-1-1
+% Basic type declaration used. AUTOSAR-C++ A3-9-1
¢ Procedure is not called or referenced in code analysed.: Tu.. AUTOSAR-C++ A0-1-3M0-1-1,M0-1-10
¢ Constructor has insufficient initialisers. AUTOSAR-C++ A12-1-1,A12-6-1

v ¢ TunnelData:MountingArea:NumLamps
AUTOSAR-C++ A27-0-1,M0-3-1,M0-3-2

> +% Local or member denominator not checked before use. AUTOSAR-C++ A5-5-1,M0-3-1

K] 21: LDRA tool suite 235eH1 L 72 AUTOSAR /v —1 A27-0-1 /K

JL—JL M8-5-2 : EFEIMAIHERL
[FIEAIZ, FG & &k D & 0 AN DL IC 50T, EEF N L T—H I ESEDICEH TS )

BN (£72129 2 b)) Wk C++11 TEAINDT, C++14 DfETHH L 5, Zhid. ML
AiON—2 g VTCIREZEN T30 X0 b7 =208 LIt Wik A h =X L TT,

TIic 3 206k 7 v —Fcld, K22icnd ki =) HETFEZFERALEI,

int varint =2; // 2 will be stored in wvarint wvariable, no error
int myvar =2.7; // result in loss of information, as 2.7 will become 2 when stored in variable myvar

B 22: R D EIHIE

D770 —FIFBR A AREES H Y £3, oflTi, BHFEIL 2.7 & myvar IRET R R
BAfEICERI L CE Y, a—FiRf@ERavy i v 3, 72720, myvar 3BBOERTH 5729,
FERRICIE 2 DfEREI Y B ToHnE T,

23 1. FEHEIWIHHE coRE O HEZ R L CwE T, ZDEA, myvar & 2.7 K@k L X 5 & &
L. avaAAATT—RRELTT,

int wvarint {2}; // recommended method
int myvar {2.7}; // compilation error as narrowing is happing in this line
double mydouble {2.7}; // correct method

B 23: BetGil (£ 7120 X ) HIHIE
22



LDRA

AUTOSAR C++v—v M8-5-2 1%, KW Lo FEHZHERE L <B Y., BV 2 3EN 0T XTD
RO I TD R\ LIS T 2 — M IS HL L T F 37, X 24 13, BEEIEA] & SCF R
WCBEST 2 2 006l 2R L T,

INT 32 my array[3] = { 1, 2 }; /* Not Compliant */
CHAR char 10[10] = -

T~ .

"Hello"; /* Not Compliant */

B 24: FEEIIHE & h B0 — e — 2 MS-5-2 EK

JL—IL A4-10-1 : nullptr D{EF
[F A > ZEHIC I nullptr V 7 Z 7507 7 [@EH 55 )

C++11 X VRTIZ, FAFA v 2 LEEfE 0 DifF 2 E£T =01, k5 NULL BT L
720 ®25 1%, int & char*OW A %518 L T20ICH—"—a— F I () 2RLTwET,
NULL THAFRA v 2% RKLE=2H Y () THUHLTH, intictA—"—uo—Fank"—Vavr
MO L ES, ROV ICnulpr 2T 2 () &, BHNOBEIEREOE T,

void f(int); void f(int);
void f(char*); void f(chart*);
void g() void g()
{ {
f(NULL) ; //calls f(int) f (nullptr); //calls f(char*)
} }

K] 25: FafL > KEHKE LT NULL 28585 & & TE L 320

JL—IL AT-2-3: R O—F{FTEFNZEDER
[FzE)E, R=2—7fF enum 2 7 X ¢ L TEET 3/

enum 27 7 A C++ 11 TEAINFT L, 7L —Yenum TEEINAESELIZEALY, enum 7 7 &

CLTEEINAVNETFLIZ. ZD enum BESICNLTa—AArTH O fEAREER It DR (Bl D enum
int 2 d) ICEBINTHA,

T XV HIRA T2, FPHIL 2SR ET 2 ATREMEA X 2 iR 2 e 2 ERL £ 9,
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AUTOSAR C++ & 1SO 26262

ISO 26262 : 2011 1%, ASIL (Automotive Safety Integrity Levels) & L CHIO N 2 EHEOREMW L L%
JBELCWE T, ASIL ICHfI L 2 A Y AEKHE ) 27 AT 27201, T o200 F = v 7 bR&4e
MRBZITEEINTWE T, ASIL O#iHIZ A 25 D T3, ASIL D i3&HE DGR CTERL AN E W20,
LR EE R ASILD v A7 4 (HE 7L —F 74 &) OERICHE) A— "=~y FiE, Bogefr X
AR D HZE ASILA Y AT L (HENZ Y X —F A AV P RT L7 E) OERICUERA —rN—~
y FXO B RELS D E T,

ASIL 13, Y RATLE/ 3 RTLavR—3 v b &EkD 7o 74 L LTTIERL. H4x DLEHEEED
sl LCEVYTONTE T, KBeEEY 2T L OLEHEEEICE Y YT o7 ASIL 1%, BET 3
a7 A Ry b7 R RNRT LK S TREI N, XD 3 O20EMOFELZZIT T,

c RULOBE (Febb [RE])
* EZOoNBBHEOME (Tabb [HAKLD
ol flyé

1SO 26262 : 2011-6 Section 5 1&, K26 KR T LI, =T AV IHA VT4 v (FiEY 7wy boff
Mz&t) LKEMEOEMOM ) 2K T T,

1S0:26262-6 Sections | Coding Guidelines Applies to:

1a Enforcement of Low Complexity All ASILs

1b Use of Language Subsets All ASILs

1c Enforcement of Strong Typing All ASILs

1g Use of Style Guides ASILs B, Cand D

1h Use of Naming Conventions All ASILs

|150:262626 Section7 | SofwareDesign | appliestor

1a Enforcement of Low Complexity All ASILs

1b Use of Language Subsets All ASILs

] 26: ISO 26262-6:2011 ICEIFE 2 —F 4 > 24 F 74> 7 0 F7a>fiF—32FDH 4K

a— FHEOEMZIET 2720 ICHHAMERL DA M) vy 70350 328, Lo vy =
JroFTCINLD—FHOAERHAL Wi icwEEEA (X27),

24



hg Quality Review : Cpp_tunnel_lighting_system [E]

LDRA

J
J
J

u

v & TunnelData:Cell:5etPoweredOutputLevel
Iy Clarity
~ I Maintainability

Cyclomatic Complexity

Knots

Essential Cyclomatic Complexity
Essential Knots

~ I[§ Testability

Fan Out

File Fan in

Procedure Exit Points
Number of Loops

Mumber of Basic Blocks
Executable reformatted Lines
Cyclomatic Complexity
Knots

Value

90% Metrics Successful
25% Metrics Successful
10

16 : (Fail)
5 (Fail)
4 : (Fail)
88% Metrics Successful
2

0

1

3

27

90

10

16 : (Fail)

Lower Limit Upper Limit

o = O =

Lo B S = N = T - R s |

w = = 1w

200

[X] 27: LDRA tool suite /% 45 #i8< SnEG A F Vw2 2 EL, ThEh L TFTREZFZETCEES, &
D LDRA tool suite Dy Eifer L 35— F TIZZ DL 20X F Y v 2D OpFn Ll FT,

BEHEZ X, 2 — FPOMERNEMH S BRA7 oy 70 PHR V= TDANTF ORI BEDA MY v 7 Zfl
AL CERMLTE £, chbld, FHERRERIT. FIERRE ML, LCSAPS OSREEDO A MY v 7)),
BTy =YYy HORBEORHEED -, 2 — FREO I T & il 2 5Hi 3 2 720 55 E h
Ifipa—F A ) v ZickoTHisEINE T,

AUTOSAR CH++iCiF, 2—FT 4 v Z A ) v Z7DEHICHLT 2 WL 2oL —n235H b 9,

35 LCSAJ Linear Code Sequence and Jump Analysis, devised by Professor Michael Hennell (Founder of LDRA)

http://www.professionalqa.com/lcsaj-testing
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Bl a—FT4 I XMYy 7ICB{%T D AUTOSAR C++/L—IL &ER
JL—IL Al-4-2 . ERFAERDFEH
[FRCDaT—FE, 22— F XY 2 2 DEZRINELIRICERL 220780375 6 %0/

ZON—NDHMNIE, a— FoEMI 2HliHs2 2 LT3, T, 1SO26262 ICBdE L TR L 72 X 9
i, EHER - PR T A P L Wz e (X 28),

w 3 IS0 26262 - Road Vehicles Safety Standard - Unfulfilled
~ ) Part 6 - Product Development : Software Level - Unfulfilled
~ ) Section 5 - Initiation of product development at the software level - Unfulfilled
v 3 Table 1 - Topics to be covered by modelling and coding guidelines - Unfulfilled
| 1a - Enforcement of low complexity - Unfulfilled
1b - Use of language subsets - Unfulfilled
1c - Enforcement of strong typing - Unfulfilled
1d - Use of defensive implementation techniques - Unfulfilled
1e - Use of established design principles - Unfulfilled
1f - Use of unambiguous graphical representation - Unfulfilled
1g - Use of style guides - Unfulfilled
1h - Use of naming conventions - Unfulfilled

D000 DD

] 28: LDRA tool suite @ TBmanager T/, & CICnE L 7iC [IEEHEDFEH ] #&A 7 HITD
EXFHE)TE=XL 7,

fVEEBRYVa2—av

WAHED b L—HEYF 4 (ISO 26262-4:2011 & SO 26262-6:2011)

BB X OB S EECH 3 2 & IZREE VLT 28, 1SO 26262 ~D #EHLIZ AUTOSAR D fEiC
hb 6T, 1Z20ICEETT, 15026262 : 2011 A THH MO ML —H% v ) 7 4 3EATH Y, &
FEPE Tl —ORTO B % IEMEIC KM T 2 0823 ) 3, Himicid, V 7T LOEMHRY —7 v A
BEFLNTONFEFREEINT, 7 AP CREARET L RHPVIHA, LrL, HWERZ S
HBClEdbh A,

bLHEETAPORMIIELCa—FAEEIRE L, 943 TLLE Y ? ZOFERIT, BffL o3
ORI, a—T AV /T 7—DFEARECTLI ), . ooy 7ty Ty FAEHEIN
72a—FIKFELTWATL 92?220 L9y F VAT, V7 by = TEHEOHREYMO L —
Pl T4 KT T RIS WREErH D £9, PL—B ) T4 2 FHCHERFT 2 2 L IAEET
T, ZFOHELIZIEF ICHE IO L RmFAL 9,

V7 b 2T a2y POKRFEREIL, VIV TOREEFL Y 7 2T T =X T 7 F ¥y DliHIC
WA CEBAEECH AL ERH DV, RiC, V7 v xzTa=y ek IcHEE L, &R
WBIFATREIC T 3 HER D D 7,
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ML =P ) T4 OHMEEY — A E2EALC, SEIEARa—-T0EFL TR M — A%
VTHI LWL, TAMAASNLy VERFHEicE T (M29), 2 TRRLAZT A M=k, 20k
BRFHME L TN 5 2 TR, EHEHEORESLEEAANL vy VOF v v O RIRICEHIES 2 2 &
BTEET, £72, PL—HE VT4~V v 7 2 OREY%EHEIICAER L T, 1SO 26262 : 2011
~DHER~D T TV AR T L TEE T,

r \
| L4 System Level Requirements

15% Verfied
13 Items
2\erfied Beoripe 2
11 Unwerified {0) Item to Mappings WiemnTal @ B
. J

Select [None  ~ | (49) Any Ttem <[> |- | Select Mone ~| (50)TCT

<>/
3 HLR_D010. Storting display software, (1 Mate)
put option photomete: nge
nput out of bo
since clsaning nomin

— ———

L’ High Level Requirements L_] High Level Tests
2% Verified 100% Verffled

34 Ttems 34 Itens

1 Verified 34 Verified

33 Unverified 0 Unverified

e

A

. Low Level Requirements

L LowLevelTests

5 HLR_0030, Input options
[ HLR 0050, Input opti

on:

~ | [ TCI_0M0: Given the configuration file data set, the output of nomin.., ~

X TCI Description x

for photometer input

Relatonships

(0} Item to Magpings.

< 3| - | select [Nore v

The software shall alow & real rumber value in

the range 420 manps to be nput

Bi-directional traceability and
test coverage

Oientta @ 0

(44) Any Ttem

Generated lamp output data wil indicate that the turnel [fhting software hes
accepted the photometer input value as ane in the accegiable range (420 mA)

Automated Test
Case Execution

ax

5% Verified 13% Verified 177 LLRO00, Set Emergency output lsvel
S8 [tems 36 Items :' LLR_O0B40, Set PoureredOutp utl eve | . (1 Hote)
3 Verified 5 Verif led 7 LLR_ 005D, Calculate ut

Unwverified 31 Unverified 5% LLR_D0GD, Get Lamp ol Duo

Verify that Cell:SetEmergencyOutputevel s set to its defned emergency demand leve
 miiae power demonds

K] 29: BN —X 7R FDEW, 7 FT—RILEFIC S OV 65, LDRA tool suite P TEITS 41
*7,

W, EEA RSN L v BT, B0 720IC4 YA ML A Y FE N3 — FOMEET 2 b 0%E
oI NE T, Z LTI L RIMITELEL T2 3 — FORFETIHSHL 2T 0 | RIEIIC,
TA M7 —ZDBEMPEIE, BFoZE, X023 7y Fa—FollgafrbhEd, 2L TLe
2 —, BIE, T 0B LIEEIC X » T, iR RIEE hE 5,

RO GEEE NI AT LOBFETHENIE, TORVHFTOLTHTT, L2LAadbERENs v 2T
LA, BGCRE SN HEE~OIS ko bt 3, Fizic kR I3 MEstkic X > T8
DEF, H 5 0IIH 72 mB RO b, TCEIGL AL TR Y FRA, T v Y =THC AT 4
HiKICEWHBEbD o TR oz LTHTY, 20X ) R, SEAb D2 R LT, BELZ T
23— FOARZHBNICT A TE 3 EIFIEFICEETT,

TR I NS Y AT LTI, BEOFATRCEENIKTTELETIZ, T2 R0K T OBEEL
EHINET, THTHLOMEESFER IS 20, dul 720 ida L ePHlicBb 2 Lwvw) 7Ly
vy —oh BEORERATONE T, SOX SRR T Cld, BEMLINAEE L =5 e Y 7 4 237

TR CHEERY Va—vavih)ET,
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=F

EHEHIIR D3 4 X PHIFH. I X FXFTH Y AUTOSAR 2 HiZe 2R ofE#E L # 2 2 0 3fH T,
FRIZ. AUTOSAR (ZFEHICERTH 2 DT, ~HUER T R COFEMAMEEZ O > L IZTE THA,

Adaptive Platform (% Classic Platform iIZfi> TR0 2 D TlddH h A, ZiiZ AUTOSAR DHERE
TR L., #ESRMIC AUTOSAR OffA R 2 2R L CHICIBET 2 e 8 LR £ L 72,

FRIOMET. BIIORENT, R T X b BHE P L —H Y T4 RE VA FCEREINDE ATV 2 T4 T
DEMAR LY, BREUPEHINIERCTHEDODH 2 Y —VIFIEFEICER TS, L2 Lo, BRI A7
NMCHGER O R WY — LD aL 7y a vEBEAT S C LI, T CIREEZRBIFIRI T IR LT 2 a2 X
ZBMT20EEL2H VT, ZD-0RDERER I LIE, LDRAtoolsuite DX H %Y —1LF 2 —v T
12Dy —LLARBRICHET S LTI,

SIREHR

An introduction to AUTOSAR
https://retis.sssup.it/sites/default/files/lesson19_autosar.pdf

ANSYS Esterel Scade Suite

http://www.esterel-technologies.com/products/scade-suite/

Automotive Grade Linux
https://www.automotivelinux.org/

Automotive Industries — March 2016 - New AUTOSAR adaptive platform on its way
http://www.ai-online.com/Adv/Previous/show_issue.php?id=6881#sthash.Cvo3ABXn.0xLSMTMG.dpbs

AUTOSAR - A First Glance
https://www.youtube.com/watch?v=F27jtKkxbAo

AUTOSAR Adaptive Platform
https://www.autosar.org/standards/adaptive-platform/

AUTOSAR Classic Platform

https://www.autosar.org/standards/classic-platform/

AUTOSAR Document ID 838, “Guidelines for the use of the C++14 language in critical and safety-related systems”
https://www.autosar.org/fileadmin/user_upload/standards/adaptive/17-03/AUTOSAR_RS_CPP14Guidelines.pdf

AUTOSAR Explanation of ara:comm API
https://www.autosar.org/fileadmin/user_upload/standards/adaptive/17-03/AUTOSAR_EXP_ARAComAPI.pdf

AUTOSAR Foundation
https://www.autosar.org/standards/adaptive-platform/

AUTOSAR Software Component Template
https://www.autosar.org/fileadmin/user_upload/standards/classic/41/AUTOSAR_TPS_SoftwareComponentTemplate.pdf

Bjarne Stroustrup, Herb Sutter, C++ Core Guidelines, 2017.
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https://retis.sssup.it/sites/default/files/lesson19_autosar.pdf
http://www.esterel-technologies.com/products/scade-suite/
https://www.automotivelinux.org/
http://www.ai-online.com/Adv/Previous/show_issue.php?id=6881#sthash.Cvo3ABXn.0xLSMTMG.dpbs
https://www.youtube.com/watch?v=F27jtKkxbAo
https://www.autosar.org/standards/adaptive-platform/
https://www.autosar.org/standards/classic-platform/
https://www.autosar.org/fileadmin/user_upload/standards/adaptive/17-03/AUTOSAR_RS_CPP14Guidelines.pdf
https://www.autosar.org/fileadmin/user_upload/standards/adaptive/17-03/AUTOSAR_EXP_ARAComAPI.pdf
https://www.autosar.org/standards/adaptive-platform/
https://www.autosar.org/fileadmin/user_upload/standards/classic/41/AUTOSAR_TPS_SoftwareComponentTemplate.pdf

Embedded.com - Electronic Blogs Accelerating development with model-based design
https://www.embedded.com/electronics-blogs/say-what-/4440209/Accelerating-development-with-model-based-design

freeCodeCamp - Onur Tuna — Multiple Inheritance in C++ and the Diamond Problem
https://medium.freecodecamp.org/multiple-inheritance-in-c-and-the-diamond-problem-7c12a9ddbbec

Green Hills INTEGRITY RTOS
https://www.ghs.com/products/rtos/integrity.html

IBM Rational Rhapsody family
http://www-03.ibm.com/software/products/en/ratirhapfami/

ISO 26262:2011 Road vehicles — Functional safety

ISO 26262:2011 Road vehicles — Functional safety — Part 4: Product development at the system level
ISO 26262:2011 Road vehicles — Functional safety — Part 5: Product development at the hardware level
ISO 26262:2011 Road vehicles — Functional safety — Part 6: Product development at the software level

ISO/IEC 14882:2003, The C++ Standard Incorporating Technical Corrigendum 1, International Organization
for Standardization, 2003.

ISO/IEC 14882:2011 Standard C++ Foundation, “C++11 Overview”
https://isocpp.org/wiki/faq/cpp11/

ISO/IEC 14882:2014 Standard C++ Foundation, “C++14 Overview”
https://isocpp.org/wiki/faq/cpp14/

IEC 61508:2010 Functional safety of electrical/electronic/programmable electronic safety-related systems

Joint Strike Fighter Air Vehicle C++ Coding Standards for the System Development and Demonstration
Program, Document Number 2RDU00001 Rev C, Lockheed Martin Corporation, 2005.

LCSA]J Linear Code Sequence and Jump Analysis

http://www.professionalqa.com/lcsaj-testing

Lynx Software Technologies LynxOS RTOS

http://www.lynx.com/products/real-time-operating-systems/lynxos-rtos/

MathWorks Simulink

https://www.mathworks.com/products/simulink.html

MISRA C++ Guidelines for the Use of the C++ Language in Critical Systems, ISBN 978-906400-03-3
(paperback), ISBN 978-906400-04-0 (PDF), June 2008.
https://www.misra.org.uk/Publications/tabid/57/Default.aspx#label-cpp

MISRA — The Motor Industry Software Reliability Association
https://www.misra.org.uk/

ONX Neutrino
http://blackberry.qnx.com/en/products/neutrino-rtos/index

Software Engineering Institute CERT C++ Coding Standard, Software Engineering Institute Division at
Carnegie Mellon University, 2016.

ﬁ FUJI SETSUBI

B LR LER At B EE www.fuji-setsu.co.jp
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