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Continuous growth of functionality

Automotive Software Market Size, By Product, 2020 - 2026

41.9 Bn
2020 2021 2022 2023 2024 2025 2026

M Application Software  m Middleware = Operating System

Source: www.kbvresearch.com
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Complexity is growing faster than
development productivity

o Complexity
3
2
Productivity
1
2010 2020
Source! MoKinsey's SoftCoster embedded software project databasa
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Software Levels:

ECU Networks
» OEMs & Tier 1s:
= System integration
= Software integration

ECU Systems
= Tier 1s & high-tech:

= ECU integration
* Processor integration

ECU Modules
* Tier 2-3s & high-tech
* Module integration
* Processor systems
* Processor sub-systems

Processors
* Mostly high-tech
* Sensor control MCUs
= Processor chips

Source: Egil Juliussen; May 2021

Auto Software Cost & Value Flow

SW R&D cost:

Software Flow

15% = 35% of R&D

Software Value

SW R&D cost:

ECU Networks
Domain ECUs
Emerging
30-100+ MCUs

~ Software Royalty

4

20% - 40% of R&D

Software Value

SW R&D cost:

Systems
ECU Systems

Processor Systems

10% - 30% of R&D

Software Value

SW R&D cost:

Modules to ECUs
Processors to
Systems

Apps & system SW

Included: 12%-25%

Software Royalty
e

Apps & system SW

Included: 8%-15%

 Software Royalty

) Apps & system SW

Included: 3%-8%

Processors

15% > 35% of R&D

Sensors-Actuators

Software Royalty
O —————]
MW & driver SW

Software Types:

Auto OEMs
* Domain ECU SV platforms
= ECU app platforms
* 05 & middleware
* OTA & cybersecurity

Tier 1s
= ECU software platforms
* App platforms
* 05 & middleware
= Software drivers

Tier 2-3s
* ECU software platforms
= App clients
* 05 & middleware
» Software drivers

Processor Suppliers
= MW SW components
* Bus-interface SW drivers
* Sensor-actuator SW dnivers

ECU=Electronic Control Unit; MW=Middleware; 05=0perating System; SW=5oftware



How to improve productivity?

o Complexity
|
|
3 i
|
|
|
|
2 !
! Productivity

2010 2020
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How has productivity improved?

" BE, EEOMREELIFSILT,
Faﬁ%{lﬁ%wﬂz&,l‘it %Ehﬁrﬁlt L,T: Mumber of new product features %

B LIEPRARIOYSI VS EETI —
EEEREIIEFTEEN

B FAAVEREREOMRELANILEL 18
FTTEEMEZRLSED 10

Azsembler  Fortran Bas=ic C+ Jarva Cramain-

*Software Productivity Research & Capers Jones, 2002
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Industry experiences
£3 Elektrobit

(USAF)
“provided more than ten times

faster speed in comparison to  Smartwatch / Sports computer
previous experience” (Polar]

AI R B Us Touch screen Ul applications

” o (Panasonic)

The quality is clearly better,
simply because the modeling Financialweb application unet#t
language rules out errors” (Pecunet]

P;i‘".'a“ Terminal network testing | ktrobit

“750% increase in productivity, (Elektrobit)

and greatly improved quality in | |

the code and development” 0%  100% 200% 300% 400% 500% 600% 700% 800% 900% 1000%

Productivity increase
© 2023 MetaCase 9



Generic vs Specific Language
(in automotive)

UML SysML EAST-ADL L \sT-ADL
AADL extensions
UML+ AUTOSAR Infotainment
profiles Language
Jaspar

HVAC DSL

© 2023 MetaCase 10
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System Model

-ADL

Vehicle
Level

Analysis
Level

Design
Level

| 3 DesignA e e DA | ’ H +
AUTOSAR = Implementation EAST-ADL is developed by
B Level automotive companies,
] 3 O including Carmeq/VW, FIAT,
- *2 > Operationfil Hyundai, McLaren, Volvo,
5 @ = Lefel Volvo Cars,
il E SHLSl &Y 4SGroup, Autoliv, AVL,
.g = g || 8 5 Bosch, Brace Automotive,
5 2 S g g Cargotec, Continental, FEV,

Magneti Marelli, Mecel/Delphi

© 2023 MetaCase 12



EAST-ADL and MetaEdit+

B EAST-ADL

© 2023 MetaCase

- EWOWE, BET—FTIF ¥, BEUN—FIITT—£TI FrOEHEENN
f\hhbﬁT&fﬁWT HEMCEET S

BREEERRIE, TARVAEYTA4EIS—FETYUY, B4 E, BEIEIR
TAmwéiéiaﬁﬁ(%ﬁééft%ﬁ%%#&é
EAST-ADL DETILIZHMFIE LRI THEELEINATEY ., EHTETIVIZEEST 55
ﬁb&»f%éaﬁﬂﬁﬂszAéiﬁ¢é

o HMLANJL, BILANIL, BRETLAIL, BEELAL
EAST-ADL &, {LHDERICEET 2IL—ILEHINZER L. EHRO—EMH LEIIATRE
M EHFT S

)
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EAST-ADL#%*MetaEdit+ T= - #L5E

Volvo, Fiat, Daimler, Continental, Bosch

(B DcsignFunctionType, Brake, 22, Sy Ratta 201T, 1551

Tl _______—— | SS————————————————————— >
——— Crerems . /\— KT )z

7 7 >7 :/ 3 j-)b oD lpl:lﬁ x mw.mes:umiy check [ e >
T—XTI9F~ e — o o0m X B F—xFHF

el TocaDevicaanzger Tever |
WheelSpeed: WSESW WiheelSpeedsensHigr. WSSUGR veniciespesacaicvsorT | (-]
BrakeActuratc Speed Speedbata Speed SpeedData ] speea SpeedData [Br}—
Foator
BrakeControll|_| Locknenmmeri
BrakeControll ltatus. Lock_command B3} [B] Lock_commana
BrakePedal
LockingStatus
BrakePedalMc
BrakePedalSer
BrakeWheelCt BasicSoftwarsFT LocalDe viceManager’ Designl
Lock BrakePedal: BPESW BrakePedalMar: BPMGR BrakeControllert: BCDFT =5 g
LeckActuator PedaPos. PedalData PedalData Padalaction [p] ] PedalData Pedalaction [p] e BrakeAct T
LockActuatorl ~ Sensor
vingstat
<« [ B ISpeed: WSS ] B
—— WheelSpeed [B>} Tneetpeea {B>] Wheelspeed
Property Value
Graph type_Desic
FunctionN_Braki
Type Desic ==
LsCompon F BrakeController2 BCDFT
LcElementa F Allocation Matrix: BrakeAl (W=
FunctionTi [E
Model des| Graph Edit View Types fxis Cell Format Analysis Help D
Default val & -
Dt vl — Bol4bh|/Dc| 4t =0 s DEE EE X | £ :
« I o
B @ E AL 5
g ; No errors/warnings X Grid: 10 @ 10 Snap [] Show HE 100% ~ &2
[~ BrakePedal [~ LockButtonBSW [~ Bi L =
Active: None Subgraph(s): None — -
LockButton ]
WheelSpeed
| BrakeActuatd ® -~ ~ <
[l LockAcuuatol R 77 7*/3}[,&/\_ rbIT
Brake
s | g
< DELETE T MY AR T

https://www.fuji—setsu.co.jp/products/MetaEdit/SystemModeling.htmI#EAST—-ADL
© 2023 MetaCase 14



https://www.fuji-setsu.co.jp/products/MetaEdit/SystemModeling.html#EAST-ADL

EAST-ADL and MetaEdit+

B EAST-ADL

Eﬁ@%%~% 7f$?7? BEEUVN—FDT7T7—FXTIOF Dtz HN
T\;ﬁb@¢&fﬁmj HEMCEET S

@nmt*ﬁnm 74’\ gt J%’ftla_ :ET / '3"( 7‘7‘;Es §@J$°/Z
TLADSE S FLBBICESA T Y T-HLEH#E 75\356

EAST-ADL DETILIZHMFIE LRI THEELEINATEY ., EHTETIVIZEEST 55
HMULARNIILTREELGEAAA VAT LEZRET S

o EHMWLAJ, BILAIL, BEFLAIL, BEHELAL

EAST-ADL &, {LHDERICEET 2IL—ILEHINZER L. EHRO—EMH LEIIATRE
M EHFT S

)

B MetaEdit+ Tool

© 2023 MetaCase

MetaEdit+ (&, EAST-ADL BEEERED-—RISHEL S HH T L ZAREIST 54 %
ETVTY—e ETVIRYR—bE, SEIELRM, HE, BEUa-FR
EERTHOcRL—4—2ZRLY. HFLOLOEAERLEYTES,
BTUVTY—)LE LT, EAST-ADLTHRENI-EEBT —F 77 F v HHRED1ER
- fmEE - BEM AR

MetaEdit+ AT 5 &, ETILORIMEF IV, FXa AL FDOAER, EAST-

/mL%T»#bwmw%T»&:—hwim BEUBRY—LOIESEHLFS
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2 HardwareComponentType: Brake, 12. July 2014, 1430

Gph Edt View Types Fomat Help

7 DesignFunctionType: Brake, 12.July 2014, 1430 =1 ic

Groph Edit View T

Fomat_tidp

Person1 edits 'ECU_FL, [e=
connects it via ports etc.
s —
i
S tpe Hardware _ T
Person2 edits 'ECU_FR'... E =
T8 Descipbor Brakebyst B Name
(B Show regort  Uncenne: - B Type
7} B kElementary  No
(B Description
ECU_central FlexECU <Node> <HardwareComponentPrototype> has uncennected pinis)
Active: None Grid:10 @10 ¥ Snzp [IShow | B 4% ~ B Active: Nos

| Person3 defines function ‘BrakeFl, FE= |-
= connects it via ports etc.

Designéunct

\Waming: Undsfined Type(s) for Pors: batteryDoDingut, batteryVottagsingu, moter gadCurrert, Bed; -

Gik10@10  [7] Saap T Show | B 50%

-A

£ AlocationMatix BrakeAllocaion 12 Juy 2015, 1430

Groph Edt Niew Types Avis Cell Format Anshysis Help

C) = (@ (=] || 7S sehavior

BL +DB(9Ct+0 hp DEAEEE X (L0 8| 8w

| ECU_central: FlexECU <Nodg ECU_FL: FlexECU <Node| ECU_FR: FlexECU <Node, N
= ‘ontroller: Globai® 31 =
== Y

= g
== BrakePedal BrakgBedal <Locall 3§ FunctionAllocation

= BrakeFL_DF: ABgcesionF] /‘.‘Fur-:umtd\ncau:n

== BrakeFR_DF

== BrakeRL_DF .

=saenioe| PEISON4 sets allocation

[ senshgr_FL: jocation
= senatgr | Detween 'ECU_FL' and

== Sensigr_RL:

e8| ‘BrakeFL’ to generate code

38 FuncticnAllocation

3¢ Functionaliocation

mporalConstraint: BrakeTorqueCalc_Failure SM, 3.

Person5 defines error ==
behavior for 'BrakeFL’

anuary 2015, 11:50

Kinitialstate | No

Active: BrakeTorqueCalc_Omission: S

Gid:10@10 7 Snap [ Show | B 0%

D)

-
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Simulink®TFIJILER. 4 >ik— k

* Choose .mdl File To Be Imported

A

< MetaEdit.. > reports » £ Search reports

Organize v New folder = @ @

I This PC A Name &
e e i )
B 3D Objects [ BatteryVoltage.mdl
1B Desitop [ BatteryVoltageSensor.mdl ¢
Decuments [ BPS.mdl ¢
4 Downloads [ Brake.mdl ¢
D Music [ BrakePedsl.mdl
=] Pictures [ BrakeTorgMap.mdi
B Videos [ Encoder.mdi
[ GlobalBrakeController.mdl
= Windows (C) ] LoadCurrent.mdl v
L DVDRWDrive (D3 o < N

File pame: |BPS.mdl ~| | AllFiles

Cancel

Simulink

Y

© 2023 MetaCase BYETE: https://www.fuji—setsu.co.jp/demo/EASTADL Simulink.wmv



https://www.fuji-setsu.co.jp/demo/EASTADL_Simulink.wmv

Simulink #& &

B MetabBdit+ OV RL—E2#EEZHAWLTMDL 771 L Z &Rk
- + no need for Simulink
- - mdl format changes between Simulink versions
B MetaEdit+ m» 5Simulink API ZMEUHE L TETILEZERK
- + stable interface
— - needs Simulink installed to get models

B A UR—kEmd 274 ILEFER

— For reuse, use the model reference command of Simulink

e Subsystem block is unique inside a file, can’t reuse between
files

© 2023 MetaCase
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R : FAA ERIZMBSE#5#1t

B ERaZHRL—2 3 VR
- BB diff) EX—POER, EFAEZMEIL
B EEEROHR
- FHRIIETOREYICRIERBRESNEBEEZEL SNDS
B WARDEL—YEYT4Z27AERITEST
- BN a—RFRETETOREMTHRAMIC
B ETFIILEH, O— FER., YV—ILEE
- Simulink®TIJIL, Ca—F, FFERFI A
B BT LEDEZEIZELTHRETAR
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Hazard analysis & risk
assessment/ Safety goals /
Safety concepts

Sari, B., Reuss, H.S., Model-
based Development of Safety—
critical Functions and ISO Feature
26262 Work Products using
modified EAST-ADL, Advances
in Science, Technology and

Engineering Systems Journal ' cazey e Z
ystem 5 € Safety
Vol. 2, No. 3, 2017 f_? ' - LT‘ requirements

Hardware desugn
architecture

Functional design = E
architecture Ervor model

! -

¢ '@ AUTOSAR
4 B Cetrabe B9 _
B W T N T s —-—

)

Safety

archwectre oy

8 Typu

© 2023 MetaCase
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LR — R B A L

B RTLBLURERET—F TV FrDEFEZEAST-ADLT
=)

B ASILZZERL-ZE2BREBERZEDNL—HYEY T4 D
BEt

B TSIV T M EBEMREQAVET DT aL—Y T
U FREE 7 R HARA R B FE TEM

B N\YF—FoHBLVYRVFEmINAREERIZES, ISO
262621k EMEETILR—XTEHL

B ARG IS—BLUVIT—DURTLANDEEDRIARH

https://www.fuji-setsu.co.jp/products/Metakdit/SystemModeling.html#case

© 2023 MetaCase
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Reporting, e.g. ZF*

B8 +DhH " Generator Output: Multicore: RequirementsModel

Werification and Validation

File Edit View Help

Safety Goal: SafetyGoal-1 | |
Validated: yes E é | Ck @ % |

Functional Safety Requirement: Requirement 1_7 Functional and Technical Safety Concem
Verified: yes
Sa rl / B "I Fa I | o pe ratl 0 n a I Technical Safety Requirement: Requirement 1_7_1 Safety Goal: SafetyGoaH
Safety ArChiteCtU re for Technical Safety Requirement: Requirement 1_7_2 Functional Safety Requirement: Requirement 1_7
Technical Safety Requirement: Requirement 1_7_3 =
ADAS/AD Systems and a Verified: yes ASIL of Requirement 1_7 (Safety-Requirement): D

Technical Safety Requirement: Requirement 1_7_1

M Od el _d rive n Ap p roa Ch fo r ASIL of FDA SpeedMonitoring : O

. ASIL of FAA SpeedMonitoring : D ASIL of Requirement 1_7_1 (Requirement_Model): D
Dependent Failure Verfied: yes Technical Safety Requirement : Requirement 1_7_2
Ana|y5is, Springer, 2020 ASIL of FDA Speedsensor HWFen: D ASIL of Requirement 1_7_2 (Requirement_Model): D

ASIL of FAA FD: Speedsensor: D

Veifed. yes Technical Safety Requirement: Requirement 1_7_3

ASIL of Requirement 1_7_3 (Requirement_Model): D

. : : ASIL of FDA Speedsensor_|O: D
https ° //llnk b Sprlnger ° Com/ ASIL of FAA FD: Speedsensor : D

book/10.1007/978-3-658~- Verified: yes

29422-9 ASIL of FDA Speedsensor_LDM: D
ASIL of FAA FD: Speedsensor: D

© 2023 MetaCase 22


https://link.springer.com/book/10.1007/978-3-658-29422-9

embeddedworldzo=2
Exhibition&Conference

. Pa0 wmarioe wreel

Integrating Security and Safety with Systems
Engineering: a Model-Based Approach

Matthias Bergler
Techmsche Hochschule Numberg
Numberg, Germany
matthias bergler@th-nuemberg de

Tuha-Pekka Tolvanen

MetaCase
Jyvaskyla, Finland
jpt@metacase com

Ramin Tavakoli Kolagari

Abstract—Development of reliable systems requires that safety
and security concerns are acknowledged during system
development. Adding them afterwards is risky as many concerns
are missed if not elicited together with the system requirements.
Unfortunately, languages for systems engineering, like SysML,
typically ignore security and safety forcing development teams to
split the work into different formats, languages and tools without
easy collaboration, with limited fraceability, separate versioning
and restricted use of automation that tools can provide. We
present a model-based approach targering automotive that
integrates safety and security aspects with other system
development practices. This is achieved via a comprehensive
domain-specific modeling language that is extendable by language
users. We demonstrate this approach with pracrical examples on
how security and safety comcerns are recognized along with
traditional system design and analysis phases.

Keywords—model-based development; security, safety, demain-
specific language; system engineering; software engineering

Our work on inte;
collaborative  work
companies, researcheq
the approach with pra
concems are recogn)
traceability and auk
safety-related method
FMEA [13]. and secu
scores [3]. The integrd
that safety and securit]
being developed and 2
can provide. covering
analysis and reporting]

We start by prese]
modeling languages
languages. This is fo!
approach with practi
existing automotive

https://www.fuji-

setsu.co.jp/products/Meta

Edit/SystemModeling.html#

SystemModelingIS026262

© 2023 MetaCase

TECHNISCHE HOCHSCHULE NURNBERG
GEORG SIMON OHM

MetaCase

Integrating Security and Safety
with Systems Engineering: a
Model-Based Approach

@ embeddedworld=o==

Exhibition&Conference

...it's a smarter world

Matthias Bergler, Technische Hochschule Nurnberg
Juha-Pekka Tolvanen, MetaCase
Ramin Tavakoli Kolagari, Technische Hochschule Nirnberg
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B TEREDL XY T 1 RIS, |

B SysMLETHEHZEEEEXF 1 T DAIEIEERE SN
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B RetfetXa) T DEIETMBSEZIRIEYT 5
- RBLZEBCLTaSKRL—Yarzimit
- BEMTRELEEGFL—YEY T«
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Modeling safety

B ZEMOBELDETETIVIE
- ZeHICEEOBSEET I VTICER
o REHK (ISO 26262) ICEHDEHEMMET
B RZeHETILEFVRTLDERFEAZIETILLRILTHE
- VRATLONHEIN SR CHEZIEE
- RN OREHRAERITOVHIS—ETILEER
RADOBEEXETAWNARD FL—HEY T4
\*ﬁ' ‘J_)bo)/ﬁﬁﬁ
- ETILDOORALGETY—IL~NDANTERT S
- BRARTTAREICIKH CTEHREY—ILZER
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B [S026262

“\: Dependability: Analyzed_Obstacle_Detection, 28. October 2021, 14:57
Graph Edit View Types Format Align Help
S FpBH|(DC | LOEX

o s ey s

4 {73 EAType ~
PWC_FAA <ErrorModel>

PowerWindow

— Item

Window obstacle not detected
4 [ HazardousEvent

Window does not stap

4 [ SafetyGoal

4 = Jtem 4’

- Hazard
— HazardEvent

4 [ SafetyConcept
PW(C_Halted: Functional
PWC_MandatoryStop: Technical

- SafetyGoal.

i revoes | B | B
A oooomEEECO]]

=
PowerWindow Controller
Madification

=Flan

ObstacleDetection

indow obstacle not’
detected

— Requirement
- SafetyConcept

— Operational
situation

— Use case

© 2023 MetaCase

[ SafetyCase HazEvent
(Window does not stop
= QuantitativeSafetyConstraint . UseCase Window action
4 UseCase Exposure=E1 requested
Window action requested Controllability=C1
& Actor Si=A A
£ FaultFailure
OmissionMode SafefyGoaly
4 3 FeatureFlaw rObstacle
ObstacleDetection > Feles
Safe State=PreventMovement
v
Dependability e T
Kind: Safety Kind: Timing
Short name Analyzed_Obstacle_Detec I TR

Descripti
0| Datatypes

This model describes dep

If no request is issued from the
switch, the window shall not move

The controlier shall issue a stop
command within 200 ms of endStop
detection

FunctionalSafetyConcept
PWC_Halted: Functional

TechnicalSafetyConcept
PWC_MandatoryStop:
Technical

A A

Active; None

Grid:10@10 [ Snap [ Show |2 100%

SN AIIAAAA NS

~

v
>

| @

—

PowerWindowControllerD{EE$ET /L



Integrate error models with system

PositionSensor_FD PWC_PS_T

<FunctionaDevice>
1 ol

<AnalysisFunction>

PinchDtc_AF: PWC_PnchDetecton_T
pogition ~

1»]po:

windowPostionin

CurrentSensor_FD. PWC_CS_T
<FunctonaDevice>
sensedCurrentVal

-
currentin

wtorCurrentin

FP_WmFSwﬂth_fge"WC-""SJ WinArbitrator_AF: PWC_VWinArbtrator_T ]
- L <FunctionaDevice> Ceaaea <AnalysisFunction>
] hReq P|pSwitchReq

PSwitchRegin - <
D_WinSwitch_FD: PWC_)
<FunctionaDevice> .
switchRegin switchReqVal -
DSwichRegin - J

P 0o sObstacle [p)

[»] current

designs

WinController_AF

NC_WinController_T

EndStopDtc_AF- PWC_EndStopDic_T <AnslysisFuaclion>
<AnalysisFunction> [»]obstacee cmd cmd_catrl
[»]postion isEndStop [} P _{penastop
{p]current

Brews |

o

€d__{pleswechReq

© 2023 MetaCase

motorCurrent

| winMotor_FD: PWC_winMotor_T
<FunctionaDevice>

PositionSensor_FD: PWC_PS_T l

PinchDtc_AF: PWC_PinchDetecton T

windoWrostionin

PSwichRegh

DSwichReqin

P current

sObstacie [}

CurrentSensor_FD: PWC_CS_T
sensedCurrentVal

EndStopDtc_AF: PWC_EndStopDtc_T
postion isEnaStop [B}

current

Model transformation

WinController_AF: PWC_WinControlier_T

"

FP_WinSwitch_FD. PWC_WS_T
swichRegin

,LWIMYDI"I(O!_AF PWC_WnArbitrator_T

»l
SpassengerReq

{ D_WinSwitch_FD: PWC_WS_T
switchRegin switchReqVal

g req_a

dSwitchReq

WinMotor_FD: PWC_WinMotor_T

cmd [B}—e—{p]cmd_catr

PowerWindowControllerD#ERET7 — XTI F

29



Error logic —

PositionSensor_FD: PWC_PS_T

P

:(nd@mnh

PinchDtc_AF: PWC_PinchDetection_’

p| current

P | position isObstacle [»

CurrentSensor_FD: PWC_CS_T

sensedCurrentVal

{»]current

WinController_AF: PWC_WinController_T WinMotor_FD: PWC_WinMotor_T
EndStopDte_AF: PWC_EndStopDtc_T

[»]position isEndStop

FP_WinSwitch_FD: PWC_WS_T

IE_. switchRegin switchReqVal [}

[P]dswitchReq

{P]pSwitchReq req_a

,L D_WinSwitch_FD: PWC_WS_T

CR

© 2023 MetaCase
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PinchDetection_C

[PinchDetection_SensorVariableCorrupted: Jommissionfadure

artly generated

sOestace

PinchDetection_ .
OmissionFaiure

OR

bleFailToUpdate




Link with analytical tools

75 EmorModel: PWC_FAA, 17, November 2015, 11:54 E’ @

Graph Edit View Types Eormat Help

84 BH|DC 4 B SO X o o

DOe#MM¥ OO M.~

[T ErrorBehavior =

4 7 EnoiModelPrototype
CumrentSensor_FD i
E—\:Q"S"‘S“*‘:FD PositionSensor_FD: PWC_PS_T PinchDic_AF: PWC_PinchDetection_T
ndStopDtc.s posttonin sensedPostonval b > postion isobstaclz [
FP_WinSwitch_FD positon
PinchDtc_AF WindSTPESonn >]current eror
s 5 Exports the error model
WinArbitrator_AF

isObsiacle
WinController AF

-
WinMotor FD
@ InternalFaultPrototype WinController_AF: PWC_WinController_T ViinMotor_FD: PC_Winktotor T -

¥ ProcessFaultPratotype :_AF: PWC_EndStopDic_T P Jobstacie cmd cmd_catrl
4 [M] FaukinPort CurrentSensor_FD: PYC_CS_T ] position isEndStop [

B Vverson | B

Endsop Rlendstop
>

DSwitchRegln dCurrentiial e i
PSwitchRegin J T

windewPaositionin
4 [¥] FailureOutPort
obstacleFoundErmor

L
= Opentor =
Property. Value

1 UserattributedElement
L
| &
(5 Graphtype Errorivodel

[T] GenericConstraint

Comment
Short name. PWC_FAA Top Event (Effect) -_AF:C-PinchDtc_AF.isObstacle(G63)
Name

System Unavailahihtv,ﬁa?gﬁeroos
Cost 5100.25

Description
Showwarnings | Yes 4 " i [na
Description Number Of Cut Sets [3_

FP_WinSwitch_FD: PWC_WS_T ’L ’Lw\nmni«mor,.:r FWC_WinArbitrator_T
rea_a

T passengerReq =

= 4_generated-FMEAQUtpUt\ XML\ CutSets\(G63)_Cutsetsami 2 ~ C [ & (G63) Minimal Cut Sets | ‘

D_WinSwitch_FD: PWC_WS_T geerReq

File Edit View Favorites Tools Help

;
;

Warning: Undefined Type(s) for Ports: obstacleFoundError <FailureOutPort>, DSwitchReqln <FauttinPort>, PSwitchRealn <FaultinPort>, windowP <FaultinPort>. Run
Warning: Short name missing for FaultF gationLinkc>, <Faul gationLink>, <Faultf gationLinkc», <Fault gationLinkcs,

5 Top Events 3 x Cut Sets of Order: 1 L
£ PinchDtc_AF:C-PinchDtc_AF.isObstacle(G63) CurrentSensor_FD:CurrentSensor_VariableCorrupted(E1) [2e-000

- A CurrentSensor_FD: CurrentSensor_variableCorrupted(E1)
2] Edit- 5:L\reports\PWC_FAA_generated-FMEAOutput\ XML\FMEA Direct el O~ || & FMEA - Direct Effects I t | — O | . p _ _ _ _
resl I S B3} PinchDtc_AF:C-PinchDtc_AF.position(G19) PinchDc_AF:PinchDetection_SensorvariableCorrupted(€s) |2e-019

View Favorites Tools Help

Active: None Q

File  Edit

hipHOP

Top Events | FMEA

/ PositionSensor_FD:C-PositionSensor_FD.positionIn(G27) e ~FD: CommissionFAINTe(ET)
() PositionSensor_FD:Posit c i e(E7)

O PinchDtc_AF:PinchDetection_SensorvariableCorrupted(ES)

9.98596e-006

[Failure Mode [Description Direct Effect
CurrentSensor_FD  [CurrentSensor_FD:CurrentSensor_VariableCorrupted(E1) |Sensor variable is corrupted [PinchDte AF:C-PinchDtc AF.isObstacle(G63)
[CurrentSensor_FD:CurrentSensor_VariableFaiToUpdate(E2) Variable update error PinchDtc AF:0-PinchDic_AF.isObstacle(G70
[Component i Description Direct Effect
PinchDtc_AF i |variable corrupted |PinchDtc AF:C-PinchDtc_AF.isObstacle(G63)
Variable does not update PinchDtc_AF:Q-PinchDrc AF.isObstacle(G70)
Failure Mode [Description Direct Effect
it _FD:Positi _CommissionFailure(E7) Jinternal fault [PinchDtc AF:C-PinchDtc AF.isObstade(G53)
© 2 0 2 3 PositionSensor_FD:PositionSensor_OmissionFailure(E8) Position sensor does not get value PinchDtc AF:Q-PinchDtc AF.isObstacle(G70) 3 1




Scaled for larger systems

)= o cuseamd £ - ¢ | @ rea | 5 \@

B FTA/FMEA with cut sets, unavailability, =
costs, failure rates, repair rates * '

file fde
perakeTarquecalc perakeTorqueCalc: VariableCormupted(E24) i

+| CAUsersijpt te 51\reportsiL2. g Output ML P - € [ € P - Direct ffects £ FMEA - Direct Effects oA

ew Favorites Tools Help

nuAct:C-pPowerConvAC PWHOWLIGIG2)
heel braking failure ALIGA0.

pBrakeTorqueCalc: VariableFailToUpdate(£25) /A ator Allvihesl:0-pBrakeAdt;

pGlobalErakeController pGlobalBrakeController: VariableFL_Corrupted(E26)
ntroller: VariableFR_Corrupted(E27)

pGlobalBrakeController: VariableMotor_Corrupted(E28)

ntroller: VariableRR_Corrupted(E30) lp8rakeActuator_AllWihesl:C-pBrakeActustor AllWheel.braking failure AL(G

t i _F 33) A |pBrakeactuater allwhesl:0-pRrakea r Allwheel braking failure AL(G403
pPowerConvAct:0-pPower ConvAct PWMOUEG459)
t Failure Mode [Description _|Direct Effect
pHotorContraller pHotorController: VariableCorrupted(£35) A BrakeActuator AlViheel:C prakeActuator AlWheel braking fallure AL(G320)
PowerConvAct:C-pPowerConviact PWMOUt(G392)
pMotorController: VaniablerallToUpdate(£37) [~ BrakeActuator Allviheel:C l\hesl braking falure ALIGI201
pBrakeadt or_AllWheel:0-pRrakeActuator AllWheel.braking failure AL[G403
A O QU]

omponent Failure Mode [pescription
o pf ‘MotorLoadSensor_ADDataFailToUpdate(E39) re/a Al JIwh akin
pBrakectuator_AllWheel:D-pBrakeActuator AllWheel braki
PowerConvAct:C pPowerConvAct PWHOUL[G392
[ePovier rConvAct, PYMOUL G2991
omponent Failure Mode ulru:r Effect
[pPowerCanvact [pPowerCanvAct:MotorAcutator_DAConversionFault(E40) [pBrakedctuator tuator_Allvhesl.braking fallure AL(G32
|pBrakeas or_Allvheel b failyre AL(G403
PO C-pPowerConvAct PWMOULGI92)
pponerca pPowerConvAcLPVMOUEG4931
component ___ IFalluretode [oescription [birect effect
[ovehspdEst —— [pvehSpdEst:vehSpdEst VariableFailToUpdate{E41) Jwa  JoBrakeActuator

omponent Failure Mode [escription _|Direct Effect

pWh FL___|pwh _FL:Wh —ADD. 3) Jrra B okeActuat
omponent Failure Mode [Description Dirul E‘Fuﬂ

pWh _FR__|pWh R _ADDataFailToUpdate(E45] s AllViheel:0-pBrakeActuator_AllWheel braking failure_AL{G403)
omponent Failure Mode [Description _|Direct Effect

pWheelSpeedSensor RL_|pWheelSpeedSensar_RL:WheslSpeedSensor_ADDatzFailTaUpdate(E47) s [p8rakeActuator Allvihesl:O-pBrakeAd Y " = A1(Ga03)

[Description |[Direct Effect

© 2 0 2 3 M eta C  [pwheelspeedsensor_RR pwheelSpeedsensor_RR:WheelSpeedSensor_ADDataF ailToUpdate(E49) _ pBrakeAd - k o g & ALl ) [
[«




Modeling security

B EtXal)TADEALETETIVIETS
- E.g. Attack, Vulnerability, Adversary,
B X TAETILEVRTLDERFEAZIETILLRILTHE
- WEOMEME & EmMOREE
- BRETDEBEZXIET HWNARD FL—HEY T4
B ZROTOEEE
- MessER a7 DEHE
- EX AV TABEATDLER—FEAER
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X1 TF4FETILOM - EEREREIE

B Aspects of security

- Item and vehicle feature ( m\

M t 1 t H f tt k > Confidentialtylmpact: (Ljow
- O I Va I O n O r a a C Integrityimpact: (Liow
Avvailabilitylmpact: (H}igh
ag. SafetyRelevance: (Hligh System Failure &
— Vulnerability = |
|
T |
Yulnerability
- Atta Ck [ V2V Communication Traffic A]»____: m Base 8.5 (High)
- . I (Ljow conditionPrereguisiteComplexity
- S I t u a tl 0 n (BT EEETe I Temporal 7.9
(H)igh exploit code maturity - e m (High)
i (X)Not Defined remediation level
Attack _@ (Ujnknown report confidence

Onboard Wireless

@
V2V System -
New -

- } \dversa ry Malware Attack o
OperationalSituation i T 7|
. V2V Comm u_n ication Is - environment_ IsccessRequired: Network | : W
—_— S e C u r I t Running PriviegesRequired:  (L)ow l I Req
Urgency: (Low 1 | Communication Verfication
Userinteraction: No | Concept
CO n Ce pt /Qr Confidentialitylmpact: No A4 = :
] Inte gritylmpact: (Lyow . ! |
£ A= lavailabiitylmpact:  (H)igh ST “g:)'sgenatta il :
H Security SafetyRelevance:  (H)igh System Failure T =l |
— Requirement

he

| SerwityCance
: { Connection Authentication Concept l
| Between Different Vehicles
— {M otivated by standard, documented J
Checking If Communication Data | L ¢ attacks
Contains Maleware

[m otivated by documented attacks

SecurityCancet
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Security aspects details

B E.g. properties of attack:

SafetyRelevance:

(Hligh System Failure

(MN)one
(Ljow Fail-safe

Breaks security goals:
H)ih Sstem Failure

External reference:

Description:

The attacker tries to install malware.

Cancel

0 Attack: Object x
Shert name: MalwareAttack
MName: Malware Attack
I AccessReguired: MNetwork hd I
I PrivilegesRequired: (Liow W I
Userlnteraction: (Mjone v
Confidentialitylmpact: | (Mjone ™
Integritylmpact: (Llow v
Availabilitylmpact: (Hligh A

OperationalSituation
ommunication Is
Running

Security
Researcher

© 2023 MetaCase

Harm
( Tacking Over Control W
Confidentialtylmpact: (Ljow =
Integritylmpact: (Lyow — WVNif‘tem ———= Onboard Wireless
Avvailabilitylmpact: (H}igh
SafetyRelevance: (Hligh System Failure ™
|
, I
[ T A
[ V2V Communication Traffic ]» —_— = E Base 8.5 (High)
i (Ljow conditionPrereguisiteComplexity
i (Changed scope I Temporal 7.9
(H}igh exploit code maturity - m {High)
A/ (X)Not Defined remediation level
Attack _@ (Ujnknown report confidence
Malware Attack —
- enyironment_|CCESEREqUired:  Network : : W
h PriviegesRequired:  (Ljow | | Req
Urgency: (Low _____: : Communication Verfication
Userinteraction: No | Concept
Confidentialitylmpact: No A4 == T
______ Inte gritylmpact: (Lyow . 5 |
L § Communication Data Handling |
lawvailabilitylmpact:  (Hjigh Concept i
SafetyRelevance: (Hligh System Failure i |
N J | SerwityCance
M M : [ Connection Authentication Concept l
: | Between Different Vehicles
SecurityConcept 7 -——- Motivated by standard, documented
[ Checking If Communication Data W - attacks
Contains Maleware

Lm otivated by documented attacks J
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Calculate Vulnerability Scores (CVSS)

Fam
Tacking Over Control

Confidentialtyimpact: (Liow
Integritylmpact: (Ljow
|Avalabitympact:  (H)igh
SafetyRelevance:

(H)igh System Failure

Onboard Wireless

Common Vulnerability Scoring S X

< c

a5

@ first.org/evss/calculator/3.1#CVS5:3.1/AV:N/AC:L/PRL/ULN/S:C/C:N/I:L/AH/E:H/RC:U

immon Vulnerability Scoring
System (CVSS-SIG) S

= Calculator
m Specification Document

2%« » 0@

m User Guide e . .
e Common Vulnerability Scoring System Version 3.1 Calculator
u EVSS v3.1 Documentation & - oyer gyer metric group names, metric names and metric values for a summary of the information in the official CVSS v3.1 Specification

= CV55v3.0 Archive

m CVSS w2 Archive

m CVSSv1 Archive

= JSON & XML Data
Representations

m CVSS On-Line Training Course

Document. The Specification is available in the list of links on the left, along with a User Guide providing additional scoring guidance, an
Examples document of scored vulnerabilities, and notes on using this calculator (including its design and an XML representation for CVSS v3.1).

Base Score

Attack Vector (AV)

Scope (S)

RESENN] | Adjacent (A)| | Local ()] | Physical (P)| | Unchanged (U) | {GERI=]To]
Attack Complexity (AC) Confidentiality (C)
|
(Ljaw conditionPrerequisiteComplexity E— R
(Clhanged scope Tempora 78 Low L) GG () (Low ()] [High(H
o et e ity .o BEENC (towa) (Hgnen]
Vi Not Defined ediation level e o .
e Sgnz‘nir“r‘mp;:rln;ugz © Privileges Required (PR) Integrity (1)
Malware Attack [ E — E —
n None (N] Low High (H! None (N Low (L) High (H)
s T } (one o (QERTEY (g (vene ) (Fen ]
Ri i |Privil Re ed. L) I =] - . "
anning s 1 P cstion Ve User Interaction (UI) Availability (A)
Userinteraction: No T
[None )| [Low) | (GIETG)

(Confidentiaityimpact: Mo

=
Integriyimpact: (Llow A
Availabiitympact  (H)igh R mé:::emﬂ Hances
Security SafetyRelevance: igh System Failure
Researcher e

| Required (R) |

i

| Connection Authentication Concept

| Between Different Vehicles
SeariyCarvest - Wotivated by standard, documentsd
Checking If C Data attac)

Vector String -
CVSS:3.1/AV:NIAC:LIPR:L/ULNIS :CIC:NII:LIAHIE:HIRC:U

ontains Waleware
Moivated by documented attacks

Temporal Score
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B Security models can be reported with rest of the system

designs

Reporting

Ft:: Package: SecurityExamples, 20 October 2022, 10:02

Graph Edit View Types Format Align Help

o+ | D LOE|X | & E

BES4Dhn(D
CEoHEADDEEHNUYREOINO]
o ;ua::;g: Unlock Attack 5

Tesla Remote Control Attack
I SystemModel

Tesla Remote Control

i

EAType Attack
E ArrayDatatype (Security)
= e 7
Property ‘ Value
5 Graph type Package a
Short name SecurityExamples

MName
Description

No warnings

Various examples of secu

Active: None

- m} *
~
Function Unlock Attack
(Security)
L
>
Grid: 10 @ 10 Snap L Show | 2| 100% + @

© 2023 MetaCase

" Generator Qutput: BrakeSystem: Package — m}
File Edit View Help

HE

|Security Threat Analysis

There are currently 2 ltems with 2 Features and 0 Human actors affected
by overall 0 Hazards and 2 Attacks. 0 security models are not handled
yet. 3 of the Development Phases are affected. ltem TimeServer is
affected by the highest threat

Listing of targets with attacks:
Autopilot ECU:
- Tesla Remote Control

TimeServer:
- FunctionUnlockAttack

Listing of attacks with targets:
FunctionUnlockAttack:
- TimeServer
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Modeling social engineering attacks

— Information Retrizval
Rezilience DED stealing Dri Inf i
Resilience ealing Drivers Information
— — g 0.1
Cautioness: {H)igh Cnnf@entlalrtylmpact. [,H;' igh } Hands Free System } :
§ N Inte-gritylmpact: (Lyow —>3 S Infotainment System
Contentment: (Liow L . o Hew
i i . ; Availabilitylmpact: (L)ow
Couraae L SafetyRelevance:  (H}igh System Failure
Experience: (HYigh . Hgh =y

™
Knowledge: {H)igh }
|

I
Vulnerability

I w

| It

! ! A [

I : Software Update Protection e m Base 8.8 (High)
|

! I

V |

| (L)ow conditionPrereguisiteComplexity

v ] (C)hanged scope R Temporal 8.1
%;:::::::::::: _____________________ (H)igh exploit code maturity - m {High}

h i/ (X)Mot Defined remediation level

Car Owner Attack @ (Unknown report confidence

Service Call 5cam .
OperationalSituation ,.;., T —:
) ) — | W
Iniotalnment_System is :__En,imrn_a”_AccessReqmred. Network | | W
Running PrivilegesRequired: Mo | | Feg
Urgency: {H)igh 1 | Update Verfication Concept
|serinteraction: (R}equired - |
Confidentialitylmpact: = 7= I
Integritylmpact: |
: |Availabiftylmpact: Infrastrucc:):Leef::r Update :
Security SafetyRelevance: ..T.,'p |
Researcher | R
https: / / www.fuji- h M M ’ l Update Check for I.nfutainment System
| |
| |
. ]
setsu.co. jp/prOduCtS/Meta [ r— e ——- {Mﬂﬁ‘-‘ﬂtﬁld by standard, documented J
Edlt/SystemModellng . html# Update onty av;i:ati:rfurﬁ\uthurized —_ attacks
Sys temModelingI SO026262 erutivated by documented attacks J
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https://www.fuji-setsu.co.jp/products/MetaEdit/SystemModeling.html#SystemModelingISO26262

O

O

O
1.
2.
3.
4.

mF
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AR

. T2k étFxal) T4 TMBSEZ5&1E

B HoBAEBRERETHAMMICEL—RALTHN
- VRATLHREFELRRER/ XAV TAETILOEEEZRARIZ FL—

AL THH

B ERaZHRL—3 Y
- MADHFRFIZTIVEALT, 8&RITA— N\ Y IIL—T%#ER
B N—T3 EHE
- ETHDETILE—HRIIN—Ca V0 EHE
B EHETILFIVvIEETILLEM
- A= bV =2 (FTA) . #EE— FEZE54H (FMEA)
- BHE%RAT. X1 T BBOHLAR—F

> REEOEXL) T DBENRAT LR EFEICEET S
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Experiences on language definition

B FE:
1. A3ETILEESE
2. JL—ILXRI %S ELT%T&%I%
3. FAAMVIZHELI-RELEZTE
4, DR L—3EEE
e ETFTIFxwvY, bL—X, Simulink, FMEA and CVSS
B SELGAXIETY T Y—ILTEREMNDIRIC

- X aAYTF4ETYTDIEEZ. A2ETIL, BEERIT7DE
EEZxHh/N\—L. 1 A\OE#1EBETEHAELT-

> BREREINEOETY VI ERICRESALL
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m Object Took: Attack

Object Tools Help

o Sa.eammnsel|E1:'|r

Name  [Jattack ’ ]. . = / lz ]‘

Ancestor | Object =
.

Project  EAST-ADL

Properties

Local name  Property type Data type Unique?

Short name | Short name String F ~

Name Name String F

Ace AccessRequired | String (Fixed List) F v

Description

adversary can gain unauthorized access to a target system.

Represents a cyber-physical attack on the system described by~ »
an attack vector. An attack vector is a path or means by which an

BB Graph Tool: Security

Graph Tools Help

@

Save and Close

BB Graph Tool: Security

Graph Tools Help

O SBféan:iE\nsé“‘

nbol Editor - Attack

Symbol

Edit View Format Align

Help

B&EoB9e | HIDLOEITOON2ID L

3. VURILE

Active: Text

[ Rectangle ~

T I Affack @

T Tet | i

Short name

Property Value L3 AccessRequired:  Generator...
XY 60, 20 PrivilegesRequired:
Extent 200 170 ?er\meractmn:
Condition onfidentialitylmpact: |
Text Attack Integritylmpact:
Font sans serif (Availabilitylmpact: o
Font style Regular SafetyRelevance:
Font size 12
Font color [] v i¥al w
< > < >
Color | 3] v Fil | v Style v Weight | 1 v

‘ Grid: 10 @ 10

Ol snap ] show | 2] 120% v

Basics | Types Bindings | Subg
Bindings
Connections
Relationships Roles
Comment A | |1 refes
Comment
# Reference

2. 77V —RT
N— VB RE

Basics | Types | Bindings | Subgraphs ; Consts

In each graph of this type, these constraints apply:

OperationalSituation may be in st most 1 Reference relationship
Score may be in at most 1 Reference relationship
Property "Short name" in Actor must have unique values

Property "Short name" in AttackMotivation must have unique values
Property "Short name" in Hazard must have unique values
Property "Short name” in ltern must have unique values

Add Constraint For:

Connectivity v

Edit

Delete

£ Generator Editor for Security

DHEH B 4bh(2e

Generators

Generstor Edit View Breakpoint Formst Help

| @ & |G |F X |[BE B I UA

7% highest scale per httack */
_calcCvssvars ()

do >() .Attack {

local 'attacks' append oid newline close /* all vul

Hierarchical v | ~ || » o AttackMotivation ~
4 CVSS-SIG Temp A | [Port 4 & Attack
I _CVSStranslators Role _UUID: String
4 _getCV5SBase Relationship
Y oeiaitackacy: Templates Name: String
" ~ || General hd »
_gEtAttﬂGk4CVSS ()

4. ?7::*

@iss = _CVSS_ISSBase()

@exploitability = _ (math —
wvariable 'Ac ired’ ired¥first read
%' variable 'Privil, sired' :Privil nirediletter read
'#' variable 'UserInteraction' :UserInteractionletter read

evaluate)

G (S

R B VWEA AR — b

L—#

= Rk
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Integration scenarios

Requirements % SOAP / Web Testing tools
Services / .NET
-~ API
Models in | | Models in
other tools I:, *AL @ $ other tools
Generator
Command % ]
Components/ line Simulators/
Definitions/ - - Analysis tools/
Code Version IDE Emulators

Control Systems tools
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Examples

Imported:
m XML

XMI

XSD
Java
Python
Simulink
CDIF
Conformiq
C

Excel
DOORS
PDF

SVG

© 2023 MetaCase

Simulators,
Analyzers, Testing:

Simulink
QEMU
Stateflow
Modelica
Labview
SPIN
UPPAAL
Autosar
FMU
HIPHOPS
ReqlF
VLAB etc.

Generated:

Assembler m
C O
C++ O
C# O
Corba O
Delphi O
Go O
HTML O
]
O
O
]

IEC
61131-3

Java
JavaScript

MATLAB
Pascal
Perl
Promela
Python
RDF
Ruby
Smalltalk
SQL

XMI

XML, XSD
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