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Shift left. Design security into your code.
https://ldra.com/ldra-blog/shift-left-design-security-into-your-code/
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= MISRA C++:2023 & CWE-4.14
= Threading & multicore support
= Guideline recategorization

= C++17, including Lambda operation
restrictions

Security Summary Security Distribution

Higine

MISRA C:2023

=1

20 40 60 &0 100

100% MISRA C:2023
Compliance

97% CERT-C:2016
Compliance

96% CWE Compliance

B cellepp
. Datain.cpp
B wmpepp
B Lmpmodel.cpp

B wmptypecpp

. Maincpp

B Mountings cpp

B Systemdata.cpp

B Tunnelcpp

B zonecpp

> W9 Annotated Code

> W Guideline Compliance Summary

main.c
. e COmpress.c
. sale_sprinti.c
. sale_string.c
» I Annotated Code
> I Guideline Compliance Summary
> I Standards Model Exclusions

E LDRA tool suite MISRA C++:2023 Compliance Overview Report

System Set: Cpp_tunnel_lighting_system

69%

MISRA C++:2023 Compliance

48

852

M'l-lndym

Mon Sep 2 20

MISRA C++:2023 Guidelines

Show | Al ~ | entries

ﬁ LDRA tool suite CWE-4.14 Compliance Overview Report

Systemn Set: Safe_Unilities

90%

CWE-4.14 Compliance

Report Broduced on

Tue Sep 3 202

4 092128

17

263

Reporting Scope

i

CWE-4.14 Guidelines

Show [ Al v ] entries
Guideline Compliance Level
1024 Mot Comphant R
1025 Comgiant Rule
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10852 Mot Complant  Ru=
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1064 Comphant Ruke
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Extreme Test Results Configure View Website Help

Run Standard Extreme Test
Run Linear Extreme Test
Run Tabular Extreme Test

Configure Extreme Test »

& X File View
Default

Extreme Test User Data Options * Requirements Testing Configuration

Robustness Testing Configuration

=4 Configuration for Linear Extreme Test

Fuzz Testing Configuration
Boundary Value with Null Pointers Configuration

Configuration for Linear Extreme Test

Default

C/C++ Robustn_ess Testing TBenre me Confi...
C/C++ Fuzz Testing TBextreme Configuration

C/C++ Custom TBextreme Configuration
User Configuration 1
User Configuration 2
User Configuration 3
User Configuration 4
User Configuration 5
User Configuration 6
User Configuration 7
User Configuration 8

C/C++ Requirements Testing TBextreme Con...

C/C++ Boundary Value with Null Pointers TB...
C/C++ Boundary Value without Null Pointers...
C/C++ Code Coverage TBextreme Configura...
C/C++ Equivalence Testing TBextreme Confi...

Boundary Value wit Null Pointers Configuration
Input Order

Code Coverage Configurati
; Equivalence Testing Configuration
3 Custom Configuratiol

User Configuration 1
User Configuration 2
User Configuration 3
r Configuration 4

User Configuration
User Configuration 7
User Configuration 8

Configuration for Standard Extreme Test
Configuration for Linear Extreme Test
Configuration for Tabular Extreme Test
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https://ldra.com/capabilities/devsecops/
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Server Localized
s tbwrkfls(8x tbwrkfls(8x Status
container) . .
licenses) licenses)

App1 3h:37m 36m 24m All pass

m 1h:19m 13m 9m All pass
126 6h:59m 1h:19m 49m All pass
44 1h:28m 16m 11m All pass
61 2h:28m 37m 20m All pass
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WEBINAR ON-DEMAND DevSecOps for Military Applications — Best Practices for Development of Critical Software



https://ldra.com/events/devsecops-best-practices-for-development-of-critical-software/

BEEZEN 2:GitLab. A THTL—aY

* GitLab Z¥R FH |
*%E’J7ZI~&$17$TZI~§ LlEXe i

docker
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|
|
. | Agd GitLab o= ' 2004 !
______ | | l
. |
GltLab Container U GitLab Runner |
. |
U O + % LORA» @ Tunnel I I
o n & | I
Tunnel@& L O~ | Yestar |0 % Forks | O I
Q. Search or go to... Project ID: 1 [ty Leave project I
Project -0-69 Commits ¥ 1Branch ¢? 0 Tags H 40.3 MiB Project Storage £ 1Environment I I
|@ Tunnet | |
# Pinned I I
Issues . ) I
15 Update file README.md o) P I
Merge requests 0 % Administrator authored 3 days ago - I
Pipell |
Jobs . |minv | tnne L+ History | Findfile || Ed & v | |
Pipetine ed [ README | | [ CI/CD configuration | | B Add LICENSE | | ( Add CHANGELOG | | B Add CONTRIBUTING | | Auto DevOps enabled | B Add Kubernetes cluster |
Artifacts Iy T e e e e
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Manage multiple projects...

Projects

Projects

Overview Summa

Cppl7_Cashregister STM32G031K8_SelfBalance RM48L8950_Dice

e STM32G031K8_SelfBalance Components

Components

Overview

View Components

Summary Project Details

Trends View Trends By: STM32G031K8_SelfBalance
-
Viewing Component Trends by Snapshots STM32G031K8_SelfBalance_HAL
Total Violations Trend > W Project Tree N
Code Coverage Trend B project Contents B ora TBmanager Project Report Project : STM32G031K8_SelfBalance
. Bi Source Code Impact Analysis
Total Cyclomatic Complexity Trend "
’ : Project Coverage Hardware Abstraction Layer of the
Total Unit Test Pass Percentage Trend > W@ Traceability Matrix .
¢ B un oy Matr ’ STM32G031K8_SelfBalance project.
N Unit Test Regression Projact CALDRA_Workarea- 01/01/25 Varsion 1030
Total Number of Files > B Project Baseline Analysis L AeroDef_C_CPP_10.3.0\Examples\TIps\TICCS\ARM_Worksp: 950_Safe_L 950 safe_Utiltiestbp DO 142441
B Objectives
Total Violations Trend View Comp(}ne nt UPLOADS
=] Total Violations
450 SIR HLR HLT, LR ur
400 R ([S¥5.100] The system shall have R mlum_sde routines to convert R [LLRA04] safe sprintf1 T rrcl,_l.u',mn] Test Case: 1 Procedure =
a set of safe utilities integers to string safe_sprintf1
350 ) [TCILLT 105] Test Case: 1 Procedure =
R [LLR_105] safe_sprinti2 safe_sprin2
300
o0 (RG] s sprintt2 ) (TCLLLT106] Test Case 1 Procedure =
250 safe_sprintf3
T TCLLLT 107) Test Case: 1 Procedure =
200 R [LLR 107) safe_sprinti4 safe_sprintid .
150 T [TCILLT 108] Test Case: 1 Procedure = I I Il IItI Ie ( :OI I l Ol lel ItS
) (TR st to_dec safe_int_to_dec Descripti.. CRCI]
100
%) (TCLLLT108] Test Case: 1 Procedure =
50 R [ILLRADSY safe_sprintf safe_sprintf Description .
T [TCILHIT_100] Execute the code to
L inwoke all functions
R [HLR_101] Safe routines to compress/ 50 (R . compress ) [[TCLLLT 102] Test Case: 1 Procedure =
decompress a string to/f. safe_compress Description.
.
e SO i and generate reports
__.view trends... —

17



BEEN 2:REAIEATLICHSE

= DO-178C %> ISO 26262 7f EFRIEANDENEEFIT HLCMS

Document
Number Document Title Rev Rev Date SCM S0l Checklist Pass Comments Open Closed
800-PSAC-01 Plan for Software Aspects of c 31-0ct-2024 ccl 1 View / B view 2 0
Certification 04:55 PM Modify
800-5A5-01 Software Accomplishment A 31-Oct-2024 cCl 1 View / B view 0 0
Summary 04:55 PM Modify
800-5CS-01 Software Code Standards 13 31-Dct-2024 cc2 1 view / B  view 1 0
04:55 PM Modify
800-5CI-01 Software Configuration Index c 31-Oct-2024 cCl 1 View / &  view 0 0
04:55 PM Modify
800-SCMP-01 Software Configuration A 31-Oct-2024 ccl 1 View 9/14 View 1 0
Management Plan 04:55 PM Modify
800-5DD-01 Software Design Document A 31-Dct-2024 cc2 1 view / B  view (] 0
04:55 PM Modify
800-5D5-01 Software Design Standards A 31-Oct-2024 cca2 1 View / 4/6 View o] 0
04:55 PM Modify
800-SDP-01 Software Development Plan D 31-0ct-2024 ccl 1 View / B view 0 0
04:55 PM Modify
800-SECI-01 Software Life Cycle Environment A 31-Oct-2024 cc2 1 View / B  view 0 0

Configuration Index 04:55 PM Modify
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Integrating systems modeling with CAD |

=% Repostory ansgey” 2, Connection Manager | 5 Comnecton Browser | \, settngs | e |

3 SysML Model 2 Connection Type I3/ Windchil 9 Repository [

¢ TadRotor 21| @ reference [ Windchill 9 Repository ‘

(3 TaiRotorDriveshaft ey ARG ¢

[ () ThermalCamera i ¢

{ " Data Map <

[L g&ﬂ::::e_muuon;m Model Transform ﬂ\\,Z’}\\%@ E
T N o=

| 1~ comm_con1 :: ( /A S

NS i T :
| B @datab;s AN ot Gl >, a /","{:‘
a S Rz S P S / 7
i B @ﬁght_cml S S v 78 ol ,’Y:"
o 5 72N o / U7 it
Bt o AR ] LA~
i / v, . ~ | ‘ / / x f‘,': ~d
' J {
'y

-8
-G8
g ssrt
-CEsw
-G thermt (gL R e e e e
| 1R therm2 - {C3 vis1: VisualCamera (A.1)
i -Fwvst 453 wifi1: WiFi_Witax_Module (A.1)
L -CEwifil & (] Folders
i) video_Camera_I_F [ &% Baselines
L0 Sicaaal™ amara ;l —

Use Case 1 - If a SysML element_ls connected to a/ CAD
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C/C++ TBrun Version 9.4.5 @ 2014 LDRA Ltd.

K.

B CORIMERZ T R—

Customer ID : 13739

(7

=

- unit test
- integration test

a

0 nlie @ W ® | ®

E\E%&@%UEQQE%

B BB BB A

Source Sequence Test Case Run Driver Stub Management Global Variables Dictionary Extreme Test Results Configure View Website Help

Ohgct ‘,ﬁ C Source Coce

uence UT Cashregister (C) : Files 2 : Test Cases 29

Adaptation Layer

TRACE(32°

Simulator

TRACE(32"

e v - -
arm-none—eabi—gcc —00 —g —w DT UTORIAL
arm-none—eabi—gcc —00 —g —w —c ~DTUTORIAL
arm—none—eal

arm—none—eal

arm—none—eal

arm-none—eabi-goc —mopu=cortex—a% —o " Source
Restoring Source Files started

Restoring Source Files finished

Harness program was huilt successfully.
Executable Mame @ C¥LDRA Workarea¥ Examplesy'

File Wiew

018 B8 NEM_AR W0 PREPanE ¢ &1y UOOS S AC_ AR USSHNE -
/Sourcery GodeBench —mopu=cortex-ad —o ~ Maino” * | Sequence Files

/A TRACE32 ARM SIMULATOR

File Edit View Var Break Run CPU Misc Trace Perf Cov Window Help

[ MW+ e v 2w ol

Building harness program finished for:
C¥| DRA Workarea¥Examples¥Wworkshops¥Source

Executing harmess program started

Running Harness

Running os_system command t32marm.exe —s Thr
Start in Directory @ c¥T32¥simarmy¥

Spawned application is not a console

Piping to og window will b cancelled
Using Marged Environment

« (]

Test Case View

(3 elete All (O Disable All (@ Enable Al @ mit || 2 mpl... ||
address types impl

E2 store.... || £ Load... || Kl set... |
cmd

: Program
NR : 000096A8:|Program
NR:000097C0¢|Program

CLOSE #L|qQuIT
WRITE #1 v.string(ldra_message)
OPEN #1 Thrun.top /Create

Tdra_tbrun_cTose
ldra_upload
Tdra_port_init

Sequence Statu Pz *

J[ wvar ][ ust |[ pPerf ][ system ||

Step ][ other ][previous]

B: ]
|f1' Te 'C:\LDRA_Workarea\Examples\Workshops\Sourcery_CodeBench_ARM_workspace\Sourcery CodeBench_ARM_Cashregister\Sourcery_Col

[emulale] trigger [devioes ][ trace ][ Data

oning || T VR

(e
(e
(e

Test 6ase Regression P/ F Procedure
1 addProduct
2 addProduct
3 addProduct
addProduct
addProduct
countProd-

Object Name / Description

m Double-click to access
I NULL

10

o0

Name

Managed Stubs
aProduct
scannedProducts
scannedProducts

L]

Type
Stubs

struct Pro---
LDRA_uint--
LDRA_uint--

Use

Test Case Property
Input parameter app-:*
Input global

Output global

For Help, press F1
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Overall Coverage Result Coverage Metrics required to achieve DO-178C Level A NOT Attained

35% 30% 0%

Statement Coverage Branch/Decision Coverage MC/DC

Date of Analysis Report Produced on LDRA Version

System Summary

Name Statement (%)  Branch /Decision (%) MC/DC (%)

Cashregister - 35% - 30% 0%
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TBmanager® . TBmanager®
IBM® Rational®DOORS®/NG YIkHT HHA A
PTS: Codgbffetamer HEERD IR T D

ama Software = _ - . <o pm
Jira Software (AR TAE TAMEEE/ /Ly 82T
Polarion ALM LDRA TBvision®
PTC Integrity

SilkRoad ALM

Systemite SystemWeaver
ReqlF, MS Word & Excel

ETILR—REF = PANPE VAR (75T AN
IBM® Rational® Rhapsody® A BE LWREE LDRA TBvision® & TBrun®
MathWorks Simulink A% &

Esterel SCADE
Enterprise Architect

5 0062 FT YILDTT Ik T BETADBEEL

— ®
LDRA TBvision® 1=vkd 1_‘ZI~ LDRA TBrun
ERETEELE Y H

O—T4V T BT J&nnﬁ)‘#')?x
LDRA TBvision®
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Software High-Level
Requirements

System Requirements

Relationships
(0) Three Level Requirements to Mappings @ | @ |
€3 Select|None  + (13) Requirements 1 H:# ][su:alm +| (34) Requirements 2

YS_0010, Display |, (2 Notes) 0010, Swthg&phy software, 1 Nou)
0020, Initialisation and configuration £ | IS HLR | t option photometer nominal ran...
& HLR_0030, Inpu Qns pho(ometer input out ..

S HLR 0040, Input options

88515 0050 Wommtearmton e ing no
;: gz-ggg- [R SYS_0010, Display , (2 Notes) + @ Notes)
& SY5_0080, IB SYS_0020, Initialisation and configuration —

8 5¥5.009. 4 1§ SYS 0030, Output Calculation , (1 Note)

8 SYS 0100, , (1 Note)
|8 SYS 0110, = SYS_0040, Photometer, (1 Note) hand Calc...

8 5v5.0120.§ |§ SYS_0050, Cleanliness factor
A S¥5.0130, . (1 Note)

>

[l [seet Mo+ (38) Requirements 3
8 LLR 0010, Instantoe el

Software Low-Level
Requirements

19 LLR_0020, Initialise Cell 1
19 LLR_0030, Set Emergency
‘h LLR_0040, Set Po

|ﬂ LLR_0050,
% LLR 0060, Get) ¥ Bool TunneIData“Cell..lnmalnseCell(oonst Sint 32 Lu...

LR 0070.Getl ¢ Bool TunnelData:Dataln:GetData(TunnelData:Tun...
= LLR 0090, Get + Float_64 TunnelData::Cell::CalculateCellOutp

¢ Float_64 T&\elData :‘Lamp: GetMaxumumLumensO
v Float_64 TunnelData::Lamp::GetMinimumLumens();
M LR 0140, Gedl Float_64 TunnelData:LampType:GetMaximumLum...

% LR 0110,
2 LLR 0120, Init
I3 LLR 0130, Set

¢ Float_64 TunnelData::LampType::GetMinimumLum...

I8 SYS_0060, Lighting control unit .(1Note)  Logcakul. .

R SYS_0070, Luminaries 2
The Tunnet Ug] 28 SYS_0080, Sirens and Signs, (1 Note) Sronmr
e B SYS_0090, Failed Power Supply Peprits du for

[R SYS_0100, Lighting Adjustment triropidae

[8 SYS_0110, Lamp output units

N SYS_0120, Lamp sizes , (1 Note)

IR SYS_0130, Required luminance at ground level

Requirement Body X

A Cell shall be

m‘;'};‘,";',av Float_64 TunnelData::SystemData::GetLampMaxim...
¢ Float_64 TunnelData::SystemData::GetLampMinim...
v Float_64 TunnelData::SystemData::GetSoilingFacto...
¢ Sint_32 TunnelData::LampType::GetPowerRequired|...

¢ Sint_32 TunnelData::SystemData::GetSirenSpacing();

The Tunnel Lighting system shall be configurable via an
external file and take into account tunnel dimensions, zones,
spacing for signs ,and effidency factor

v Sint_32 main();
¢ TunnelData:Cell::Cell();

i:

¢ Float_64 TunnelData::SystemData::GetEmergencyL... |

v Sint_32 TunnelData::SystemData::GetDaysBetween... }
¢ Sint_32 TunnelData::SystemData::GetExitSignSpaci...
v Sint_32 TunnelData::SystemData::GetLampPowerR... [*J°

LB
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i worst-case performance

E

= worst-case guarantee

c >
5 The agtu?l ngT ‘

= - t be found or i

= lower minimal Mus maximum UBDer
2 it BCET  observed upper bounded observed WCET tifn?n

execution execution
time time

boun

boun

time

0 measured execution times

possible execution times

L)

timing predictability

WCET: Worst-Case Execution Time
BCET: Best-Case Execution Time
ACET: Average-Case Execution Time






MR 2w — L0 fEIRE LDRA B

VAT LEE ERO—EDITIETHEET
LHREREITERIIEICEAHIEERRIARMER

* DevSecOps

=ML TR

" MZEFEHER CTERIEFHDRY—IL
Mmoo TIL—2ay

= 771k

s TORINWNIAL TORIWALYER




FRONTIERS
LERNREOH

FiR4AD FEHRZDEITDICENTEIRVEILETEREL. KEBICRDUELE,

FRONTIERS
LA~k ON

ENEERBTRES RBHEDOTT

FrLyk-)—RAYY (AR—ZX$t E#EFER)

IOy bBREUEDICTIOI 768 EE EIFTLWBELSDIITEEICE
STLED . BEEREZHITEHEVD & O Y EDBRITERY DL TIER<HE
FLULEDRRRERNGONEENSRATT,

EMNCOTYERETERMTIN, OTVELVESHRED, ENIZEFETY,
ANR— zxmwtéon YEEHDDEIFRICBREELTVET O YHIIES
<DHEEEHETHY, %J)\b%lcr IRESNTEHRT JRBICEHEFREUEALY
—WREERFEL T, IRTDT I Z 0. uBICHEREZEEBIEL. BRINIZELTL)

9.
(SpaceX) DFY, ABAELEELTE, ZDBRTABLREEFV, TITBELTRICED
CENTES0. KM CIIB<BEINEEZ TVBDTY. |
UD\U. OTYEDERELUEZICENDDS T BRI E LB EZ LT TLWzDTT, 2024525268 2EEORIGHR SELEL =SS

2024538148 3EEHORGTAR B LADBEIRSH 7= NEEEMICE5E
_ . . 2024F6H68 ABBORITHR BREINTIU? REREICR
HE:NHK A 747 B8 L—2S5vsa HEAARS O,

https://www.nhk.jp/p/frontiers/ts/PM34JL2L14/episode/te/JZIX9GZV61/ KD S1FRST TRNF TIET DD CORBIRAL—FCZ IO LT

KYZEEVET,



https://www.nhk.jp/p/frontiers/ts/PM34JL2L14/episode/te/JZ9X9GZV61/

SDV. DevSecOps

FEEDBACK

PHYSICAL SPACE VIRTUAL SPACE
"Smart Machine” "Digital Twin"
CLOUD-BASED - .

" "
St S, .:".
INTERCONNECTION /11 ,\_ . -!{'_ et




MEERDODARNTF9T1AE DevSecOps




LDRA Technology
Director — Field Engineering

Jay Thomas (14 - b—TX)

T—0T49)TAHILTIYL 3O T4 hIVE
YINII T DREELRTFICERZEN TV
TEERTE, CHIZIE FIZEEASTER. 3T
5 EIFAryNEEMBEFER»FOYILNIT
DIEH., EEFIHOEEBEANEDFEENEN
ANTSOT4ADERBLEENS, SpaceX 1D
PVEDREETLHY. RE. RELRELTHE
B AETHS Falcon A YD ISARI TR
THBAFLT-, IRTE. LDRA Technology ¥t M
T4—ILRIU =7 TR YETLY5—EL
T HAHFITOREEDEEICERYIEA TS,

DevSecOps - Best Practices for V&V in the cloud
Jay Thomas, Director — Field Engineering, LDRA, USA
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