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Fault Detection and Diagnosis

EEFRDEH LR

Dr Bob Storey,
Principal Software Engineer

XJTAG Ltd

Degree in electronics, Ph.D in electrical engineering, from Cambridge University.

6 years embedded software experience in network equipment industry
7 years at XJTAG — responsible for design and development of automatic
connection test, logic device representation.
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Fault Detection and Diagnosis
%%Z:E@*ﬁl--l n/lj—kﬁ
Fault Detection vs Fault Diagnosis
EELRABRBD “I&H” & "2 OEWNIDONT
Detecting Faults
EETFRDREH
Fault diagnosis — limitations
EETROEZH- IR ?
Improving fault diagnosis
ETRODZMzHE
Tools to help
XEY—IL
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Detection vs Diagnosis
R & 2 DEL

« Detection: “There is a fault”
W “EELRBRINHD”

. Diagnosis: “Net A13 is short-circuited to net A14.”
=) “ITyRA13[FA14ITR LTI 3—N

* Where possible, make detection fast.

R L TE AT EEIC

« Diagnosis is only required If a fault exists.
ZEHNDBEIZEODIEIEELRABRN R DN EEDH

h
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Detecting Faults
EETRORE

 Itis usually easy to understand whether a fault can be
detected.
EETRBREDORIE(FHIETLOT L

— Can the net be observed?

ZTORYMIBRTES ? ekt
— Can the net be driven? Short
Short

ZFDARYMNEINSATTES?

Resistive Short
Resistive Short

« Writing a test may not be so easy: Open

TAMIZSEETILZRLN:
— Speed EE
— Coverage Hh/\Lw¥

({5 : PCOLA-SOQ)

Logic connection

Stuck at 0

Presence Correctness Orientation Live Alignment
Shorts Opens Quality

T A G [ XJTAG © Copyright 2013 www.Xxjtag.com



Fault diagnosis
EETFROBH

« |deal situation ...but commonly we find:
AR TLEEE. ..

Error: Unexpected value on logic net Al4A-214.
Net Detail
Error Detail

Error: Tnexpected value on legic net LOGIC.
Net Detaill
Error Detail

RIS® WR20 Error: Unexpected wvalue on logic net Al3.

Het Detail
© 2010 XJTAG. Error Detail

Error: Unexpected value on logic net NANDGATE.
Net Detail
Error Detail

Error: Short found between nets: I013, I014.

[] Bet Detail View all faults in the layout viewer
Error Detail

COMNTEST failed

COMNTEST failed A14A-A14, LOGIC, A13,
NANDGATE IZFB#&H

*vkO013L1014 T a—b
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Diagnosis — limitations
a2 - HlR9IC DT

Why do tools not give us a simple diagnosis?
BEY—ILTOUTIIVGEHMRESh GO DN ?

Diagnosis can be difficult

EEIIHLWVGEENHD

Sometimes precise diagnosis is
Impossible
RIRIZK O TIXIEFEG 2B XA AT AE

— But we may be able to make
suggestions as to the likely fault
LML L, ENGY DRE
TFHEIETES

XJTAG © Copyright 2013
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Diagnosis example: Logic gates
ZEG O ovor —k

— 4V

A %D

ITr» I -
r — I
- O +» O

There is definitely a fault here
BACHDVEEET R DB

How many possible faults would give this symptom?
ENFEITOREFENCOERERT TLEIMN?

XJTAG © Copyright 2013
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XJTAG with logic gate example
XJTAG TORIYIT—MEEH

- Add Short Circuit

IC8A 14 +33v

A3 1 NendGae 4 1CSB Al13—>A14 7&93-%3&5&
?EI]E'J:D % Ald 5 ) Sea
e 1 error causes 4 reports

SN74LVCO0ADBLE SN74LVCO0ADBLE
1T5—T4DDLHR—k

Error: Unexpected value on logic net Al4A-214.
Het Detail

Error Dotail « Layout viewer gives clues
Error: Unexpected value on logic net LOGIC. . + /8

Net Detail Layout viewer CFEMNYZE 1S5
Error: Unexpected value on logic net Al3. L4 XJAnaIyser Can |ncrease

Het Detail . . . .

&l Exror Detail confidence in diagnosis
Errrlileléng:.\eci:g:ed value on logic net NANDGATE. XJAnalyser"GE@&ﬁ(ZﬁE{%%f&é

Error Detail

* Inthe end, an oscilloscope will
confirm the short

A14A-A14. LOGIC. A13. ZLTHAIOTY a— R
NANDGATE I[ZF B#&H

View all faults in the layout wviewer

CONNTEST failed

T A G ] XJTAG © Copyright 2013 www.Xxjtag.com



XJTAG Fault detection: Connection Test
XJTAG EEARABDOHKEY axroarTAE

« To detect faults, each net EZEAFARZHEETH-HIZERYME
— must be driven to both values 22DD{EIZFSA T TEHTNIEE S

— Must be “differently” driven to each other net at least once
WK ESHTEIZAEWVZELGSEIZR AT TER T NI G SR

' B O R O
S = I = N = S
[N

B O R, O ' ot

1

« Can do this by driving opposite values 0/ 1IZFSA4TLTEHRLAY
* Preferable to switch between driving / not driving
5499 %/ LIGWEYB TESAIENEFRLL
— And add exceptions for buffer pins, etc /\wI77—ZFDHI5HY
* This scales O(log, N) DA —45 —

TAG 9 XJTAG © Copyright 2013 www.Xxjtag.com



Why not drive opposite values?

HEO0/1 DRSATTIEAF

DIEDH?

« Resistive fault detection E(TEEHKROELE

JTAG
Device

OR

XJTAG © Copyright 2013
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XJTAG Fault detection: Memory Test
XJTAG [CXHRENRERE  AETAK

Need to test:

— Data bus

JTAG - us |
— Address bus b Proceeer gge———
— Control lines —

Mon-\Volatile
Mermory

T—3. TELANX  KIHMESETANT DRENDHD

 Optimise for speed FHE DKL

— Test data and address busses at same time
TFAMTF—RETRLRNRZERIEIC

XJTAG © Copyright 2013

www.xjtag.com



Data bus test values
F—RNZADTAME

« Example: 16-bit data bus 16E YT —5/\ADIHE
— 5 Values required: 583D TAMENLE:
0101 0101 0101 0101
0011 0011 0011 0011
0000 1111 0000 1111

0000 0000 1111 1111
1010 1010 1010 1010

« Add extra unique values to get to [width of Address bus]
data values, then test DATA and ADDRESS at same time

SHICPRULARANADE YA DTAMEZFEMT I
F—RNARERBFIZCTRLRANADTAMNZH1:5

12 XJTAG © Copyright 2013 www.xjtag.com



Improving Fault Diagnosis
RETRDZMZERNEIT DAL

 If devices are JTAG-compliant, wire up the JTAG pins
JTAG #EHD T NARIELJITAGIESZERT S

« Use JTAG devices where possible
TEAEITITAGERD T /NS RZERAT S

« Connect all /0O pins on JTAG devices
JTAG T/INMADETDI/0 EVEHERT D

— If the pin is not used functionally it can still be used for test

HAEEMICERASNGELMES THLTAMIERTES

« Consider open-circuit fault detection/diagnosis

A—ToIS5—DBHEEEHEZEIZAND

13 XJTAG © Copyright 2013 www.xjtag.com



Improving Fault Diagnosis (Opens)
EETFRODEZHZzHREIT (A —T2IT5—)

» Open-circuit fault diagnosis: #A—7>IS5—MD M

e~ o—— e 0 oo o —
x - S

To detect an open-circuit error we need: #A—7>IS5—RHIZIE
 two readable JTAG-device pins
2DMDITAGT NA R EF (Fed & FIREZR)
« or 1 JTAG-device pin and some other way to check the value at another
point on the net

HHINETDDITAGT /NS RIEFTE. TRV D RAADEZE
FIvI T HAILI DA E

BUT — to diagnose where the open circuit error occurs we need more
access than this.

ECIZA—ToIZ5—DHANFTEEEDHDIZIIILIZTIERANRDE

T A G Y XJTAG © Copyright 2013 www.Xxjtag.com



Improving Fault Diagnosis
EETFRDZMZzREIT A

If devices are JTAG-compliant, connect the JTAG pins
JTAG #HD T /INA RIGLITAGIE B ZEHRT S

Use JTAG devices where possible
TEDEFITAGERD T NARZEERAT S

Connect all I/O pins on JTAG devices
JTAG TNALADETDI/OEVZEHHRT 5
— If the pin is not used functionally it can still be used for test

BEEMICEASNGEWMES THLTAMIERTES

Consider open-circuit fault detection/diagnosis

F—TUIS5—DRHEZHZEBEICANSD

Use JTAG as well as test points/oscilloscope/DVM
JTAG IZEDOETTAMRAUM 2O TURIWVGEERT S

15 XJTAG © Copyright 2013 www.xjtag.com



Use tools to identify improvements

» XJTAG Design-for-test guide (DFTAAKRZA>)

http://www.fuji-setsu.co.|p/files/xjtaq dft-quidelines |p.pdf

« DFT analysis in XJDeveloper DFTf#ATEE

- Test point reports TRARRAU T IEHEARE

« 30-day free trial of XJTAG available

30H fE D

EEFMhRDYFT

XJTAG © Copyright 2013

www.xjtag.com


http://www.fuji-setsu.co.jp/files/xjtag_dft-guidelines_jp.pdf
http://www.fuji-setsu.co.jp/files/xjtag_dft-guidelines_jp.pdf
http://www.fuji-setsu.co.jp/files/xjtag_dft-guidelines_jp.pdf
http://www.fuji-setsu.co.jp/files/xjtag_dft-guidelines_jp.pdf
http://www.fuji-setsu.co.jp/files/xjtag_dft-guidelines_jp.pdf
http://www.fuji-setsu.co.jp/files/xjtag_dft-guidelines_jp.pdf
http://www.fuji-setsu.co.jp/files/xjtag_dft-guidelines_jp.pdf
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JTAG Testing with Programmable Devices
JO55ITIVIETINA REITAGT R k

Rob Humphrey’ MEng Degree in electronic engineering from The University of York, UK.

Principal Hardware Engineer 8 years experience in circuit and IC design, development and testing.

XJTAG Ltd 5 years at XJTAG — responsible for hardware development of all XJTAG’s
products and final level technical support.
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Programmable Devices

Very common —f%HY:
— CPLD  (Complex Programmable Logic Device)
— FPGA (Field Programmable Gate Array)
— Microprocessors

Important to include in JTAG chain
JTAGF A VHIZEDHDHZENEE
— Large pin count ZHDEESE
— Significant test coverage TR FA/N\L v OHEIZIBH TH

Do not always behave as expected!

HEFBAYIZEMELLG W &2 H D

Can be used for more than just Boundary Scan
IND U RAE v LS DFENES

18 XJTAG © Copyright 2013 www.xjtag.com



Boundary Scan Overview
INDUFN) A F v VOME

T Boundgry Scan Cells
External Pins 7 INDQUF )AL ot)L
SNEMES IR /
-
B Core Logic
|-
Data In (TDI) Data Out (TDO)
F—sAH X T
Control Clock
(TMS) (TCK)
arvka—JL HAavy
XJ

TAG 19 XJTAG © Copyright 2013 www.Xxjtag.com



Single 1/0O Pad with Boundary Scan
INDUF)AEX vy BE—QI0/\y F

From previous pad
Eﬁﬁd)/]‘y Fhvi5

s
D> D

SN

o O

Q N

OI‘I l /

RDINY B~

T A G IS XJTAG © Copyright 2013 www.Xxjtag.com




/O Pad with External Pull-Down
NETILZ D ENBIOINY K

From previous pad ]

S l z 0
> D

9N

o O

S N

UI‘I l

To next pad 1

RDINY B~ =

T A G LI XJTAG © Copyright 2013 www.Xxjtag.com




/O Pad with Internal Pull-Up Enabled
RETILT v TS B10/8y K

From previous pad ]

H 1
o O l Z 1
D D
SN
o O
QN
UI‘I l

To next pad 1
RDINY B~ =

T A G P XJTAG © Copyright 2013 www.Xxjtag.com




/O Pad Configured as Output Only
HADAHIZEFESNBIO/NY

From previous pad ]

S l i 0
> D

9N

o O

S N

UI‘I l

To next pad |
RDINY K~ =

T A G XJTAG © Copyright 2013 www.Xxjtag.com




/O Pad with Input Inverted
ANDREESNBHI/0/8y F

From previous pad ]

a [ Z )
D D

9N

o O

QN

UI‘I l

To next pad 1
RDINY B~ =

T A G Y XJTAG © Copyright 2013 www.Xxjtag.com




/0O Pad with Internal Pull-Down Enabled
NERTILE DDA R2—TILSBI/0/8y K

From previous pad ]

S l 4 0
> 2D
S0
g E Not Detected
O l BRHE I

<F

l -

To next pad
RDINY B~ =

T A G IS XJTAG © Copyright 2013 www.Xxjtag.com




When might this happen?
INoFAENDIEIYFLION?

 Microprocessors YA 2 07Oty HYDIHEE
— After functional code execution
Ry RERET 50— FNEFTEhBE

- CPLD Di5&
— Post-configuration a7« ¥Xal—Lardndé

- FPGA DiFHE
— Post-configuration I 744 ¥Xal—Lardndé
— Pre-configuration with some FPGAS!
AT 4FaL—23ENBEITH. . .

TAG 26 XJTAG © Copyright 2013 www.Xxjtag.com



How can this be fixed?
CN L EREANDX WAL ?
- Microprocessors ¥4~ B 70ty HNDHEE
— Hold soft-reset and pulse hard-reset
YI2h)tEYy FEFR—ILEFELTN—FUEY FEMTD
— Reconfigure pads via JTAG
JTAG it L T/\y FZBEXE

- CPLD D&
— Erase CPLD BHE9 5

— = ' =

- FPGA DiF&E
— Clear FPGA (and PROM if necessary) HX9 5 (WELS5PROMYE)
— Configure with custom ‘blank’ image EHRDHREZ7 7 A IILZRHLS

PA

aongh

TAG 27 XJTAG © Copyright 2013 www.Xxjtag.com



What else can JTAG be used for?
JTAG thD;ERIF?

Tl

l / ]

[ r 4 —
Internal Register(s)
TDI ' Bypass Register = @ TDO
L

___________________________________

T T

TMS TCK

XJTAG © Copyright 2013

www.xjtag.com



Flash Program

ming via Boundary Scan

INOOUF YR v UBRABADFlash7045953 245

fin— T — i

-

[
Internal Register(s)
29

This i1Is SLOW!
) -L\\ N

Flash

= R B ==

XJTAG © Copyright 2013 www.Xxjtag.com



Flash Programming via XJFlash
XJFlash #4r L CFlash 704535324

[ [ . .

This iIs FAST!

CNIZHEL!
[ 1
[ 1

Flash

[ 1
[ 1
[ (]

30 XJTAGOC i i
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Make the most of Programmable Logic with XJTAG
OSSR TIVETNARELEFIZTHEESICIE
Always make JTAG TAP signals accessible
JTAG DTAPEBAT VA TZESHELDIZT D

« Clear/Blank a device if it is already configured
TINARDEFEIFV VT TEH(TF2712)

* Ensure internal pull resistors will not hide board faults
REBITILL DA R TEERBRMNBEINGVELSICTEET S

» Use for fast in-circuit-programming of flash
TINARTOYTS2 0T %FMAL TEEFlash FAaH

« JTAG is versatile and can be used for even more than this
(eg on-chip system monitoring/embedded instrumentation)

JTAG [T ERLSZHZBRIITERTE S

31 XJTAG © Copyright 2013 www.xjtag.com
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XJTAG [ETNARZEDT AN SA
J5)#BFALT,. TAMNBGHEIC
BRTELHDT, ML EZIZITA
x£9,

St John's Innovation Centre, Cowley
Road, Cambridge, CB4 0DS, UK
Www.Xjtag.com

LLERDIFHRZELTEMYTENE,

http://www.fuji-setsu.co.jp
BETEYNTYTELNLET,

_|
:
o

IHZFEIEKRA= E%*%%%E%%D
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