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Table A.1 - Software safety requirements specification

Technique/Measure Ref. SIL1 [SIL2 | SIL3 [SIL4
1 Computer-aided specification tools B.2.4 R R HR [HR
2a Semi-formal methods Table B.7 R R HR |HR
2b Formal methods including for example,CCS, CSP, HOL, [C.2.4 R R HR
LOTOS, OBJ, temporal logic, VDM and Z

TBreq LDRA

TBrun LDRA
2a, 2b
TBrun

Table A.2 — Software design and development: software architecture design

Technique/Measure Ref SIL1 SIL2 SIL3 SIL4
1 Fault detection and diagnosis c.31 R HR HR
2 Error detecting and correcting codes C3.2 R R R HR
3a Failure assertion programming C.3.3 R R R HR
3b Safety bag techniques C34 R R R
3c Diverse programming C35 R R R HR
3d Recovery block C.3.6 R R R R
3e Backward recovery C.3.7 R R R R
3f Forward recovery C.3.8 R R R R
3g Re-try fault recovery mechanisms C.39 R R R HR
3h Memorising executed cases C.3.10 R R HR
4 Graceful degradation c3.11 R R HR HR
5 Artificial intelligence - fault correction C.3.12 NR NR NR
6 Dynamic reconfiguration C.3.13 NR NR NR




7a Structured methods including for example, JSD, c.21 HR HR HR HR
MASCOT, SADT and Yourdon
7b Semi-formal methods Table B.7 |R R HR HR
7c¢ Formal methods including for example, CCS, CSP, C.24 R R HR
HOL, LOTQOS, OBJ, temporal logic, VDM and Z
8 Computer-aided specification tools B.2.4 R R HR HR
LDRA
3h TBrun  TCF
7a TBreq 8 LDRA
C++
1/0
C, C++

Table A.3 — Software design and development: Support tools and programming language

Techniqgue/Measure Ref SIL1  [SIL2 |SIL3 |SIL4
1 Suitable programming language C.4.6 HR HR HR HR
2 Strongly typed programming language c4.1l HR HR HR HR
3 Language subset Cc.4.2 HR HR
4a Certificated tools C43 |R HR HR HR
4b Tools: increased confidence from use C4d4 HR HR HR HR
5a Certificated translator C.43 R HR HR HR
5b Translator: increased confidence from use C4a4 HR HR HR HR
6 Library of trusted/verified software modules and components 45 R HR HR HR




LDRA C

2 3
LDRA certifiable DO-178B qualified 4
DO-178B
TBreq
TBrun
HR SIL
Table A.4 — Software design and development: detailed design
Technigue/Measure Ref SIL1 |SIL2 ([SIL3 |(SIL4
1a Structured methods including for example, JSD, MASCOT, c2l1l HR HR HR HR
SADT and Yourdon
1b Semi-formal methods Table B.7 R HR HR HR
1c Formal methods including for example, CCS, CSP, HOL, C.24 R R HR
LOTOS, OBJ, temporal logic, VDM and Z
2 Computer-aided design tools B.3.5 R R HR HR
3 Defensive programming C.25 R HR HR
4 Modular approach Table B.9 HR HR HR HR
5 Design and coding standards Table B.1 R HR HR HR
6 Structured programming c.2.7 HR HR HR HR
7 Use of trusted/verified software modules and components (if C.2.10 R HR HR HR
available) C.4.5




2 TBreq

3 TBvision LDRA

6 SPV(the Structured Programming Verification)

7

LDRA

5 TBvision

SIL LDRA

Table A.5 — Software design and development: software module testing and integration

Technique/Measure Ref SIL1 |SIL2 |SIL3 (SIL4
1 Probabilistic testing C5.1 R R HR
2 Dynamic analysis and testing B.6.5 Table B.2 R HR HR HR
3 Data recording and analysis Cb5.2 HR HR HR HR
4 Functional and black box testing B.5.1 B.5.2 Table B.3 HR HR HR HR
5 Performance testing C.5.20 Table B.6 R R HR HR
6 Interface testing C5.3 R R HR HR
1 TBreq TBextreme TBrun

2 LDRA Testbed

LDRA

LCSAJ

MC/DC



3 LDRA TCF

4 LDRA TBreq
5 TBrun
TBrun
6
SIL SIL
/ MC/DC LCSAJ
SIL

Table A.6 — Programmable electronics integration (hardware and software)

Technique/Measure Ref SIL1 SIL2  |SIL3 |SIL4
1 Functional and black box testing B.5.1 B.5.2 Table B.3 HR HR HR HR
2 Performance testing C.5.20 Table B.6 R R HR HR
1 TBrun
TBreq
2 TBrun
TBrun

SIL




Table A.7 — Software safety validation

Technique/Measure Ref SIL1 |SIL2 |SIL3 (SIL4
1 Probabilistic testing C5.1 R R HR
2 Simulation/modelling Table B.5 R R HR HR
3 Functional and black-box testing B.5.1 B.5.2 Table B.3 HR R R R
TBrun 1 2
2 LDRA
3 TBrun
3 TBreq
SIL
Table A.8 — Modification
Technique/Measure Ref SIL1 SIL2 SIL3 SIL4
1 Impact analysis C.5.23 R R R R
2 Reverify changed software module C.5.23 R R R R
3 Reverify affected software modules C.5.23 R HR HR R
4 Revalidate complete system C.5.23 R HR HR
5 Software configuration management C5.24 HR HR HR HR
6 Data recording and analysis Cb5.2 HR HR HR HR
1 5 TBreq
TBevolve
LDRA TBrun




1 LDRA Testbed

TBrun
TBrun LDRA
LDRA
5 6 TBrun TCF
TBrun
SIL
Table A.9 — Software verification
Technique/Measure Ref SIL1 |SIL2 |SIL3 (SIL4
1 Formal proof C.5.13 R R HR
2 Probabilistic testing C5.1 R R HR
3 Static analysis B.6.4 Table B.8 R HR HR HR
4 Dynamic analysis and testing B.6.5 Table B.2 R HR HR HR
5 Software complexity metrics C5.14 R R R R
1 12
1/0
2 TBrun 3 LDRA
4 LDAR
5
1,3,5 SIL




Table A.10 — Functional safety assessment

Assessment/Technique Ref SIL1 SIL2  |SIL3 |SIL4
1 Checklists B.25 R R R R
2 Decision/truth tables C6.1 R R R R
3 Software complexity metrics C514 (R R R R
4 Failure analysis Table R HR HR
B.4
5 Common cause failure analysis of diverse software (if diverse |C.6.3 R HR HR
software is actually used)
6 Reliability block diagram C.6.5 R R R R
1
decision/truth MC/DC LCSAJ
4,5,6 LDRA
The Annex B Tables
Table B.1 — Design and coding standards
Technique/Measure* Ref SIL1 |[SIL2 |SIL3 |SIL4
1 Use of coding standard C.26.2 |HR HR HR HR
2 No dynamic objects C263 |[R HR HR HR
3a No dynamic variables C.26.3 R HR HR
3b Online checking of the installation of dynamic variables C.26.4 R HR HR
4 Limited use of interrupts C265 |[R R HR HR
5 Limited use of pointers C.2.6.6 R HR HR
6 Limited use of recursion C.2.6.7 R HR HR
7 No unconditional jumps in programs in higher level Languages C.26.2 |R HR HR HR




1 LDRA
LDRA

www.ldra.com/standards.asp

3
5
6 goto 7
LDRA
SIL
Table B.2 — Dynamic analysis and testing
Techniqgue/Measure Ref SIL1 SIL2 |SIL3 |SIL4
1 Test case execution from boundary value analysis Cb54 R HR HR HR
2 Test case execution from error guessing C55 R R R R
3 Test case execution from error seeding C.5.6 R R R
4 Performance modelling C520 |R R R HR
5 Equivalence classes and input partition testing C.5.7 R R R HR
6 Structure-based testing C.5.8 R R HR HR
1 TBrun 2

TBrun




3 TBrun

6 LDRA

SIL

Table B.3 — Functional and black-box testing

Technique/Measure Ref SIL1 |[SIL2 |SIL3 |SIL4
1 Test case execution from cause consequence diagrams B.6.6.2 R R
2 Prototyping/animation C.5.17 R R
3 Boundary value analysis C54 R HR HR HR
4 Equivalence classes and input partition testing C.5.7 R HR HR HR
5 Process simulation C518 |R R R R
TBrun TBreq
1 4
TBrun
3 TBrun 2 5 LDRA SIL
Table B.4 — Failure analysis
Technique/Measure Ref SIL1 |SIL2 |SIL3 (SIL4
1a Cause consequence diagrams B.6.6.2 |R R R R
1b Event tree analysis B.6.6.3 |R R R R
2 Fault tree analysis B.6.65 |R R HR HR




3 Failure modes, effects and criticality analysis B.6.6.4 |R R HR HR
4 Monte-Carlo simulation C.6.6 R R R R
LDRA
TBreq
Table B.5 — Modelling
Technique/Measure Ref SIL1 |SIL2 |SIL3 |SIL4
1 Data flow diagrams Cc.22 R R R R
2 Finite state machines B.2.3.2 R HR HR
3 Formal methods C.24 R R HR
4 Performance modelling C520 |R HR HR HR
5 Time Petri nets B.2.3.3 R HR HR
6 Prototyping/animation C517 |R R R R
7 Structure diagrams C.23 R R R HR
1 LDRA
LDRA
3
TBreq
LDRA SIL




Table B.6 — Performance testing

Technique/Measure Ref SIL1 |SIL2 |SIL3 (SIL4
1 Avalanche/stress testing C521 (R R HR HR
2 Response timings and memory constraints C522 [HR HR HR HR
3 Performance requirements C519 [HR HR HR HR
LDRA Ada LDRA
2 3 TBreq
Table B.7 — Semi-formal methods
Technigue/Measure Ref SIL1 |SIL2 |SIL3 |SIL4
1 Logic/function block diagrams R R HR HR
2 Sequence diagrams R R HR HR
3 Data flow diagrams C.22 R R R R
4 Finite state machines/state transition diagrams B.232 (R R HR HR
5 Time Petri nets B.233 (R R HR HR
6 Decision/truth tables C6.1 R R HR HR
LDRA
1
LCSAJ
TBreq
LDRA SIL




Table B.8 — Static analysis

Technique/Measure Ref SIL1 [SIL2 |SIL3 |SIL4
1 Boundary value analysis Cb54 R R HR HR
2 Checklists B.2.5 R R R R
3 Control flow analysis C.5.9 R HR HR HR
4 Data flow analysis C510 |R HR HR HR
5 Error guessing C.55 R R R R
6 Fagan inspections C.5.15 R R HR
7 Sneak circuit analysis Ch1 R R
8 Symbolic execution C512 |R R HR HR
9 Walk-throughs/design reviews Cb516 |HR HR HR HR
LDRA

Fagan (Fagan inspection)
LDRA SIL

TBrun



Table B.9 — Modular approach

Technique/Measure Ref SIL1 |SIL2 |SIL3 |SIL4
1 Software module size limit C.29 HR HR HR HR
2 Information hiding/encapsulation C.28 R HR HR HR
3 Parameter number limit C.29 R R R R
4 One entry/one exit point in subroutines and functions C.29 HR HR HR HR
5 Fully defined interface C.29 HR HR HR HR
LDRA 1
LDRA 2
3 LDRA
LDRA 4
LDRA
5

More than *** parameters in procedure.

Parameter not declared explicitly.

No parameters declared in proc specification.

Procedure Parameter has a type but no identifier.
Ellipsis used in procedure parameter list.
Empty parameter list to procedure/function.
Function and prototype return inconsistent.

Function and prototype param inconsistent.

Call by value parameter not const.
Default parameter use.

Array passed as actual parameter.
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